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Efficient Implementation of the Pairing on ATmegal28L

TsukasAa ISHIGURO, ™! Masaakr SHIRASET!
and Tsuyosur TAKAGIT!

The technology of wireless sensor network (WSN) has been implemented in
practical applications of ubiquitous society. However, the problems of security
in WSN have also been discussed, for instances, key establishment, trust setup,
privacy issue and so on. One of the methods for solving them is to use a public
key cryptosystem. Especially, pairing based cryptosystems can achieve novel
cryptographic applications such as efficient broadcast encryption. A platform
fluently used for the research of sensor network is MICAz which equips an 8-bit
CPU ATmegal28L at 7.37TMHz. Oliveira et al. implemented the Tate pairing
of a supersingular elliptic curve over Fy (¢ = p? with 256-bit prime p) on AT-
megal28L, whose timing is about 30 seconds. In this paper, we evaluated an
efficient implementation of ny pairing over finite field F397 on ATmegal28L.

In order to achieve a more efficient implementation we deploy an 8-bit Comb
method, an efficient reduction trinomials (ROTs), and an improved multipli-
cation on extension field F 397Y6.- Indeed we proposed a faster cubing with a
pre-computed table with ROTSs optimized for ATmegal28L. Then our imple-
mentation achieved about 5.8 seconds for computing 17 pairing over Fzo7. We
also presented and evaluated the pairing with extension degrees 167,193, and
239.
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2 ATmegal28L 000000000O00DDOOO
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00,0000 TinyOSOO NesCOOOOOOOOOOODO.

ATmegal28L 00 RSAOOOOOOOOO, Tate 0000000000000, Gura
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Fo» 0000 16000000000000 08lsec000000000%. 00, Liu00O
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000F, (¢000000)00000,160000000000000 1.9secd0000
000, TinyECCOOOOO0O0OO0OO0OO00D0O00000000000000000000
000000000000000000000. Gwa0O0OO0000000O00000O,O0
00000 20000000. 00, Oliveira00 TinyOS 000 Tate 00000000
TinyTate 0000 0. TinyTate 0000 Fy(g=p%,p0 256 000000)000000
0000000 Tate0OODODOOO0,0 30sec00000000000. 00000,
0020 nr 000000 ATmegal28L 00000 TinyPBCOOOO OO, TinyPBC O
010240000000000000 Fyern 00000 5.5sec000000000W. OO
0,0030n 000000 ATmegal28L 0000000000000, 0000, Fam
00 g 0000000000000.

00,0000000000000000000 30000000000 gr00000
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2. ATmegal28L 000000000000

D000 ATmegal28L 000000000000 TinyTate!® 00D0O0. TinyTate
0 200700 Oliveira 0000000000 MICAzOODOOODO TateDOODODOODOD.
Tate 000D D0OO0DO0OOOOODO.

E(F,)00F,00000000000000.000 ¢q000 p00,r0 r[#E(F,)
000000000,k 0 r(*-1)0000000000000. k000000000
000. 00 E(F)[/]00F, 000000000 000000000, TateOODOO
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() BE(FQ)[r] x E(Fgr)/TE[Fqx) — Fou/(Fy)"
Tate 000000 P,Q € E(Fsm)[rl,a€Z000,0000
(aP,Q) = (P,aQ) = (P,Q)"
oDoo.

TinyTate 00000 Fy, (¢g=p%p0 256 000000)000,k=2,r0 128000
0000000000.00,00000 E/F,:y*=2>+20000000. TinyTate O
O MileeD0D0O0D0OD0O0Y OOOO TateDODODODOOOO0O0ODO. TinyTate 0 MICAz
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01 ATmegal28L 00000
Table 1 Specification of ATmegal28L

ooooooo 7.37TMHz
oooo 8000
ROM 128kB
RAM 4kB
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3 ATmegal28L000000000O00D0DOOO

MICAzO, 0000000 7.37MHz0 8000 CPUO DD ATmegal28L 00000
00. ATmegal28L 0 100 ALUD 3200000 80000000, 0000000
0000000000000 8000 CPUOOD. ALUOODOOODOOODOOODN
0000000000000000,00000000100000000 (000000
0000000000000 200000000)00000.00,000000000
(ROM) 0 128kB, 000 (RAM) 0 4kBODODOOOD.

TinyTate 000 Tate J0000000000 30.21sec000. 00 RAMO 4kB 0O O
1.8kBOOOODOO0, ROMO 128kB 00 18kBO OO D00

3. nyU0000oooon

000000 300000000000000 g, 00000YY 0000,nr000
000000000000000%. 00,000000000000 30000 Fam,30
000 Fsem, 60000 Fyere 10000000000

3.1 nyr 00000000

00007 0000000000000000. nr 00000000 3000000
000 y*=2*—2+bb=410000000. E(F3=)000 »00000 E(F3m)[r]
0000, 00000000000000000.

nr + E(Fam)[r] x E(Fgom)[r] — Fyom /(Fyom )"

r0r|#EF»)00000000000000,7| (3 -1)00000000000
00. E(fs»)000,0 Q = (x,y) € E(F3m) 0 E(F3m) 000000000 distortion
00 ¢(z,9) = (—z+p,yo) 00000000 00. 000, nr 000000000 E(Fam)
0000000000000.79, 000000 P,Q€ E(Fsm)[r,aczD00,0000
nr(aP, Q) =nr(P,aQ) =nr(P,Q)*0000. 00 npy O0000O0 TateOJDOOOOO
00000000000000000.

3(3(m+1)/2+1)2 _ _g(m+3)/2

77T(P7 Q) - G(P,Q)
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00000,00230000000000000000000000.000,00000
0000000000000000000000000000007. 000000000
000000000000,0000000000000000000000000000.
0000,00000000000 3% 010240000000000 m = 167,193,239
00000 gy 000000000000

3.2 nr 000000000000

0000 pr00000000000000000000. nr 00000000000
0000000000000, pp 000000 Duursma-Lee 000000% 00000
0000D000000000O00D0O0OoO0v.

0000000 Beuchat 00000 BarretoOO nr 000000000000 OO 3
0000000000000000000000000000000%. 0000,000
000000 f€Fsem 000 s=(3°"—1) 3" +1)(3" -3V 2 yoooo f°
00000000000.000300000000000000000000,0000
0000000 7,0000000000000000000000002%. pr0000
0000000000000000,Beuchat 000000000000 20010000
0,000000000000000000000000000%. 00000000
0000000 Algorithm 1000.

3.3 000 Fs, 000 Fsm 00000

00 Fse{0,1,2/ 0000 3000,100000000000000. 000 A0OO
0,lo0000 20000 F;0000000.a€F;000 a0 0000 ap,al lo
0000 a,00000.

00000 A(z) €Fem 0,0000000

A(z) = am12™ V amoz™ 2+ 4+ aoz’ (1)
000000000.000 a(i=0,1,2,---,m—1)0000 F;00000.00000
A(z) €eF3, 0000000 9700 000, le0000000000,970000000
00000000. 000 a0 a,, 0000000000,000000. ATmegal28L 0
0000 WOs8O0DOOODOOO, [97/8]=13000,13000000000000. 0
00000000 A(z)O (ki,lo)00000 Af]000. 000, W =8, m=9700
OO0 A[12] = (0,0,0,--,0,a96), A[11] = (ags, aga,--- ,ass), -, A[0] = (az, a6, - ,a0)

*1 m=97,167,193,239 000 8) 00000 OOOOOOO.
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4 ATmegal28L000000000000DODO

Algorithm 1 OO pr0OD0ODO0%

INPUT : P = (zp,yp), Q= (2q,¥yq) € E(Fzm)[r]
OUTPUT: nr(P,Q) € Fiom

1 ype—yp, d1

2 fe—ypl@ptag+1)+ygo+ypp
3: u«—zptaxgt+d

4 g yqypo —ul —up—p’

5: f«fg (Algorithm 2)

6 : yp<——yp7$q<—w2,yq<—y3
7: de—d—1, f—f>

8: for i—0to(m—1)/4—-1

9 : U Tp+Tq+d

100 g1 — (Ygypo —u® —up — p*)°
11: yph—ypquhxg,thyg
12 U—Tp+re+d—1

13: g2 — ygypo —u® —up — p?
14 : Yp < —Ypy Tq xgayq — yg
15: d—d+1

16 : g — 9192 (Algorithm 2)
17: [ (f°9)°

18: end for

19: return f

gob.o0o0,00000000000000000.

N:ODDODDOOOOOO0OO0O00O0=[m/W]
A& B: 00D
A>kOkDOD0OO0O0O0OO

A< kOkDODODOOOODO

Aljlx: 00 AD jO000000 k0000
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3.4 000 Fs» O0OO
A(z),B(z) € Fs» 000000 -000,0000 (hi,lo)000, 0000 AND,OR,
XOROOOODDODDOODD®., oOo0O0D0OO0O0OO0 7000000. gobooooo,
00 CombO0OO0O0O. ODODOODOO,300000004000000000. OO,
A(z) e F3» D0O00O0D0O0O0OOO0 20000000000000000000000
[lDDDDDDDDDDD“).DDDDDDDDDDI:II:II:I[I[I1DI:II:I[I[I[I[I[I[I[I7
ATmegal28L 00000000000 OCOODOOOO.
3.5 000 Fysm, Faom 000
0000 Fs»=060000 Fsee 0 30000000 20000000000C0000
0.300000000000 ag,a1,a2 € Fsm 0000, asp* +a1p+ac000. 300
DDDDDDDDp3fp71DDD.DD,QDDDDDDDDDDDao,a1€F33mDD
O0, o+ 000. 20000000000 02+1DDD.6DDDDF36mDDA
0 «; € Fyam, j = {0,1}, a; € Fgm,i=0,1,--- ,50000,

A=oa10+ ap

= a50p2 + a4,02 +azop + azp + a0 + ao

= (as, a4, as, az2,a1,ao)
000. Feam, Feeme 000,00,300,0000000000 80000000000
O00.600000000,00800F»-=000000 180000000, GorlaOO
000 15,00000000000000000%. 0200000000 FsmO00000O
0oo0. AdoDo,MDOOO0,CcO0300,I000D00000O.
Algorithm 100000 5,16 0000, 000000 60000000000

f19 € Fsom, f =(0,a,0, f2, f1, fo),g = (0,—1,0,92,91,90),a € {0, -1}
goo0bo0oo0d0. JoobbobeMOOUOOODDDOOOODOD. DODOOOODOD
Algorithm 200 0.
nTDDDDDDDDDDDDDDDD3[||]|].BarretoDDnT[l[l[l[lljl)D,Al—
gorithmll]GorlaDDDD6DDDDDD6>DDDDDnTDDDDDDDDDDD,D
00 113o0obob0obooooooo. oo,3000o0booo vooobobobOoo,
30o00o0ooo0ooo0oo0 /00000000, 00 70L0DoO0OOoOOOOO. O
000,009, 00000 (Algorithm 1) 00000000,
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5 ATmegal28L 000000000000 DOOO

02 Fysm,Fyem 0000000 F3m 00000

Table 2 Number of times of addition in Fzm for operations in Fyzm , F36m

oo Fy3m Fy6m
ooo 3A 6A

oo 12A + 6M 51A + 15M
300 3A + 3C 6A + 6C
0000 | 6A + 15M + 1I | 57A + 38M + 11

03 np 000000000 Fgm OOOODO

Table 3 Number of times of operations in Fg3m for nr pairing

Oooonpr 00000 784C + 820M + 1

00 np 00000 (Alg. 1) 852C + 693M + 1

Algorithm 2 000000 f,g€Fsm OO0

INPUT : f = (07a507f27f17f0)7 g = (Oa 71,0,92591790) € ]FSG""va’ = {7150}

OUTPUT: c=f-g=(cs,ca,c3,¢2,C1,¢0) € Fgom

1@ mo < fogo, m1 < fig1, m2 < fago
2+ mz < (fo+ f1)(go+91)

3 ¢ ma— (fo+ f2)(g0 + g2)

4 ms— (fo+ f1+ f2)(g0 + g1 + g2)
5 1 Ccop—Mmog—mi1— g2

6 : c1e—m3z—mog—m

T : co+mg—mo—ma— fo— go

8 : czge—ms—m3—ms+mo

9 : ca—ma2—go— fo

10: ¢ — g1

11: if a=-1

12 : co—co— fo, co—ca+1

13: ca—ca+1, cs—c5+ f1

14: end if

15: return c= (cs,c4,c3,C2,C1,C0)
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1-11 (Nov. 2008)

4. ATmegal28L 000000000

0000,3000000 g, 000000, ATmegal28L 0000000000000
000000000000000.
4.1 Fz» 000
00000000000000000000000. 00000000 Shift Add0 00
09, Shift Add 0D A(z)0 10000000000, B(z)0 10000000000
000000.000000000000000m—-1000000.
0000000000000000000000 CombOO00. CombOOOOO
000000 mO0000,000000000000000.000,00000000
Comb000000%. 00 CombO0O,W fmO0000,m00000000000
00000000000000000. 00 Comb00O0,000000000 W—-100
00.00000000000000000000000000000000000000.
ATmegal28L. 000000 §000000000,00700000000000000
0O0.00000,F» 0000000000, Shift Add 000 14msec, 00 Comb 00
0 6.2msec0000. 000000000 Algorithm 3000.
4.2 Fz= 0300
A(z) €Fs» 0000 30000000000000000000. 000000,00
0O200000000000000.
o Afx)*=3Y""a;s® DOODDOOD 300
A(z) €Fe» 00000003000 A(@)®=3Y"'ez* 000. 0000000,
000000000000000000.00000000000000000000
0000000000000000300000000. ATmegal28L 000000
$§00000000,3000,3000,20000000000000000000
0.000000000000001000.00000000000000 8000
() ooo.
o C(z)=A(z)*mod f(x) JDDODOOODOO
0D000000000000000000000000000Y?), 0oo,0 10
000000,0000000000000000000300000000. 00,00
000000,00003000000,0000000000000000000000
00000000000000000000000. 0000000000000 3000
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6 ATmegal28L000000000O00D0DOOO

Algorithm 3 Refined Comb Method®® + Reduction with ROTs'®

INPUT: A(z) = E:”:_l a;z’, B(z) = Em_l bix', f(x) =™ + % + 2, Wk

0 i=0
OUTPUT: (C(z) = A(z) - B(z) mod f(z) = E:igl cix’ € Fam
1: C+0

2: for j«—0toN -1

3 C(z) « C(z) + A[j] - B(z)2?™

4 : end for

5: for i—1toW —1do

6 : for j—0to N —2do

7 C(x) « C(z) + A[j]i - B(z)2?"

8 : end for

9 : end for

10: for i+ 2m — 2 tom do

11: Ci—m+k < Ci—m+k — Ci

12 Ci—m — Ci—m + C;

13: c 0

14: end for

15: return C(xz)

Algorithm 4 00000000000 Fem O 300

INPUT : A(z) = ZZ_OI a;x’ € Fam, f(z) =2™ 42" +2

OUTPUT : C(z) = A(z)’ mod f(z) =Y 1",

1 i
i—g GiT € Fam

1 for i=0to3m—3

2 if 3 )i then

3 c; — 0

4 : else

5 C3i — G

6 : end if

7 : end for

8 : for i+—3m—3tomdo
9 : Ci—m—+k “— Ciem+k — Ci
10 : Ci—m — Ci—m + C;

11: ¢ — 0

12: end for

13: return C(z)

b, b, by

01 Fsm 0 3000000000000000

0000000 Algorithm4000.

gboooobooooooooboooobOoOooOobOoOoboOobooOoOobOoOooOoDo
gbooooooo. booooooo, obbo 3bbo0boboboobooobboooboboon
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D000000000000. 000, m = 97,A(z) = (ass,ass, - ,a1,a0), B(x)

(bos, bgs, - ,b1,bo) € Fam, f(x) =2°" + 2" 4+2000,
B(z) = A(z)® mod f(z)
gogobooo,bboooboooobooo.
bo = ao bs = ass + asg — ae2 bos = a3z + ase — as9
b1 = aes + age by = a3
b2 = az3 + asr —aso  bio = ass + ags
bs = a1 b11 = asze + ago — aess
by = aees + ags bi2 = a4
bs = azs + ass —as1 b1z = ase + ags
bs = az b1 = az7 + ag1 — aes

b7 = a7 + ags bis = as
000O00D,0<k<11000,
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7 ATmegal28L000000000000OO0DOO

(bsk+5,bsk+2), (bsk+7,b8k+4,8k+1), (bsk+6,bsk+3,bsk)

oooo 0ooo 0ooo
goooodd,s0bobobooobooooooodo. booooooo,0oooo0,on

oooooobooo.
jJoobooooooobobooooobobo,oobobboooobbooooboobob, oo
oo 3boobo,b0boob 3b0b,0b0oob 2000000 bO0o0obOo0obDbOOn
ooOoooO. ooodo,8s00b00oouU0oD 20b000DbDOCDO. OO0 by ~ by
ooooooo, 00o0gg (be,bs,be) = (as,a1,a2) OO, O0O0O0O0O 20000
O0o0o0ooOg, (bi,ba,br) = (ass,acs, ae7) + (age,a93,a04) DO 0. OO0ODOOOO
(b2,b5) = (as3,asa) + (as7,ass) — (as0,a61) DO OO .
00000DO0o00O0O00ooO00oO0o0oDOOo 20000. 000,60 ~b;00 2000
003000000000,0000000 2000006 ~b00000000000
oad.

A3q | A33 | g7 | dgg | dgs | G2 | A1 | Gy

Agg | gy | gy | Gg3 | A9y | O | O | O

bs | by | by | b, | B | b | by | B,

02 bg~b; 000

000,00000000000000.000000300000000000000
00.0000000000000000000000000. 000000000000
0256000 (2°) 00000,

000000 30000000000000000000,0000000080000
00000000000000000000000000000. 00000000000

00o0oooooog Vol 49 No. 11 1-11 (Nov. 2008)

b8k+5 b8k+2 b8k+7 b8k+4 b8k+1 b8k+6 b8k+3 b8k

b8k+7 b8k+6 b8k+5 b8k+4 b8k+3 b8k+2 b8k+1 bSk

03 000000 (Table)

Algorithm 5 0000000000 Fsm O 300
INPUT : A(z) =Y  aie’ € Fam, f(z) =a™ +a* +2

OUTPUT: C(z) = A(z)® mod f(z) = Z?:Ol ciz' € Fam

1 C(z) —0

2 for i« 0to [m/W]

3 for j«—0to N(i)—1

4 Cli] — Cli] + (F(1,7) & F(2,i) & F(3,17))
5 : end for

6 Ci] < Table(C[i])

7 end for

8 return C

0,000000000,000000020000.00,0000000000000
00000000000,

000,00000000000000 f(z)=2""+2%4+20000000000000
0D000000000000000000.0000000000000000000000
0D0000000000000000000000000000. 000000000000
00,000000000000000,8%00000000000. 0000000000
Fsm 0 3000 Algorithm 5000. 0000 40 F(s,5),s=0,1,2,j =0,1,---,[m/W]
00000000000000 j000000s000000000000. 000000
000,0000000000000.0000 m=970 F(0,0)0 ao+ a1 *2+az*4

(© 2008 Information Society of Japan



8 ATmegal28L000000000O00D0DOOO

04 Fsm 0 3000000000000000000O0C00OO
Table 4 Number of times of addition for cubing in Fgm

oooo
00 m ooooo Alg. 4 | 0000 Alg. 5 | 00 (msec) | OO
97 297 + 216 2 100 30 0.40 °
167 2167 4 29 4 2 172 36 0.69 o
193 2193 4 %% 4 2 196 66 1.15 o
2192 4 2112 4 2 196 102
2230 4224 42 236 57
230 mzzz + a:zz +2 236 74
2239 4 296 4 2 236 48 1.16 o
2239 4 2104 4 2 236 95

0O00.000030,N()0,i0000000000000000000000000
0. m=970000 N(O)=3,N(1)=3,---,N(12)=1000. 0000000000
nooooooooooo YIMYT{NG) -1} 000. 00,00000 F(s,5), N(i) O
00000000000,

43 00000000

00000000000 000000000000000000,3000000000
ooooo.

43.1 000 F» 00000000000

000 Fem 0000000 f(z) =a™+az® +b,(a,b) = (1,2) 000 (2,1),0 < k <m
0000,000000 k000000000000 O0OOOOOOOOOY. oo0O,
NakajimaOOOOODOOOO0O000O0OO0O00O0O0OOO (Reduction Optimal Trinomials,
ROTs) 0000000000000 00000000000000000000000
OD0000™. ROTsO A0 WkDDOOODODOODOOOOO. ATmegal28L 00000 W
0800000000, 8k00D00DDDODDODOD.

04000 97,167,193,239 00000 ROTs0O0O0O.
00m=97000, f(z) =2 +2”+200000000000000 f(z) =
2"+ 2%4200000000000000,0 38%00000. m=97,W=8000
000000000000000 Algorithm 30000 .

43.2 0000000000 3000000
42000000000000000030000000000,000 F=00000
0.000F»030000000000000mO000000 f(zx)0000000O0

00o0ooooooog Vol 49 No. 11 1-11 (Nov. 2008)

0.0000,00000000000000000000O0C00OO0. 00020000
000000000000,000008000,00000000000000 7000
D00000000000O000. 0000000000000000,00000000
00000000000000.

00,000000000000000000000000000. 000,00000
000000000000 40000.000000000000000 Fam O 3000
ATmegal28L. 0000000000,

0000000000000000000000,30000000000000000
000000.m=97,1670000 ROTsOO0000000000,m=193,239000
0000 Fs»- 0000000000000000000000000000000000
00.00,00m=2390000,0000000 f(z)=2**"+2+2000000
flz)=2** 42 42000000,000 Fs» 0000000000O0DO0OOOODOO.

44 000D

00000000 Fsm 000, pr 0000000000000 O00O. MICAzOO
TinyOS OO NesCOODOODODOO. 000000 O MICAzOOODOOO, 200000
00000 TinyTate 000000000000 (0D 1000).

NesCO COODODOOOOOOOD,000CO000O0O0O0ODOOOOOOOOOO.

30000000000000,00000000000 9 000000000000
OD0000000 30sec0000. 000000000000 O0OOOOO,00000,0
D0000000000 3000000000, 0 8ecO00D0D0DOOOOOOO. O
00 GorlaDD 60000000000%, Beuchat 0000 nr 000O00Y 00000
00,0 58e00000000.

050000000009 00000000000000000. PCO Core 2 Duo
E6400, 1.86GHz, 000 1GB, FedoraCore6 100 COOO000O0O0. 000000 GCC
0000, -03 -fomit-frame-pointer -unroll-loops 000 O0OOODO.

0000 PCO 32000 CPUODOD, ATmegal28L. 0 8 00000000 PCO
0000 W =8000 (unsigned char) DOO0O0OO00O. PCO ATmegal28L 0000
00000000000000,060 PCOODOO0OO0OO0O0O. ATmegal28L O
000000000000 PCOOOO0OOOOOODOOOOOO0OOO0OOOoon.
ATmegal28L. 00 PCOOOO 1,0000000000000000000000. 00,0
500 600, ATmegal28L 00000000, 00 npr000000000000000
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05 000 Fsm ODO0O0OO nppO000O0O0O0OCOCOO
Table 5 Timing of arithmetic of Fgm and the nr pairing

oo 0000 (msec)
Fao7 Fai67 Fi103 Fj239
oo 0.047 0.076 0.084 0.092
oo 0.048 0.078 0.084 0.092
oo 6.2 18.2 25.5 35.75
300 0.40 0.69 1.15 1.16
ooo 96 251.5 360.8 480.7

nr 00000 | 5.8x10° | 15.3 x 10° | 34.6 x 10° | 60.2 x 10°

CPU: ATmegal28L, O0000000: 7.37TMHz, O00O0O: 8000

06 0D0O0O0»O00ny OOO0O0O0O0O0O0ODODOO
Table 6 Comparison of timing of the np pairing on several extension fields

00 m || ATmegal28L (msec) | PC(W=8)(msec)
97 5.8 x 10° 6.99
167 15.3 x 103 25.74
193 34.6 x 103 41.96
239 60.2 x 103 65.61

PCO Core 2 Duo, 00000000 1.86GHz
(000 ATmegel28L 000000000O0O)

0000 1,000, 00 1,000,0000000C000C0O0O000O0000OO,PCOO0OnrO0O
goboooobogo,wooobobboobooboboooobog.
TinyOSOOOODOOOOOOOO 70000. TinyPKO 10240000000000
00000 (D0 e=3)00000, TinyECCO 160000000 pOO0OO0OOOO
gooooodooo. oo,bcoooboooooobooooooooooooooon.
00000000000000 TinyECCOOOOOOOOOOOOODDODO. TateOO
gooodao TinyTatelG)DDDDDD,nTDDDDDDDDDDDDDDD 50000
O00000oooO0o0oooo. TinyPBCOOOOOO,00000 TinyPBCOOOOO
O00,RAMO0OOOOOOO. ROMOODOOOODO TinyPBCOO 300 10000
O0.00000000 RAMOOODOOOOOOO,000000000 2600000
0,0000000000000 RAMOOODOOO. 00000000000 O00OO0OO0O
goboooobooooooobooboooboooooOoOoobo,booboo0obooooDbon.

00o0ooooooog Vol 49 No. 11 1-11 (Nov. 2008)

07 TinyOSOOOO ATmegal28L 0000000000 0OOO
Table 7 Comparison of timing of public key cryptosystems on ATmegal28L using TinyOS

TinyPK2Y | TinyECC'™® | TinyTate!® | TinyPBC?) 000
oo NesC NesC,asm NesC NesC NesC
oooo RSA ECC Tate nr (00 2) nr (00 3)
ROM 12,408 13,858 18,384 47,948 17,284
RAM 1,167 1,440 1,831 368 628
0oooo 14.5 1.9 30.2 5.5 5.8

ROM,RAM: bytes, 0000: sec, 0000000: 7.37MHz, 0000: 8000

5. 00004

0000 ATmegal28L. 000 300 Fsm 000 pp 000000000000, OO0
TinyOS 000 MICAzOOOOO. 00,00000 8000000 PCOOOOOODO
0, ATmegal28L00000000. 00000000000 Fam, 000 Fasm, Fyem O
0000000.0000,000000000000000000.

ATmegal28L 0000000 30sec 00000000000, 00,000 Fam 000
030000000000000000,0000000000000000000. 00
00000 ATmegal28L 00000000000, 3000000,0000000000
ooooo.

00000000000000000000000. 000000000000000
0 Shift Add 00 Comb O, Window J00000. D000000,000000000
00000 CombOOO0O00%. 00,000000000000000 Faem OO 30
00000,050000000000.000,00000000000 WOOOOOO
000000 (ROTs™: f(z) =2™ +2"+2,W|k) 0000000000, 000000,
300000000.

00000000000000000000000 8ec00000000. 00,000
00000000000, CGorla000000000 60000000, Beuchat 0000
00000 000000000000000000000000. 0000, 5000
000000000 58ec000000ODOOOO.

TinyOS 000 Tate 0000000 TinyTate 00000 6 0000000000.
00000, TingOS 00000 ATmegal28L 00000000000, 000 RSA, O
00000000000000000000000000.
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