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Abstract— Low-rate Distributed Denial of Service (LDDoS) attacks degrade the quality
of TCP links with low average traffic by exploiting vulnerabilities in the TCP /IP protocol
and routing queue management mechanisms. The ideal transmission rate of the attack
pulse in the most classical RTO-based LDDoS attacks (aka: Shrew attacks) is greater
than or equal to the bandwidth of the target bottleneck link, and it is assumed that the
attacker is able to set a suitably large transmission rate. However, the attacker does not
always know the bandwidth of the target bottleneck link in attacks in wild.

In this thesis, we propose a strategy for executing a low-rate shrew DDoS attack
against a bottleneck link of unknown bandwidth and buffer size. The proposed attack
strategy degrades downstream traffic from a specific service to the target network to the
desired quality while keeping the attack traffic stealthy by exploratively increasing the
pulse rate while estimating the attack effect by building bot nodes in the target network.
In addition, to maintain the stealthiness of the attack, excessive transmitted pulses are
suppressed by estimating the bottleneck link bandwidth from the strength of the attack
pulses received by the observation node.

The proposed strategy is intended to be executed by targeting a home or office network
connected by a fixed broadband line. Based on past cybercrime cases, we discussed that
the proposed strategy can be implemented by [oT botnets targeting home networks and
targeted malware attacks targeting enterprise networks. Since the traffic of the LDDoS
attack by the proposed strategy is expected to be concentrated at the edge routers of
the Internet Service Provider network, it is necessary to deploy an appropriate detection
method at the edge routers of the ISP network.

The proposed strategy is evaluated by simulation using ns-3, and the results show
that the proposed strategy can be executed to determine the transmission rate of the
attack pulse in an exploratory manner when the characteristics of the bottleneck link
are unknown. In addition, we show that by increasing the buffer size of the bottleneck
link, the proposed strategy compromises stealth and increases the risk of being detected

by existing flood DDoS attack detection schemes.

Keywords: Network security, Low-rate DDoS (LDDoS) attacks, Sophisticated attacks
strategy
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Low-rate DDoS W#X, TCP/IP 7ua s aireil—7 4 ¥ 7% 2 —EHEE DMt %
BHIZ2Z21CE->T, BOVESEEETTCP Y Y Z7OMERETIE 5. Kb MR
RTO R—2® LDDoS % (jill4: : Shrew W) 1ZHB1F 2 W OLRADXREL — + OMHAE
FERR MV 70 Y 7 OFBIEL EOETH D, WEENIHEYILZAKEZXDEREFEL— M2
RETEDZEDHHEER-o>TWVWS., LaL, HECBWTHEENHIENR M 2y 2
V27 OFBIEEIEREL TV 2 IR S 720,

KEFX T, WHIEE Ny 773 A XDBRMOKR ML ry 7Y 2728 $ % Low-rate
Shrew DDoS WEDFATHIME & MR A TR T 2. RIS, B4Ry b v — 2 AICHERL
TeRy 8 —FTHHEM ) — FEHWTHBMRZHE L RN S, 74— FoNy ZHilnz
Ko TRIBINZ SV AL — R Z2HINT 2 Z 2T, BNy b7 —2 AT TGEFE XN S TCP
7 —OMEEZHWEM TIET T2 2 e 2 HNICEIET 5. AT, KBEORATLVRMEE
Hers g 272012, Bl — RORZELEKBE VRADEEN S, Rty 7V ¥ 7 miiE
ZHEET 5 2 2 THEENGEE L UL A2 HIH T 5.

TREHIEL, BE 70— RNV FERRCERISNRIEE 2134 7 4 A0y bV — 27 2
FNCETENZ Z e 2 ELTVWS. BEOH A N—LROHEHZ T, KESRY bV —2
EEMNE LZIOT Ry bry b, £¥4xy V=2 2N LENR <Ly £ 7/
Wk oT, REWIBEZETAIRETH 2 Z L Ziim L7z, RERHIZIC X %5 LDDoS WE D + 7
7 4 v 7%, ISP (Internet Service Provider) % v FV—27 DT v I —XIZEFTEZ
EBTRHIND 2D, ISP 2y NV =2 DTy IL— XIHEY B FEE BT 20BN
H5.

RIS ns-3 ZHWEY I 2L —Ya MK DI LR, BEBKEFEITTS 2
22D, Rhrrv 20 7 ORERRIOGEICBNTDH, RE VL RADEEL— %
BRICEABER Z e R L. AT, RELRv 2V 2Dy 7794 XeENT
52k oT, BEWRIIR T VR EZELR Y, BIFED 7 7 v A DDoS BE DA A
F—LARHRAINDZVRIDPEEDL I ZRLT.
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1.1 B=

Distributed Denial of Service (DDoS) WEIX, f X —3v FEREBTI2ERDOV &
DOTH%. DDoS WE ¥ X, DoS (Denial of Service) WED—FETHDH, WEINF T4 v
JEMIN G — L REZHNE LTEEINEIZRED NI 7 4 v 728U BWE ) —
FOEET 22T, BNV —CRADOAHAMZIKRTIE2 A N—ROFETHS. H
MRESHDICERFEEIND b T 74 v 7 OEEIE, —MRINCT —XIEEL — b2 IRENRTE
D, DDoS DB+ Z7 7 4 v 7 DMERKD T —RE5EL — M, 2020 4 2 HIZ Amazon
B L 72 2.3Tbps ICETELTW3 [1]. DDoS HRE DR MR 2020 4 3 A 52
BT LT TV 5 2], 2OERICZ, Fiflan v 4 L 2AEHYE (COVID-19) oft5R
W72 FATORBICED, NADHARTEHCH 4 DEBKITBVTA ¥ R—3 v bADIKIFED
MESTVWDEIEDEITONS. — /T, MVIEL — F2ROWE Y Z 7 4 v 7 DR %
BHT2Z3BERZTHZZehs, MRPHILEINTED, DDoS KRBT 21k 4 &
- BRI — e RDEB T WS [3][4][5].

DDoS WEBOXMRAESHEL I N2 eic kb, WEBE, LI hiz{K1L — F DDoS
(LDDoS: Low-rate DDoS) WE%fH L C, TCP ZFHL /-4 -V 2ADOHEZET X
522t %H-oTW3. LDDoS WE X, f X —%v b ETHRHZATWS Fa haiLon
MegsttE 2 BH T2 22T, DERRENT 7 4 v 7OV BEEEEZKMZ 2 2 & 2 AR
L7 TCP X3 % DDoS WEBO—FTH 5. mADOFHHIL, HWiFmL— bty A 700
2% FHMCEET 222 TH 3 [6][7][8]. LDDoS ODKENT 7 4 v 7 DT — REgkL —
ME, FETZ2LEBHEDOLNT 7 4 v 707 —RigEL — b BB Oz, DDoS K
WYL TTF —XEEL — P DOKE X 2HSWT LDDoS WA 2 Z 1N T
Hb. AVE =3y b LN TVE 774 v Z7DIFL A TCP THZZ 25 [9),
LDDoS W#EBIZ A ¥ X —3 v FOF7BBEE L TE#ENhT0E. D EoEE»S, fE
WKBFS4y b7—2 kX a2V T 4 OHESETIX, LDDoS WEBOMH, Biffl, XEBEE7
VOMRNTICE T 2 IFEANEFTHD 253, MRIFMZ I TR [8].

ilr, EFEFITBWTS, Pulse Wave DDoS W [10] 5 Short burst B [11] &\ 5 I
U4 T LDDoS WEDFENTBHM ST WS, L L, ZOHEFOMEIEFLALEFELE
W, SR [8] T, FHIOFHELDRCEHIZOWTU TO X S ichRsnTn3.

1. IWEREEEN DAV, LDDoS WEDETIZIE A v b7 —2712BF 2 & E BN
RETH B0, IThEFTTEIZREEOHD DI,

2. WEEHINHE L TLAL. LDDoS HEIIHERK D DDoS BEMRAITIEIC X 5K
HEBEZCEGEEST 2 Z e AA[RETH 5. LDDoS WEDFERIK, ¥ AT ANFEITAA]
REICR 2D TIER L, MEOKT (WHEEDKT)  LTHNMS. ZOME, KE
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DOWEHFL, WBEEZERBEITIC, T0 X5 RIRME > R T L OfHES S EIFREE O
HFWIZLTLES.

3. WEEHLVHEEZLARLAELV. FZ LDDoS WEOEICH D2 L BaInT\wE 2
77 K77y b7+ —241%, LDDoS WEZHHAIL T, WEORASLHEELHIES
27D DEMEFESLEN 2R o TRV, 20780, BEZ LIS ERVEDIZ,
—fRANIT R E R ARIT LR,

INHDOHEENS, HEDAL VE—F v MIBIT 3 LDDoS WEDEEIENREBDOKE X
WEOEMEZIAS 2 TERWV. 20720, RFFETFHICEWT, HEICE TS LDDoS K
BOEMEEHLICTZ 21X, EERMARED—DOTH .

1.2 ETEFR—2 3>

WENZ BB EIECONTOINHBN 77 TH 58555, LDDoS WEA DY) 7205,
DNHETH 2 Z L FEETERY. KT, ZOHE—FHL LT, HEMNIETRERICHR
EZINTWBIERENZFRO—D2ZW D A > 72> F VU 4T LDDoS WE % Ffi L 7z. Efk
121d, LDDoS WEBZ BN I B 27-DICHROEBEEBRNRTIA KX THIHB NV ADKEX
EWEENEINCEARETDH 2 L WO RMHRE I D Ao /2. Z ORIRE MET S 2 E @
1%, LDDoS WEBZRINEE 2720121, EEINIZHBEANVZADEFHE—271L— 0, 12
) TCP 7a— DR EDR ML 20 > 7 DRIBIEMU EDMHEICRESINZDHEND S
[7][12] 2%, BEOKEES F U 2BV T, KBED ZDOEZ IEMFICIFTE 2 LIRS 20
72 TH%. H3ETIE, BFHEOFHEEERICHE W THERIVICHE XN TV BHIEICDOW
TREMICEAT 5.

AL TE, Ry 7Y 27 ORBIRPARITD 2 & WS HiHED T T, LDDoS W # %
A= A=Y arydsHoaE e (LT, R#EEK) 2#rT2 (B48H). #%
BRI, R R Y T — ZPNCHEBEL 2Ry b — RTHIBIH — FEHWTREN RS
HELRDPS, 74— KNy ZHIENZ X > TRIEMIZOOVRA L — b Z2EINT 2 2 & T, 51
Fw N7 —Z AT TEEZXINS TCP 7e—0 R E% BHWEMTICK T3 2 22 2 HNIC
BIfEST 5. MAT, WEORTNAVAWEMFET 272012, Bl — R2ZE L BB LR
DIBEDP S, Rty 7)Y 7HBiRZHET 5 2 & THEENEE L OV 225 5.

1.3 ®ZEEM

RENLBHES F U FICE1TS LDDoS WEDFE (B4, 5 F). KinXO—2HOHW
&, BFENRED T T LDDoS BB ZFHES 2 Z 2 Ik o T, EEROKBRIIKRD HNS
SFVALHIWEHLMITZ2 I THS. COHNEZERTZ-D1, Rirtxv ) v
7 DHFIBRIESARATH 3 £\ S HiHED FT LDDoS &8 % F17 3 2 R R I O W THRET 3
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%. MEtOFER, R blxy 70y 7 ORBENRATSH 2 £V HRHED T T, Y TCP
DRI/ — PRI TV S LAN WENCEIM 2 — F 25 2 B 2 iR L (58 4
). B, ¥YIal—Ya v IREEEEEE L TEHiid 2 2 & TIREBBROAMELZ R
L7z (BE5 ).
BREFEOEREPIOKRE (B 6FE). AO_OoHOHMNIZ, REMEOTFIZET
2 BRI RENERETT 2 2 itk - T, MHAIFEOEMEMEZ#RT 22 THS. 20
HWEERT 272012, BEDOY A N—JLEOHEHIE NI, REAy b7 =27 %2FHNe L
Mirai botnet %, ¥4y bV =27 %EN L UMK X > T, RIS % S 7]
RECTHDZrZifiam LTz 1ERHIZICX %2 LDDoS KED 57 4 v 1%, ISP (Internet
Service Provider) v bV —2Z DT v IN—XIZERT 2B TFHEINS=0D, ISP % v
FY =2 DTy VN — RIEY) AT BT 2 B H 5 LA 7z
REFEICHRTIHEEORES (B 7E). KaXO=2HOHMZ, REFEINT L]
HREMEA T2 THD. ZOHNEERTZ272D1Z, RbLxy 7Yy I71—RDNy
7 7 H A ZBHEINT 328 T, BDELRKE ODLZADL — P RBENEE, BREKDZ 712
MxiE DY 2 FEOAEMMEE R L 7.

1.4 PRAT7TLERBZICE T BARHAEXDOMUEN T

AWZEE, BRECBIT S LDDoS WEOEREZHEK T 2L L THEN TSN S.
LDDoS W#BiX, v bV —2OREWEBPITERBRBRTH S, IE, Fv hT—
J kX a7 4 OGFICEBWTHESEHRTH 5. LDDoS WEDEMICIE, KREICHF
T4 IBERTEII5TRTT9 NI 4 —ARE Y I TF—RT 579 73— LR EIH
TV [8][13]. Lo L, WERFOWMEIMD TP, ETEZEIEN L6, BE
2B % LDDoS HEDBBOKE XIIRHTH 2720, ZHEHL2IZT S Z L IdHED
FADEBRICORD 5.

1.5 FRXDIBRK

RESUILLT O & 5 a3, 2 ETIE, AWZEOIRICHERAI R LDoS K,
if N2 LDDoS W OWRFEH 2 2. 3 3H T, BEMEEZHENTS. 43=TE, &
WRRHDE I V2w 2V ¥ Z12h 3 LDDoS WE 0 HEILEIE IR § 2 B 2 5 L 7-
%, WESFVIEETMEL, REMEOFIEICOVWTRNG. 5 FETIE, REEEY >
T2l —XEIcEEL, B HRERHET 5. 6 ETIWX, FES DY A N—LROBIAD
5, BEDA Y Z—3v bORE T T, REHIEEERICHAT 2 WEY F U FifimL, |
T EO RGN OWTHMT 5. 7TETIE, EEE|ECH L TEMRRRTERCOWT
HRamd A, SETIX, Rzt Er 3.
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F£28 EKL— bk DoS HED[RIE

AETIE, KX DONEZHET 272D 725K L — b DoS/DDoS WE D HA 5
HZHHT 2.

2.1 {EL— bk DoS %%

&L — b DoS(LDoS: Low-rate DoS) HEIX, *vy bV =2V VIR 7 SV r—>ay
Y= NOWHREN 2R D2 RE S 2F o LRI OE VOV % RABINICENICEET 52 8
T, Ay b= 7 TV r—>aro) Y —AMHAREELIE .

M 2.1 1RF & 512 LDoS WD EF L 3 DDRTA—K < R LT > CHEFZ LR
TE%. ZIZT, REKENNVLZADL— b, LITWE VAR, T XBHE T 2 W8
POLAIDBRTH 5. WENMEL — N THB720121F, LTI LU TIEFITNIWET
BHBVREND D [12]. WRALADFE L — ME R- L)T TEIHENS. Hlzi, HiE
C =10Mbps DRI VY 7 1) 77X LT, R=10Mbps, L =200ms, T = 1000ms
DWEBASNZZRE LGS, FEHL— ME 2Mbps TH 57280, TOBE ILZAHIR ML
2w 7V EDBEEET20% &b, ZORDEIBRKREIDHEANLRE, 77 R
A DDoS WEOMAFIETIIMHT 2 2 TERW [§]. FRENRT X — X OHAREITEE
o 7a haltic ko TENZENER 3.

LDoS WEIX, "IV AKR—NE, v V=T, 7V 5= a YEOWTALILF
£ %78 baLolfsgEzRA L TETINS [§]. £ 2.11CFER LDoS HED G HHZ R
T ARFSETHD S LDoS KEIE Shrew WETH 5. Shrew WEANDOHELE X D FED %
728, DITIZ% LDoS OFiE £ 5.

Shrew : Shrew W# X, 2003 412 Kuzmanovic & Nightly[6] 12 & o T/RENmd
Y72 LDoS WEBTH 5. TCP OFEEX A 77+ (RTO:Retransmission Time Out)

% 2.1 LDoS BED 7 Ok [8] 258 1IZ/ER)

a5t
LDoS D5 Mgl 4 v — — o
Jaran A
Shrew FZ Y AR—ME TCP RTO
RoQ bS5y AK— ME TCP e
Full-buffer _ . RTO &
FZ Y RKR—E TCP _
Shrew T e il 1)
LoRDAS 7TV r—>avE HTTP KeepAlive

*REAFRw 7V 27id, 2y P2 HATRGIFRIEMENY V7D TH 5.
4



A Study on Automated LDDoS 2. fkL — + DoS WE D7 H

PR O E I RIPRAS AT 2 D FRIRIRE T H % & W0 5 MiggtE B I 3. TCP 71—
DINZB AR P A Y 7Y 7 LT, EBRLAEKBASVZAZREETSZ LT, Kirty
7V 7KDY R LB R iR 2 A XE T TCP 7u—%28i%3 5. "Shrew'HE L W\
SEHNE, NEVRDELIHBINTHD, HICEX-oTY VDI RKERFMBHLTLE
57 AV AXIT AITHRLTWS [6][7]. AR TIX LDoS BB DFILIC Shrew WEZH
W3, Shrew WEOWEFHOFMIIXETCiHAT 5.

RoQ (Reduction of Quality) : RoQ %%, 2004 FiC Guirguis & [14] IZ X o> TR
N7z, TCP @ Loss-based TEEHIH 7 L3V X2 %2 A3 % LDoS WETH 3. Loss-based
BB, STy P ROERS S Y T — 7 OEREZ RN L CEEY + > Ny
(cwnd: Congestion window) Zfilfl% 3 % Z & %157 . Loss-based #E#EHIFHITIX, 7 v
b e 2DIMEZ AT 5 £ TIMHEIC cwnd DRZFZIZHMEE, 7y PrAZBAT 5
L REMNC cwnd 2D EE S, TD K57 cwnd OHFilflNE, AIMD (Additive-Increase /
Multiplicative-Decrease) & FEIEAL2.

RoQ BWHEZ, WE ANV AL > T TCP 87 v M ZERXET, AIMD 12X % cwnd Difill
HY A 2N ZHE L THERTS 28T, cwnd DEBENICERD> 2N T, Y TCP AL —
Ty PRETZES. ZhZ, 1 %7y MERIE LRI THENEINT 2720, HELRK
BAVZADOKREZHD RTO ZRAEIERIFNIR SV Shrew B IR L T, /hE R
%. SCHR [156] TiE, ~OVRRRE T 135 UL EORE % RoQ, 5 BARMOKER Shrew 1257
HLTW3. L7z2-> T, RoQiF, WEMHRITE VD, A7V ZEDBIEFIZE W LDoS B
THH, QoS (Quality of Service) WERIND M7 7 4 v ZITHEMTH 5.

Full-buffer Shrew : Full-buffer Shrew (FB-Shrew) W®i%, TCP ® RTO & fiz#di{#
7Y XLD 2 OOl ER L7 Shrew HEDER TH 5. Shrew KEIX RTO @
ERICROBEASNVZAZEET S Z 21T L, FB-Shrew WETIX, \EEHRIE > L2V X
LZEoTewnd VR MLAY 7YY IAN—RDNY 7 7 &fiilc T REZETHMT 50
ERoTHL, ROKBNVAREET L., ZHUTEK o TOVLVARR T DIERI N 5729,
Shrew %% ¥ i L T FB-Shrew WRBICHELK B OV ZADOEERIE DR LR 5. L
L, FB-Shrew WEIZWL 20D TCP 7 v MR IEFIGABINS Z L 2FAELTVWS -
%, Shrew WE & it U THERIFIZE.

LoRDAS (Low-Rate DoS attack against Application Servers) : LoRDAS I3,
HTTP @ KeepAlive B L7 7V 7 — a P — 23 2L — b DoS KETH 3
[16]. ToRDAS OEMIE, 77V r—3 2 v ¥ —nOHP—U 2% 2—FRAXESZ LT,
Y —N (FIZZFTF) OUY —RZ2HWRETZ2THS. HTTP @ KeepAlive 13,
7747 MRS 570 —ERBER 2T 5. EHOHEEL STV SR,
TV r—aryd—n"DratR, FLEALY FiZ1o0axrda iZEHLETSH
N3, ZOrx, Y—N"OMHENEZBATBOV VA MNI—ET7 TV r—>a ¥ —n
DY —ERAF 2 —TFHEL, Y—ERXFa2—-HEF->TVWEEEZDY 7T X MIFEEIN

5
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A Study on Automated LDDoS 2. fkL — + DoS WE D7 H

Rate <L »

Time

2.1 Shrew W& —RIZEEE FIL

%. LoRDAS Tl&, ZoORMZFMHT 2. WBIC Lo TERINZ HTTP ax 2> a ¥
2A L7 NTHREMETFRILC, BAMCKHEED HTTP V 72X b 2EFELTH -1
AFa2—%kHEETLILT, EHOHTTP V7T XA OV —LREWHET S, Lid-T,
FROKEDIEWVIEY, KB NF 7 4 v 7OREL — MIEL 723 [17].

2.2 Shrew K%

Shrew W ®%, TCP @ RTO % Mig5t:ZHH L7z LDoS WD —>TH 2 [8]. RTO &

X, BWiz 2k, TCP HEEX A ~—DRAFRBEREZEK®KS 5. TCP iZ RTO BIAIZ
ﬁﬁbtﬂ7yh®m§#LOTpﬁmﬁm,é %87y PRSI N LA LR E T
%. RTO OFHfEIX RFC6298[18] 12k b, RONTHEINS.

RTO = maz{minRTO,SRTT + max(G,4 X RTTAVR)}
Z 2T minRTO ¥ RTO Df/MH, SRTT 3 FRILL7Z7 Y R Yy F X4 4 (RTT:
Round Trip Time), G E ARV =T 4 YIS RATARXHESINTWE 70y ZRE,

RTTAVR & RTT OFHRETH %, minRTO 13 REC6298[18] 12k D, 1 BICRET 2
e PHERINTVWS. ZLOHET (2.2.1) ROAHATIX

minRTO > SRTT + maz(G,4 X RTTAVR) (2.2.1)

DD AL [7] 728, RTO DHIHHEIX minRTO ICRESND LT 5.
6
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A Study on Automated LDDoS 2. fkL — + DoS WE D7 H

RTO; = minRTO (2.2.2)

TCP@FICBNWT, 2EY EEfE L THEU 7y bR A L7 T b LIEAE, Y%7y
FOSEER L EHICIBEEBTETXA L7 Y M 28I RTO Ofiz 2 53 oMmx£T
WL i [EEBETRA L7 LTy bD RTO OfE% RTO; ¥R & ZOMHEIZLITD
(2.2.3) R DFEEXINS. 72721, RTO OfHEIZ 60 LI ED EREZ RO X 5 12HIR X
T\ [18].

RTO; = 2RTO;_; (2.2.3)

Uy PORE L INEDEI LGS, (2.2.2) ik Y RTO & minRTO ICHFRE
XN, ZoO7AITYALFE Karn D 7T Y XL EMEER, 1ZLAY O TCP IcFEExH
TW3.

Shrew W# X, RTO; 25 minRTO \ZKHF L T—RICPE X N 5 Bz ez FIH L C,
K21 R ULEEBEOSNVA NI 7 4 v 2RI xw 7)Y 7 ICKET 52T, TCP
BEESGET 5. BARIIE, F1DD,OLRATTCP A7 v MHHEET 2 L, minRTO 12
BRI A7y PPFEREEINRS. 22T, 2EEMED OV RE minRTO OREE T
& (bbb, T=minRTO) $5ZrT, BEEINL TCP 7 v kL THEZ
#5. ZHTEoT, F4% TCP 7u—D 2)b—7 v MEIIEFIE 0D, 1FIFXRICR 3
[12]. 22T, LDoS ODXE L 2%, NV ZADL—+ R, FikillE L, MR T cE7AL
EhazezBoHLTELY (K2.0). Rbrxy 2 ) 7 OEEIEE Ny 7 794 X%
zhzh C ¥ BrBLy, Shrew BT, WEERNSEE-0121E, RBPCUUE, L
7B BB B0 REXE2FEN TCP 7u—0 RTT ML, T 2341 TCP %13
FHOUM RTO LU LORMFETH 2 Z e S ETH 3 [8][12]. T HEE X7z Shrew HEIZIE
AL Yy M h 3 [8]. JEFIHAEL O Shrew WX, WERENMTED XA 2 > 27T RTO 2
STEHTE, T ODEDFEIIC K o THEMREZFAETEZ 2720138 A YD Shrew HEIIIE
AR TH 3 [8]. —/7T, T Zf&H TCP ® RTO I2& b+ T, RTO, 2RTO, 4RTO, ---
D& SIS 2R E FIAA » FER. ZAURHARN R MBIV TH 25, v hT—2r%
TRA—RDEIZ X ->T, —H® TCP % v + RTO %[ L72 D, RTO OZ1{b% [EfE
WCTRIL T AUE, WEBSHRZE SNV WS B SHENRFTRIER ICHETH 2
[8]. L7ehioT, AWZETIE, JEAMIRID Shrew KB ZHW5.

2.3 {EL—bF DDoS %

LDDoS W%i%, FHIL 72888 D LDoS WE» LM X 5. LDoS O#EE m 35
&, % LDoS D LA L — MI R/m TRIINEZRSRW. K 221IRT L5112, BHEOD
7
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A Study on Automated LDDoS 2. fkL — + DoS WE D7 H

—ilie—
1 N\
R/m
| L L
EF—T—éé . _
—ilie—
T
R/m R
| l >
T
—ili— e T
T
R/m
| !
T —i /

X 2.2 LDDoS WEE7N. mEOKEIv—I2X 590X L — b R DEN

LDoS /L ZAEIMRDER Ly 271 > 7 CTIEREICEHN LT, ROV AL— N THET S
TYMNTES. WB)—F mBTOREBALZAEZR LRy 7Y V7 THUNCENTE
BE, BN 7749 7D VAL — NI RERE., WEANZAEDETZZ2ICX
D, & DKENVZDFEBAREN S DI R 570, MALPRHEICK 2. KFFXTIE
DI, HBOWE ) — K25 FTE N5 Shrew W% LDDoS B#E ¥ FEX.
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£ 35 FEEMARE

AETX, BEOMEDOV S —FF v v F%RL, MEHELEE S 272012, BEFE
PEr 5. BEZE, BE, B, WBEFL, FEUHED 4050 7TV ICHEE
na.

3.1 LDoS/LDDoS KZDi&4l

LDoS B #lfi K12 LDDoS WE DAL, ARFFRDEFICE W T b DTG FE IR 6T
H5.

SCHR [19] 1I2BWT, ARZ MASHd 61585405 LDDoS WED /LA D T — AT b
WD 0Hz~50Hz ORE PR THWREZ R T Z EBHL IS TR, 24D
BETFIRFE C R BGEIR O 7 7 1 —F % FIf L 7z LDDoS WEDOBHD A LN T WS, STk
[20] T, Ny ZKR=rr—XEOBHREBE 7 Ta—F P REREI N, COFETE, 5
HLD, Ny ZKR=VFy hT—7OHBEIRTLANERNIKENT 7 4 v 7 DFEHAR
JWNETYTL—r e LTEHBL, 7V L= AR ML EVTARA LT T 40T
DARY MDD S LDDoS WEE M T 5. SR [21] T, B4 RBES F VU FITBW
T, ARZ FMENTIZ X % LDDoS WEOM MR 23 Hli L7z, HliORR, KB L
2EE 7 v X LML L5E, HENRBR NI 74 v 07 —X 00BN T 7 4 v 7 2T
32 XNEETH B L iEROT 2. ST [22] T, 74 v ¥ v —D g MaMRE L > — 7 LR
ERFH L7z LDoS WEBEOMHFIEEIRRE L. ZOMBERTIE, A —EDORE LRI
E7 4 v ¥ Y —0D g MEHREN RIFRFERZRLTE D, BROENZ S OBE LRI
V=T ARED RIF R ZR Uz, COFHEOR AL, HBOWEENTRZEL ENL
WEBANAZHHATESLZETHS. XM (23] T, A=AV —FYRAT7 74 VXY D
Smith-Waterman 713V X 2 Z2H L TIEH % TCP r 7 7 4 v 7 dFizkEfnz LDDoS
WY 57 4 v 22T 2 FEMRESINZ. ZOFETE, HorUDHEININE
NRIAXA=RT, L, RPN —r v A2MET L. B> —7 > 100ms Z &2 >
TV T LI 7749 7D =R (T 74 v 7L —M2EE LTHERS LB
LT, BETHRE I NZBEZ T —HT 2 LB NS, ZOFIROEMIEE,
Ny 7759 T 7 4 v 7 IZREMENLEARE LDoS D SVAY =0 Y A% BT 5 2
EWAEERZETH 5.

3.2 LDDoS KZE D51

AT, IRBEIEONETFEZHETT 272912, LDDoS WO 3 2 BEEZE
TELDHB.



A Study on Automated LDDoS 3. BT

3.2.1 RTODS>A LIt

Shrew WEZA[HEIC L TW A E K D—21%, TCP ® RTO DED minRT O IZHKAF L TW
272 TH3. Lizho>T, LDDoS W& 5 TCP 25 27-00&d > v TR TIE
& RTO Offix 7 v Xt 5222 ThH5. HK[7] TIE, minRTO Ofi% 158 158
DT VRT3 EIEIIRE XN, ZOFIEICE->T, TCP A7y b EHEET 2
%% T3 2 2 e 8L <& D, LDDoS DD 5447z TCP 8% v b 2SIEH ICHEE
TEL L5125, —EDENMEIIFTES. Lo L, LDDoS WEZZIF TV
WD TCP OMRERER T T2 Z 2 IMA, ARV =T 4 VI RAT LD — 2 NMIFEET
23R MBEND, EEEMEO ERFHIATHS [8].

3.2.2 Active Queue Management(AQM)

AQM i34y VY — 27 DIREBEZBRIRT 272DV —ZDF 2 — (Ny 7 7) KEEXI
Ry bW ENBENS, Ty VEHERTLEX a4 ARV IEIET. AQM D
HFTRD — R 713 ) X 410% RED(Random Early Detection)[24] T# %. RED i3,
Fa—ROBELLBMEZER 2, FANCHRE LHEITESNT Ty N 2FHEET 5.
SCHER [7] 1T kAU, Shrew BEIZ RED I L THmWHEMRZGE SN2 Z L 2HH LI
2oTW5., —J5T, 3K [25] Tl&, RED IZxf L T Shrew K% % 3l L 7255580, REHHR
PMETL, Rifi TCP ZAL—7v bRELAZMEEIBFONTVS. 2D &5 RiEROH
BRI, WHEHIER ANy 773 A4 XREDR Y 8T =785 X =% RED D37 X — XEED
MEBLTWIENEZLN5.

SCHR [26] TlE, Shrew HETIZBWTH EW TCP AL— 7y & HfiFRFT % % Robust
RED(RRED) &IHZN% 7A=Y X AAERE N, RRED &, #%® RED i< Shrew #
M7V XL EFEE LT VTV ALTHS. BHAITFIEICL 5T LDoS WEIZ X 287 v
FEMHILT 7 402 ) 7 L%, RED ZHEH T2 Z & THERIZBWLWTH EWVRAIL—
Ty NERHEEET A ZEDARETH L. 2L, VAT NG E ($RDE, LDDoS
WE) WEHIET B T LT E RN,

3.2.3 AHREILRYIVYINY T 791 XD

Shrew WEIZ X > T, TCP 2 XA L7V T 57DI12E, Rty 2V Y IaEEC
CRIALZY IV IRy T 7 BEREASLAZEZ ATy Mo THizzTZ 8T, IEH
RTCP X7 v bW BIRLYFXa—3N20% 70y 73308 BHZ. ZOZehd, B
DEZHERT Z L DPWEBOBANC DR Z Z e BEFFEINT WS, Sk [27] T, R
HETNEACTL—XOF 2 —BfEEMNT L7z, B OEPKEWVIZY, HERKE LR
DE—Z7L—k RPEML, B OEI/NIWIEY Shrew WEIZ X > TEWIRIHE LN S
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ZrEIIal—yaryTHEIELL. XMk [12] TIX, Shrew KESHAX W55 12 —RFY
12 B DIEZ IS 2 IS IER SN I a2 — a VI K BAHliORE, BRI
Ny 77 OHEMEZE 3 fFISHEMNT 22212k >TH40% @ TCP MEERRETH 2 Z 2
IRE Nz, T OIS &1 2 7 0121E, BUEE TG E 2 KRN X € 2 N EL D 5
23, ZAUINERD DDoS BAEHREE I LT B % X D METHCS 2 Z 2 ichk 3.

3.3 WEBETIL

Shrew BE& D £ 7 /L1 2003 412 Kuzmanovic ¥ Knightly[6] 12 & o TRE N7z, 2014
), Luo & [12] 1%, v b —28RE GBIE, Khrtxy 7V Y I7HiBIERY) OFELE
& L7z Shrew WEOHBEET N ERRE LTz, K [6) TREI N KEMROET LA,
TCP OEEY 1+ > FYDIRZBOAERINTWARWED, REETH L I 2EHL T
W3, Luo & [I2] DET ML o T, WEBOWINIUHERZRBIE AT X —XORMEDET IV
K, HARMRDOETFAAITREI NI, 2020 4, Kieu & [28] 1F, Luo & [12] DBELHD
ETFNVKOMHEMERESIRALE LTREVWZ 2L, XD IEELRKENROET LAz
RLT.

Full-buffer Shrew WE®DE7/11%, 2006 FI2 Guirguis & [29] IZ X > THL 2 o 7.
2016 £, Yue 51, Guirguis 5® FB-Shrew €7 /LIZBIT 240 TCP 7 2 —® cwnd D
ZPPRE 70— OBA TR L TWIDICAEMTH S Z e 2L, cwnd OB
ETVERFMBEIL, ZAUTHE LT X =X 2B LT [30]. MEEDRER, Yue DR
RL72ETMZ Guirguis HBRBELZETF L LD B EVWKESE S, 2019 4, Yue 5
1%, Guirguis 5 ® FB-Shrew €7 /L TIX RTT 2 EE XN TWB 728, IEMEIZ FB-Shrew &
BEFHETETWIRWZ 26 L, 83 % RTT ISH)G L 7z FB-Shrew OfE& N —Z b
BTNV LL [31].

3.4 HRENRFZEE LT LDDoS WEBDEITHE -

AHIEE, BIEMNEREZE L7z LDDoS WEOFEAMItIC T HENE. AZTIT VD
eI DI & L U TR D 72 WS EIC BT % LDDoS WE D F RV D0 D
R TRENTVS.

2015 4F, Massimo & Massimiliano[32] I%, Slowly-Increasing-Polymorphic DDoS Attack
Strategy(SIPDAS) 2% L 7z. SIPDAS o HiWZX, HIEL T2 HBHMEM G SN S % T,
WEIB Z L B HEZ 1 AT OMMEI L5 2 e THBICKIWHEH L NBaX DL
RemALT2ZeTH%. SIPDASIE, 75V P77V r—avoitAERzMBSH
% 72912 Deeply-Nested XML WEZHWTE D, BMAIZER T 572012 TE 5721 RV
MzHTTOo< b e NBREZEMSES.

11
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v N7 =7 DRIERY v XICED, BE I VMEN T LDDoS WE® 5 7 4 v 7 % 1FHE
WENT 2 Z 3LV, ZoREEER IBRF DRI T 2 AREME Y LT, SCHR [33] T, *v
Y= VBIEIZ X B WEBE L T T 4 v VEKBREOTBLI A SN, ZOFETIEIRRS
Iy NI —TBIED ) — Fh LB NT 7 4 v 7 EEEL, ENTRAELENEELHE
M7 L) X% FA L CHENZREN 22 XS IKEBRLAD 7 4 — F ANy 228K
8B —FIATS. 2L, ERICHBEIBIEL T 7 1 v VREROBEN R Y b7 -2,
74 —FANY 7 TRy b — FORBBLEL & BHIR2EH 3.

2020 4, Park & [34] 1%, HENR v b7 —ZFEEAZFi#E L L7z Very Short Intermittent
DDoS %% (VSI-DDoS) OHEZNEDFHEi%Z1To72. VSI-DDoS &, I VHHA THE
TI Ay I —ANZEFTZIEEFHRE LTOWARETH Y, HECBIT 263 %E
Kl TV B HITHD D - 7z, MAEDFER, VSI-DDoS 134 90ms /M X R FEMHD T hh
FEE L7720 T 85.7% DR Kb, AIMESMET T2 Z L 2L 7.

3.5 UHY—FFxvyv7

VH—FF vy T, oI EED RO D 2 REHOWIILHEEZTEYS. AFIT
(¥, LDoS WBOMEICHT 2V —FF v v TR 3.

3.5.1 {RICHIT3 LDDoS WEDEE

LDDoS BB DI FEIZ BT 3 BEREIZICOWTHE L TWw 3 BEMEIZ DR w. 2o
THRIC, P IV RAR—FEEENE L7z LDDoS W&, 77V r— a VEIEND
LoRDAS t [tk 3 2 & HEMICH 285 05 <, EHDOHBRD T 2 TITmat
TRV, FESO—fkiY7 DDoS W #iX, LDDoS BB ITH—E R [35] 12Xk - THH)
ftXTH—L R LTIRESA TV EERLHS. L > T, LDDoS KED HELIC
X242 =2y "AOWEIEERTINZEE RS FVATHS. 22T, KFETI,
Shrew BB D FiE%2FIMH L7z LDDoS KB DB 2 it 5.

LDDoS W% o HEifkix, —fk17% DDoS W5 & M IR DFE & 2Bt LT EAT
TNz rEZ560%. LDDoS KEDHEMLIZKD SN2 Kb BEELEMIL, I LT
EMTEY, KIFRVEYIRBEORE NI 74 v I RERTE22THS. LihoT,
Shrew WE D HENMLIZIZ, T L ICHBALZADY—2 1L — M R%Z, RhLxw 7 VYr2
HRIE C DLE MY 72 EICE T 20 52H 5. L L, Shrew HEIZIK, KIZHHT 285
BRWRFHEDTEET 2720, HEMLOBIMEEHS 2 Tldkw.
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3.5.2 NILZAL—FDREICET ZBENAFIIR

BEEWIZECLE, WREIHBNRIE R T X — R EPETE % 2 W5 BRIV R EE
T35 IHEFWEZ L, BIEORESF ) A IBNT, WEEHNEN TCP 7 a—0ff
BEORMLAY Z Y 7 HBIEE DO UDHI>TVE Z LR R>TWS. LoL,
REOREY F 1) FI2BVT, WEEDPEIENR LAY 7V Y 7 DRI X =R EREL
TV LR LRW. 22T, AFFETIE, LDDoS KB BEI{bDEH M & B Rt % iR
T30, Rhrxw 2 )y Z7OWBIRE Ny 7 7 34 XHBRHOLE BT 5, KE#
EoHEmE{LD7-0HD LDDoS BN (LT, RRMEE) [2OWTHRES 5.

3.6 WHFEHRE
FROVF—FF v v T LARMHIETIE, UTFOMKERELLET 3.

L RREEZET L, Bt EHL2ICTE L.
2. IRBMME D FATAIRELBIFE DB F V) & LB D R EF 2 5am T 2 2 L.
3. TR U AR RPER 2@ 2 Z L.
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F4E REHER

ARETIE, FEIRHDOR MLty 7Y > 2712083 % LDDoS BE o HE){LEIE IR 3 2
FEMEDES 5. 4.1 8T, FELPRHMOR MLy Z71) 2123 LT, LDDoS KE%H
LT 27-DDRHE BRI L, KBS F VA EETMET . 4.2 fHiTlk, IREEIED
FIITOWTHMICEHAT 5.

4.1 HEPKRHORBILR Y I ) DI 3REBEBHRBEILDI-
@ LDDoS K EERR

4 YR —Fvy b ECHBEDPTEEDOR MV Ry 7V ¥ 7 %N LT LDDoS &8 % FfT
TE5GE, LAV —F RERM R Z) Y Z7HBIEC U EDOL — MIZERET 2 HEN
HHZrHE2ETHHLE., ZHETD LDDoS KEDOWZE [6][7][8][12] TIX, KEHIZK
ML 270 Y I7HEBIEC P52 0NTWEZEDHEHRE B> TWVWE. 2D XS RHEIHED D
YT, SILAL—F REBBICRET 2L BA[RETH 20, HEOKES F VY AT,
WBFIZ CBEZONTORVWATREES TIcE A 6N 5. ZO%E, WREI R O
MPRBED VAL — b ERET L ZLIER#ETHD, LA L—F RAESICRES L
756, ROMETHBICKKT 20 HEEDH 5.

WEDOKEB1: R LFky 7Y 2 ZHEBIRICH L TREBASLZDNE L, T B8R
EIER T E R0,

WEOKEB 2 : R MLty ZHIBIBICHN L TREALZEBFNIGEEL, XET7o—F
¥R 7 Z v R DDoS QBB ITELEL — MED K 22 TAT AN RN, BFEOKRA
FETHRAINATLES.

L7235 T, RIFFETE, FEDSRHOR Ly 710 > 22443 % LDDoS WD H M
ZAHliS 572002, DUT ORGSR L B, BRUOWEY >V 4 27 LR RHRIE 2 Mt
T 5.

4.1.1 BHRZHCEH

BRI TIE, Ry 70 7 ORME GEBIRE Ny 7 794 X) DBBEEICEZH
RV iR 35, ZOHHRZHEYE, TXCRZMBOBA»bF Wz, H
MR EBEHRE (WEBALVADE—-7L—FR) 2HAICIETA2Z DN TERVI LR E
3 5. IREEIKICIE, LoD D & THRN AL LDDoS %73 572012, U TITR
TEEIRD NS,

B 189D TCP 7u—0 A )L—7vy b HWED FIE T X8 2 72D B R LR
L—F REHETRETES Z L.
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A Study on Automated LDDoS 4. FEZRHEIE

EM 2. G5L— b DDoS HEDOHA Z LT 272012, HE 7o —DFL — 23K ML
I 7)o bED2EERARZRD /NS T L.

4.1.2 RREEROBE

TRRHIRIX, BF 1 2ZERT 2720 D LR L — b OFRIEIIFEHE » Bt 2 23T 3
7DD AT N ZMBERERER D, 2 DDOMEREDHIE 2 LI IR T

1. /NILZA L — b OIFRAVEINEEE © 12 X 2 B LR OHlfllE X 4.1 1R 7. 12
RERIZZ, R TCP AHMKEHE (RL—Tv +) RiECRB3EFTHILAL—F R%
ERFERICHEIN S 5. HEYREBERHR L 1Z, REEWC X > TR S50 TCP 7n—D X
N—Tv bOHWEERET. R OUIAEE, Kbty 7V ¥ 7H@8iE C 2L THaic/h
SWIHAKEE L — b ARDHREINS. Z0%, —EOHBEIHEEW W IXT of58)
CICHBIZEIILTWE D (TbH, B TCP DRV —Ty M BBEMRKIHTDH % 00)
ZHET 5. HKBMRZZEN L HE, MU, BED R OfET LDDoS KB Z#ilT 5.
HEBERZZR L TORWEE, R OfE%Z AR 728 L T LDDoS W8 2#il) 5.

BEERTH) ? gy > | FRlSEHEE
> No ProbeBW
IRERKTH ?

>
>

FILAMY
B 5t 1
(optional)

o

|

1

1

1

1

1

1

|

1

\4

P

(o]

1
>
~

1

1

1

1

1

Pulse Rate [R]

BB LR Time
W=T-a(@>1)

4.1 SULRA L — b ORI

2. ATILAMEBIEMEE 1 LA L — b OERIVIEIEREC X - THIRRM R % ER L
&, SNLAL—F RVBRIALFY 7V Y I7HIBIEC 2@ 20802 H 2. ZAT71L2
MR, HARERMBOERBKIC, KLk v 27 ) Y27 C 2HEEL, R Z2H#EX
N C ETRTT 2. FTZ, WEEPTERTENETLEENMELT 2 e TES. A
T, ATAVARERR AR Y 270 2 ZBIEICNT 2K 77 4 v 7 OPGHERAREE
F55. ATNVAMUED 50% & TEI25E, WEMEL— M TH2HMT 5.
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4.1.3 WEIFVADETILE

AN AR THEHT 255 2RT.

LR OEM R T IO ERES F VAN 4.2 1TRT. ENTCP EE/ —F
Senderiarger (&, TR TCP %215/ — F Receiverygrger 22HD YV 7 T A MR LT, N2
#5XD TCP 7 B — drarget ZIXET 5.

WEHL, Bl — F Receiveropserve & Receiverigrger D3 HEME S LTV S LAN I2HE
I 5. Receiveropserve DIXENL, WEMROBH L, WEASANVZOZELHHUTDH 5.
Receiveropserve (& Receiverigrger £ RMRIZ, TEHRDYV 7 TR MTX o T, Senderigrger 2
ANV ZHEDBIE TCP 7 8 — Gopserve ZZIET 2. dobserve 1, 7SVAL— T D
KN ICBWT, HWOREBEHRZERLL Tw 2202 T 27D ICHHT 5.
Gobserve &, IEFHDV VT A MZ Ko THEETAEER NI 74 v 7 THID, WEE
T74 v ZICEENRN. I, m BOKRE ) — ¥ Attackery....,, D55, 777147
7% c(Ve € [1.m]) BORE 7 — ¥ Attacker;....l%, Receiver gpserve XX LT LDDoS K% 7
O— Py = (¢a, - ¢a,) BEETZILT, AILRMAY IV I E2HET D drarger D
FIIAN =T 9 b Siarger ZIRTEE 2. 7277 4 THE ) — N c DHIENT DWW TIERE
TalHT 5.

Bottleneck link buffer

(btarget .
Sender . " Recelvermrgel
target ---ee--.
¢observe Trenes > ™
Artacker, -
Al il TR
- T~ ;
Attacker ----- 4 = Recelverobserve
. ¢ (b (I)A e (¢A1 ) 5 (bA )
. Ac
Attacker

4.2 WEIF VL

4.2 REHERORRZ

REMIETIE, A3 ITRT 74— PNy ZHIENC X o T, KEBEE 2 RELT 5.
WEHH ) — F Master W BE2EZHE T 21&E 28>, Master 13 HIFYB R
throughputgpjective @ AJTE L TRITED, 7 4 — FNy 7 ZNBIH TCP 7 80— dopserve
DAN—=T9 bDYF Y TNEO = (V- 0) ZDEIZ, 7774 TRE) —Flc ZRET
5. TZT, 94 1d, Popserve DIBEBIAERD t — 1 BH 5 ¢t B ETOMIC Receiveropserve T
FHIL7ZZV =Ty b TH B CEHARED. 1EIO7 4 — KNy ZEIfFIco %, BHIZEE W
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K41 KW THHET LS

4. HRRHINE

Cins EFR

C R MLy 70 2 7 AEEE

B ARV TV TNy T 7D AR

R WEBAVZDEFTE—27 1L — b

L BIE > OL A DX

T BIE L 2 DR

m W) — F O

c WSS 2727 4 7K — ¥ &

o erementC LEDZ 4 — Ry ZHIHZ 2 WZRHRE N2
7T 4 7RE ) — FROHENE

AR BREASNZADE -7 L —}

Senderiarget ) TCP 7u—0XE/ —F

Receiverigrget B TCP 7u —0DZ {2/ — K

Receiverpserve KR ) — F

Attacker; WE)—Fq

Gtarget =R TCP 7o —

Otarget B TCP 7a—D ¥RV —F v b

Gobserve B TCP 7a—

dobserve B TCP 7u— PR L—F v b

ba, W) — N i PERETI2HE T o —

O, ba, B P DEIRT T —

W KA SR O B 70

throughputopjective  EFIBEERHR

0= (01, --,0,)  tOECBIS LB LD opserve D> FAES
incrementC OFREIHEH IS

Omax BRI ¢ R 725 S B > 770 v ZHA
t ETIIBITZ 0 DEAMHE
incrementC OFFREICHH IS

Omin BRI ¢ BRI L 7252020 S B O > 7)) v Z il
t £TIZBIT 2 0 OR/IME

Duverase incrementC OFHEICEHEI N S

i TCP 7u— D2 L—F v k
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BORZZT 0 25132 (WIZERE. FIZE, W=3DtZ 1HHD7 4 —FNv
ST, 0= (01, ,03), 2EEDT 4 — KNy 2T, 0= (01,03, ,0g) #1353,
ZLTC, 7727472 cBDERE ) — N, <AR,L,T > D7 X —RXTHE L%
REL, RhLio 2 ) YV CARINAKE L ZADAT X —K & < R=AR-¢,L,T >
7B, I 1DOD7 4 — RNy Il Rpyps 1&, BREMROERBRICR LAy 7Y ¥
VIR C 2 HET 2 7-DIFHENS. Master 3 ZDEEZFHAL T, REDZ T2
ZIRTEE 3.

B L—Ty b
throughput e jective

5 WESE/ — F B/ —F HTcP7 A —

- Master TUOF47 Attacker...c EEREL — b Pobserve

B/ — P& R BRATCPRL—Ty b
c 0= (91,,9)

4.3 1REHIED 7 4 — NN 2 il

Algorithm1 ~ Algorithm3 {2, LFD 7 4 — KNy Vil e Master I2FFE L7z X DFF
M FIEZ RS, BIE Control Attack 1%, Master 12X > CTEHEIRE W B 12EDiRL
FITENT 4 — PNy JHlHIZERT 2. WHONELENT 2L, FRE ) — FHIEET
%OV ANRT R =22 HHE (4.2.1 THTHH) Lk, KB OVRXREBICHIEOBENR
DOHEEME (4.2.2 THTHH) bz, 7774 7HWE ) — F B c DEINE incrementC %
PE (4.2.3 THTHH) L, SendAttackPulse %#3FEATL T W #E LDDoS W8 % FE(T5 %
M5 % Attackery... \OEET 5. X512, WBDAF A AN EHERFT 272012, HIYKES)
ROZEBRBEICKR ISy 7Y 72 HEEL, ZORESETARROKE VA RDKES
N ARREE D (4.2.4 THTHHA).

4.2.1 IHENILZADINS A—HLETE

77T 4 TRERE ) — § Attackery... X, T X=X < AR,L,T > TERINLKE
NNVAZIRET 5. BERMIETIE, @M ZERT 272012, L, T REEDEZHREL,
ARDH, RN w 7V 27 OWBIRIE CEEERT 5. OV T X, 2% TCP
KI5/ — F Senderigrger DV RTO TH 2 minRT Oarger A LDIEZFRE S 2 ED D
%. RFC6298[18] Tl&, minRTO % 1 MICHRET 5 Z eI TWad, T2 1M
WKRGET 2. »OVRIRLIE, XA L7 7 MeREIEZ201Z, 19 TCP 7u—0 RTT
DEDOEXT, 20 T IZHLTHFNI/NI L RFUIR SRV [12]. 2078, RFFLTIE,
Drarget R, Popserve D RTT 25 300ms LFTH 2 L WS HIRZ B E, L % 300ms IZ[EE
T3 BHRE) —FHPEETZ 0L AL —F ARIZ, R MLty ZHERIE C 2B W E
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WRETH2REDRH 5. I T, EREKRIETIIHE L ZADIEGE (B Control Attack) #i
DEE LT AN—T"y FDFEEE AR WZHRET 5. BAEIZIE, Algorithmi @ 2 {THIZ
BUWT, Receiveropserve H7 4 — KXo 73720 @, HL W DR LV—Ty b4
TN (G—wat,O) 2B, ZREDOVIHE Sppserve ZRAMT 2. TDDIT, WEZHM
T EARHID D Popserve DIBEZFAMEL, EEEY 1+ ¥ NVELND ZRELE LRIC, K
BoOVADEGE (B Control Attack DFEAT) ZHEST 2 BB D 5. dopserve (38T C LL
T2 57d, CZEBRIN AR DPRESIN, KRICHBZHKBTE 5.

4.2.2 KNEFRDHTE

R TCP 70 —D A —TFy bR EHEBIIT 2 Z 213 TERWD, RRHIETIE, BT
DEF VAL —F RICK->THNOREMREZER L TWE0E I 0 EYs 2572912,
B TCP 78— ¢opserve ZHWVT, BHEINCHENREME TS, K42 XD, drarget &
Gobserve (&, MR MLy 7V 7 2ET2RMB70—TH 570, TCP FMEDOET
LR [B6] IS XD Sparget = Sobserve RN LD, TOFREEFIF LT, Jopserve 2D Srarget
NOWENREBENCHEE TS, 21—y bOEIZEICAIETH 3720, IRERT 2Tk
T, BE W BHED dopserve DY Y TMEDTFIETH 3 Sopserve ZaltBL, ZOHEDH
ERENRUTTHIUL, HERENRERSI N ART.

4.2.3 TUOTA4THE/)—F¥ cDRE

74 =Ky 7 Z¥iZ, Algorithml DMK 2a KX, Algorithm? OF5HK 3 27z L
TW3IGAE, HiED 7 4 — PNy ZRHGEE L KBSV ZAD L — + R TR ENOKEH)R
RERCTERVEHWIL, 72774 TRE ) — ¥ c 2RINT 2WHEFETT 2. 7774
TRE ) — N c DHEMMEX, Algorithm?2 @ 3 17H DB computelncrementC 12 & - T
FHEENS. ZoOBBUX, TCP 2Lv—7y FEKICHHIL T, W& — FOEMNE L IRE
5. FREINLEIZ, LToRERMICHtENKX (420)1cksT, KB/ —F1HD
72D @ TCP #HEEIZHHI L THE ) — F2HEINT 5.

(4.2.1)

0 — throughputopieccti
incrementC = ]round( average gnp ObJ€th€> |

Omaz—Omin . AR .c

O,verage

ZZT, Omas 1, REIC c ZHEIL R0 S REDH > 7Y ¥ ZKZI t $TICBIT 2 0 O
BKAE, Omin 1, Onae EFRIFPNICBT 2 0 DE/ME, Ouverage (&, Rt —W + 10256 ¢t
ETD 0 DA (Gopserve EFBR) TH2.

BH U incrementC 1B c ICIMZ 2 DTld7 K, BFtRE ) — FEUE BB & 70
TNz % (G5 4a, ba, 5b). & 4bid, ¢ 2T 2RE2TH 2 L MK 2a & F&MF
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A 3 W ko THMr N3, incrementC DEN 01272 > TLE o7 1 ERITFETS
NZHBUETH S, 207 —RFEIL, HHBMROZRE T c DOTHITED RV
&, IROBR (4.2.1) D round NOIED 7T F23 0 1ITEWEEZEEL TWV5.

4.2.4 FILZEDEBILFIE

ATV ZESEHIENE, B ORERR 22N X N 72T Receivergpserve & & 2 TRAF
ENFREASNLZDRAKL— F2FEHLT, Rhliy 2 ) Y7 0EBIBOHEETD S
BWprobe ZRD, G VAL — b+ RZZHTHFELUMECED ¥ 5. WBEIT, BUEEHG
AN A T VA EEEHIHZ G T 2 0EIRTE 2. AL LR» o BE, AT VAME
FeilfENE FAT S AR,

A TV A B HIE OFEM%Z Algorithm3 1I2/R3. #WIDHIZ, BAE getRmazr 12X D,
Receivergpserve 73, 100 2 VBB TEIHI L @4, DAV =Ty b DHBAME Rypes &
W32, FlziE, R=10Mbps, L = 300ms,T = 1000ms D L A% 100 IV MHREFET
ML 7255, BRARMICIE [10,10,10,0,- - ,0] (Mbps) ® & 5 AERIEOND. Rypas &
COFHMEDOH DR AME L 725720, ZOHITIE, Ry & 10Mbps TH 3. 727°L, K
BL R TCP AHAaLTED, fhwz/7u/7®mﬁﬂ%$#1m%®hﬁfm
HE TCPICEK > THEBART y bO—EBR LAY 7V I Ny 77 THRELTLES
723, Receiveropserve Calll X N2 Ryee 1, EBRICEELZR EDBETTS. Hlz
X, FHAMEDY [8,9,9,0,- - ,0] (Mbps) DHE, Rpmar 23 9Mbps £RoTLES. £ T,
B CeilTopl 1I8& D, Rypae O LM—HOBERZYID LIFTRD B ZITE-T, C DfE
ZHEE T 5 (Algorithm3, 417H). bfi—to#e ik, EAZMBEZED BT, ki
ZMUTZUDEECRETHS. Rty 20 Y7 DFBIRBOHEEMETD 2 BWprobe 13,
Algorithm3 @ 6 ITHA 5 10 THIZEWT, IRESNS. BWprope 1, HIES NI Rypgs D
BT H 5 ApproximateRpar 73, Rmar & D DEPICKZWEGEE R, B D581
ApprovimateR,q, DRXESINS. HEEEFELTWVWAEY—2L—F RM, ZZTHLIL
RIARy 27 7 OHEEFTIBIE BWyrope & D DREWVEE, ROPETELLHML, AR
(2 BWyrope ZIAEDHEE 7 — N c THIo 728 UNBEARTEETID B 23ET 25 (G
7).
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Algorithm 1 Core Algorithm of Master Node

Require: AR >IRE ) —F1HEDZDDLAL— b+ (Kbps)
Require: L < 300 >WEE ) — R 1HBDHH D OLRAE (ms)
Require: T < 1000 > W) — R 1HEDHZY DO VR (ms)
Require: W < Wi,itial > BRI A NE
Require: ¢ < 0 > 77T 4 THE) — N
Require: m < Minitial > WE ) — KD
Require: prev_dgpserve < 00 > HIEID 7 4 — RN 2128 5 dopserve
Require: throughputopjcctive <= throughputoyjective; nitial > BB R
Require: initDeltaR < false > AR WIEtZ 5 7
Require: ajust < false >cDIET 7

Require: loweredRToBW <« false > >VAL— b R %R MLt v 7 HIEIEDHEEM %
TRTEELrERT 755
Require: prioStealthy < true or false > AT VAMEEERIEO A > A 7
1: function Control Attack

2: dobserve <= compute Latest AverageObserveT'p()

3: noMorelncrease = loweredRToBW and prioStealthy

4: if ! (initDeltaR) then > S 1
5: AR <= dobserve

6: initDeltaR < true

7 c<=1

8: end if

9: if dopserve > throughputopjective and ! (noMorelncrease) then > S 2a
10: Increment Active Attacker Num)() > Algorithm?2 % AT
11: else if noMorelncrease then > et 2b
12: print > 2 7V ZMHEEEHIENC X o TERE SNV RA L — b ZH#EFRFT 57
13: else > SfFE 2¢
14: print ' BEERLD) ¢ HIVBCEESR 2R

15: if prioStealthy then > &KX 6
16: Lower PulseRateT oProbed BW () > Algorithm3 % 4T
17: end if

18: end if

19:  prev_dobserve < Oobserve

20: SendAttackPulse(AR, L, T, c, W)

21: end function
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Algorithm 2 7277 1+ 7E ) — N ¢ OEHUHE
1: function IncrementActiveAttacker Num

2 if Oopserve > Prev_dopserve then > 53
3 incrementC < computelncrementC(AR, ¢, throughput gpjective)
4 if incrementC > 0 then > ZefF3K 4a
5 if (¢ + incrementC) < m then > 53K ba
6: ¢ < ¢+ incrementC
7 else if ¢! = m then > St 5b
8 c<=m
9 end if
10: else if ¢ < m and ! (ajust) then > &t 4b
11: c<=c+1
12: ajust < true
13: end if
14: end if

15: end function

Algorithm 3 R 7V 2 MESEHH

1: function LowerPulseRateT oProbed BW
2: Revyrrent = AR - ¢

3 Rynax < getRmaz()

4 Approximate R, q. < CeilTopl(Rpmaz)

5: BWprobe <=0

6 if Ryae + 0.1 % ApproximateR, 0 < ApproximateR,,., then
7 BWprobe <= Rmax

8 else

9

BWprope <= ApprozimateR oz

10: end if

11: if Reyrrent > BWprope then > & T
12: AR <= ceil (BWprope /)

13: loweredRToBW <= true

14: end if

15: end function

22

Master’s thesis, Future University Hakodate



B5EF FHMERBRCEER

AETE, BB, BEE7m— FAY FEFREZEELA LAy 70 X 20 LT
IEHICHAES 2 2 L Z2MEEL, WEEMEREZ AN S 2.

5.1 FHMERBROAR
5.1.1 EERIRIB

FEERIIHER AN PRy b =27 Y2 —& ns 337 EHVWEY I 2L —Ya VR
BTIT5. RblikyIab—yaYicuniry by =7 MRy L BEET 2 Mz R
§. Senderigrger @ minRTO 1%, #EREMED 18 [I8] ITHRE L7z, Senderiarger DEET
% TCP %7 v s D% A Xi& 590Byte TH 5. TCP EEEHIH 7 L2V X 41& NewReno %
ffHS%. 3XTD/ — Fid DropTail AN T Ny 7 7 IZEE SN0 v P 2T 5.
Senderigrger & Receiverigrget,observe @ TCP Y 7w s DEZENY 7 73 A4 XFZNZ
N 512KByte ICFHE L7z, &/ —FPEETE T 74 v 71FK 42 TRUKES 5V F
CRBETH 5. Attackery... DEEITAHEN I 74 v 2707 balid UDP TH5. K
BT v POV A X1F 80Byte TH 5. WEH#H /) — F Master 3 bRu Y LICABEET,
ns-3 DA NV FEIEL LTETEINSE. LEdo>T, SEDIaL—2aryTlE, 74—
BNy ZHIENCARFEE ST 2 Master D53 2 EBE0BEIEHEINS. ~OLRIE L1,
BHE Ay 87— RTT 25 10ms 55 100ms TH2 Z e 2HEZX, XA LTV RIS
eI 17175 300ms Z#E L7z, HIVKBIIR throughputobjective (&, BIHALE Y —E X
D Netflix A LT 2 DERAKFIIE [38] D 500kbps ICE Lz, KE ) — FORE m
X300 / —FTH2. KEOBIAEEW &, 3ITRELT.

NELEF7 749 2KE /) — R TH5 Crossy, Crosss, Crosss &, Receiverigrger WX L
TTCP NAVEGETT — R E2RET 500D/ —FTH5. SELF 774 v 7 3—HoD
a2l —YaryTOAEEINS.

5.1.2 FHEESRERDIEM

AHMEERE, IREEIEOEEL Xy hT =I5 X=X W+ F 7 4 v 7% —2 DM
AEDENELZEFRBYDOSI 2L —YaryrblBlENs. ¥Ial—yarik, #F
MfigEhR A, FHMFEER AT, S B, FHEiESR BT © 4 Dicnang. &BiHiliEROM
B2 DI TITRT.

FESEER A o 12 SHINE O BLRERY IR R RE 2 Al 3 2 72912, AMEL N T 7 4 v I HMFIEL R

WERIET, R TVAEBERIEZ ML, BNRBNREERTE S0 0T 5.

FHMESEER AT L IRRHIE O WBMRED u N2 MEEFHE S 272012, ML T 7 4 v I DTFE
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get

Receiver

oberserve

Cross1 C ross,

16
Attackerm 1m€’8

K51 ns-3>Ial—yaryTHEALEAY hY—2 bRy

TREET, AT NVABERIEEZENLL, BWRBMRELERTE 2085 L EMIET 5.
FHESEER B« $EZRUE O EERI 72 R 7V AVERE R B3 2 72012, AL b T 7 4 v I DTRE
LZRWERET, A7 VAEEREZ AL, BNBREHROERKIC C DEZHEEL, #
EMEETRZBYTELEDE I DEMIES 5.

SHERER BT 2B D R FLAMBRED BN R MERFHET 272012, AELE T T 4 v Y
DIET 85T, ATV ABERIEEZ GRS 5. BBENROERKIC C OEEZHE
L, #EMETREBODTELZNE S EMIET 5.

K61 ICKITHMERBOMBE RS, SIHMEERZ 22, HEOR ML Ry 71U > 7 Hi
I C eZRCRIETENY 77 HAXBERELYIaL—2arveFEITT3. Cl
10Mbps 7> & 150Mbps T 20Mbps Z & DIEZFHET 5. Zh oD C O, SCHR [39] T
TR X N7z 2018 FEH 5 2023 FEF TOREE 70— RNV REFGEE O FRNCE SN TNV S
RELAY Z YT TDNy 7734 X B, Xk [40] TREIATVE Ny 7794 XD
AHERXB=C RIT/yn (niZ7u—%0) n=16 2RALEEZHEL THRET .

FHEEE %2 £ 5.1.2 1ORT.

5.1.3 >3 al—23rORITRECZEREDORREL

FPIalb—arOETHHIE, FHHER A D a) ~ ag BLUFHEER B D by ~ bs
23 120 TR, FHEEER AT D af ~af BXY, FHHEER BT O b ~ b 28 180 WEITH 3.
FEEIE, TRNTOYI 2L =23 v T, B TCP 78— ¢rarger 2505, B TCP 7
O — Gopserve DO, 1/ —NHOKREEI 0 — ¢a, 525 W SBAINS. ¢a, LIFEDK
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£ 5.1 FHlFEERDRENK

AMSEER A FREMMSEER AT PR B AR BT C B
ax al by by 10Mbps  38,750Bytes
as ag bo by 30Mbps  116,250Bytes
as a;f b3 b;r 50Mbps  193,750Bytes
ay ay by by 70Mbps  271,250Bytes
as as bs bs 90Mbps  348,750Bytes
ag ag be by 110Mbps  426,250Bytes
ar at by by 130Mbps  503,750Bytes
as as bs ba 150Mbps  581,250Bytes

#% 5.2 FHlIEE

AHiiiTE H 44 At
PRZRHRIE I & 2 HIVBURRR 2 3 BT & O HIkT
Algorithm 1 DM 2c DEFTH HIVBER R OERE ER T 5
success/failure  DIFD > YR TERT
ERTE 56 v
ERTERP o258 X
o ELfprE SE Yo 3515
¥ c DRFEEHKIC, Algorithm 1 DEMR 2¢ HEIT X N7
AR W) — R 1ABBIDPREETIHELADE -7 L — b
Cfinal YIalb—Ya RRTROT7 T4 7HE ) — ¥
Ryin ¥Ial—Ya VRTIROKEAAVADEFE—27 1L —
AHER T AR X crina
Ry 7 iRz CGEE SNk
Rover WEASLZADE—27 L — bk
AER Ry — C
R Ryinal OB EL —
e HER  Rpima x L/T
WEASNVZADKR MV Ay 7V > 7 H8IEF %
! AR Raverage/C
Syuccess (tsuccess) ABEIZB I 212 TCP 71— ¢rarger
arget DZL—F v + DFHfE
psuccess (tsuccess) I BT 21 TCP 7 80— ¢opserve

DAN—T v h DEEE

25

Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 5. FEAMEER & EE

B 0—-oBRAE, BREEOT 77 4 T — FROVEIZKITEST 5. darget &
Gobserve (FBEPHIMINTHLLI I 2L —a ryPKbEETT —XEEE LT 5.
WELE 57 4 v 21k, FHliFEE AT O af ~af BXY, FHEFEE BT O b ~ b ODAT
EEEINE. EHNELN 2 7 4 v 7RE 7 — FOBEHGRZNX, Cross; 238 %), Crosss 8
138, Crosss 18 TH 2. WIFho@EED, IG5 30 W7 — & ZXE LT 5.

5.2 MERCEE
5.2.1 FHEiRER A BERMNLIEMEE

SRR A TIX, SMEL N 7 7 4 v ZDFEE LR VEREET, X7V AEBSEHIEE L,
HIOWERNEE R ATRET D 2 R WAL L. FHfiSEER A OfEEER 5.3 1RT.

a; ~ag IRTOYI 2l —>arT, REWIIENWRENRLERNT L2 B TEL
CHIWT L 7z, dpucoess Reak d5pccess A3 500kbps 2 Tl > T\ Z 25, HREHIEOHE &
EEROMRICHEEL 2N e b o7, RIH2 MUK K3, YIal—YaYa ~ag
WZBITS, R TCP 7a— Bl TCP 7e—0DZA)L—7v FOBBEZRLTWVWS. HEH
TCP 7u— M TCP 7u—D 2L —7 v bPHEICKEFE LA SZEL, dLLIE, &
FRICZIL L T B85 5, RERIGICE T 2 BRI oHEE D FEMED RE N .

WED 2 7L ZEOMEIETIE, C 25 90Mbps ML EDEHIRZAR MLty 20 > 213 L
T, BB EN TR RNV e Bbholz. YIal—YaYva ~ag (THDB, ON
10Mbps ~ 70Mbps D5E) 1, u 2K B% FiETHZ e r b, —RR7 7y PO
L—h DDoS B B L TEWAT LA EZ D> TWVWEEFEZX 5. —HT, C 5 90Mbps
DRCEREINI I 2= a Y as ~ag T, Rpipa 25 C I L TEPICE K FRES
NTLEY, ud 100% 2R 2MRIMEFHNTz. ZHUIMKL — F DDoS T3, mL—
F DDoS TH 3. ZOFKEIZ, ciZXkoTHESND R OHERZRL 72K 5.4 22 HEiAHLS
CEMTES. MoAD0lE, chA 74— KRN 22 LIoMINT20TIERL, &
WD —EEICRIEICEM L Tn 5 Z e DFisalin G, 24U, #IRIO 7 4 — KNy o
FHCBWT, c DEMEZIET 2R 4200, RELEOHEZEHLTCLE->TWE I %
HRT 5. BREIETE, C L THF/ME W AR 256 LDDoS WEhBtrah s, C
DEHIHTH 25513, RWNIWETH > TH, 1= TCP L #Hl TCP 7u—d 2L —
Ty FMETT 570, #Ui c OWIMENRD LN D, C BEHERTH25E, RHN
SWETHS 2, TCP DZRL—Ty MIFLACTIKTLERWD, HED EDEIHEME N
5. IR ML 2V Y7 OEREFIAROME? 5E 2 5 &, RREIBD R 7V R,
[EFRFIAZERDS 100% 1A IEFEEED, 0% WEIIFYELI K2 Ex 5. A7 LA
WKRIER R h otz Ial—YaYa ~aqs T, FIRIOT7 4 — KNy ZERCKR Ly 27
Y > 7 DEFFFIFRINEIE 100% TH Y, &L — MELTLE 72 a5 ~ ag TIXEIRRFIFHHE
2 100% % TEl>oTW/z, CIZM LT AR DEMET EAEICHRESINHEEITBWTDH,
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K 5.3 FHMFEER A ORER

FHiIE H ai a2 as aq as ag ar as
success/ v v v v v v v
failure
t
[sfamss 46 49 58 52 37 37 43 46
S
AR

2.88 15.13 25.01 35.05 37.31 36.94 36.94 36.94
[Mbps]
Cfinal

5 3 3 3 11 136 60 99
[nodes]
R .
Final 4441 4538 75.02 105.16 410.39 5,023.16 2,216.10 3,656.57
[Mbps|
RO’U@T

4.41 15.38 25.02 35.16  320.39 4,923.16 2,086.10 3,506.57
[Mbps]
R
average 4 32 13.62 2251 31.55 123.12 1,506.95 664.83 1,096.97
[Mbps]
ﬁ%} 43.23 4538 45.01 45.07 136.80 1,369.95 511.40  731.31
0
6success
target 397.95 52.72 12.79 7566  105.59 62.92 0 4.31
[kbps]
681},06688
observe  409.87 55.04 12.03 0 79.18  43.52 0 81.32
[kbps]

BRI 2 ZE L TIMEXE3 ZE, SHBOFEL LTHEITHNS.
Y EOFERD2 S, REBBIBEZEFRAHRBNEm N U 21X LT, AT AVAMZHEB RN
HNOKEBEMBE TSV AL— 2R TEX32eDbhro ).

5.2.2 FHMM@EER AT I WEMREOONI MY

AHIZEER AT T, ML L 2 7 4 v I BFET 2 BIET A 7V RS 2 Rk L, &
BIREOr AR MERFHE L. AELFZ 7 4 v 213513 HTHM L X — Y THfEL
7o, FHMEER AT ORERER 54 ITRT.

af ~af TRTOY I 21— aryT, REEIIENRENREZER T2 N TE
eHWi L7z, L, —#Dy Iab—yay (af, af, af) O 55uecess ROk osprccess i3

500kbps % EEIZFERE 7R o7, ZAUE, AL Z 7 4 v IR TR T LZ 21K T,
AILRy 70 27 OEERFHRMET L, £ TCP 7a—0Zv—7y HBEE LA Z
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(i)ar (C=10Mbps) (ii) az (C=30Mbps)
104 —e— Victim TCP 30 1 —e— Victim TCP
—+— Observed TCP —+— Observed TCP
——~ Objective attack effect ——~ Objective attack effect
259
S 4
20 -
£ o1 Z
< b3
£ £ 151
= =
£ F
10 4
2 4
54
0 0 AL S s e T e e e —
T T
0 20 40 a0 80 100 120 0 20 40 a0 80 100 120
Time (s) Time (s)
(iii) a3 (C=50Mbps) (iv) ag (C=T0Mbps)
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15 —+— Observed TCP 35 4 —+— Observed TCP
=== Objective attack effect === Objective attack effect
30 30
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s s
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0 20 40 60 80 100 120 0 20 40 60 80 100 120
Time (s) Time (s)

X 5.2 FHEiEE AI2BITF2 TCP 21—7vy FDBHB 1 (a1 ~ as)

¥, Rover DED/NED 07 ZEDBBLTVWEEEZBNS.

KED ATV AEOMETIE, FMFER A DFRZAEOY I 2L - a (a; & af) FL
BT 2 INTOENTu BMETL, A7 AN LT 2RBME60%E. Fic, C
75 90Mbps L ED af ~ af TI&, v iZ2WT, a5 ~ag LB L TREREELR SN,
AU, AELE T 74 v BRI 8Tk 5T, R Mty 20 v 2 OEEFIFE A -
L7zl B LTV EEZLNS.

BURENER L LT, HELF 77 4 v 21Tk > TEIHI TCP 78— 02— 7 v FHET
L7228 T, AR OEMNBED LR, crima DML BT 605, 2, 21
TCP IZHET 2 70 =02 WHEIC, RDEBRKE ) — FEPHEZ 5L 2Rl TW5.
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(v) as (C=00Mbps) (vi) ag (C=110Mbps)
—e— Victim TCP —e— Victim TCP
35 4 ‘ i —+— Observed TCP 35 —+— Observed TCP
——~ Objective attack effect ——~ Objective attack effect
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5.3 FHMEEER AICBIFS TCP AL—7y FOBEK2 (a5 ~ ag)

KU EDRERN? S, IRBEIEIX, WNELE T 7 4 v ZDTFETZRE T ICBWTDH, #Mhosr—
A THHNBEZZER T AN TEZIehbholz. 61T, Rhlixv )y rz2its
FTANELE T 74 v 2R B ICXoT, c DRIENERICR S ZeDBbh ol

5.2.3 FMEEE B . XTILAKDOE IEE

AHiSEER B Tk, R T ARMELHIEEZEIMEL, VAL —FER LAY 2 ) VI
BIRLL T ICHER T2 Z e R[RETCTH 20 2 MGl L7z, 32l —2a >y b ~bg TEDRD
WEEN 5.5 MUK 5.6 IZRT.

29
Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 5. FEAMEER & EE

(i) as (C=90Mbps) (ii) ag (C=110Mbps)
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5.4 FHHEEER A BT 5 R OER (a5 ~ as)

by ~bg DIRTDT —AT, —f&E, ¥—2L—F RH», ZATLVRAUEEBLELE»r>/2>
Ialb—Yara ~ag D Ryjpg DEEFLWEETHEML TWS23, 20K, R C %
TETLTWS Z DR TERZ. XoT, by ~bg DITARTDT —RAZBVWTKHE I —0D
WEEHR w13 30% 72, ¥Ial—Yaya ~ag DFERL HEEL TRIEIZERD L
ZOREFRIE, AT AREBERENC X > T, Kbl rvy 27 ) v 7miEiE% EMICHETET
W3 Z e ERLTWS. B, FHEiFEER A 1I2BWT, u b’ 100% 22 TWiz C 5 90Mbps
M EDOBRBIZBWT, u % 30% Iz oh/zZ ik, 7L AMEHIE OGN % miH
LTW3., —HT, ATFTVAMEBHLELZZ2ICED, by ~ by DIRTDOT — A THK
BRZFENTERVRRE R o7z, ZOHHRIE, LDDoS WEIZEK L TWEDTIE kL,

30
Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 5. FEAMEER & EE

#5.4 FHHFER AT OfR

AHMEEE ol ag as af ai ag at ag
success/

v v v v v v v v
failure
tSuCCESS
§ 88 172 40 97 37 37 37 37
s
AR

0.69 2.00 3.83 12.18  7.534  8.05 17.09  33.86
[Mbps]
Cfimal 90 17 17 7 14 17 16 10
[nodes]
Rfinal

13.88  34.07 65.11 85.26 105.50 136.92 273.49 338.60
[Mbps]
RO'U@T

3.88 4.07 15.11 15.26 15.50 26.92 143.49 188.60
[Mbps]
Ra’verage

4.16 10.22 19.53 25.58 31.65 41.08 82.05 101.58
[Mbps]
1[;] 41.64 34.07 39.06 36.54 35.17 37.35 63.12 67.72
0
5SUCC€SS

[;:ge]t 586.20 1015.39 299.19 230.71 664.78 466.79 324.34 313.72
ps

6SUCC€S$

[1:;567"]”6 562.45 825.41 141.23  208.19 407.87 292.18 188.17 165.28
DS

R C rEFELWEGEIE LN RARERRD 500kbps LETH 2 205 Z e ZEKT 5.
D EDRERER NS, WEMRBRE AT NAAZE ML —F - A 70FRBHZ2LEX 5.

5.2.4 FHMHiRER BT . AFILAEOEBEEEEOON MME

AHASEER BT T, ML T 7 4 v 2 BFET BT A 7 L AESERIE 2 B L,
AT IVAEDBEFAEREDO B AN MERFHEL /2. AELS F 7 4 v Z1E 513 THTHBAL 72 ¢
R—YTHEL. ¥Ialb—yarbl ~bf Tt ROHBER .7 KUK 5.8 IR

Y bf (C=110Mbps) 2R 7T2D¥Ial—ya i3 b7 74 v
IDFRELTOREREICBWTS, EMICC Z2FHIL, ROKTFIZIENTERL. 17

L, ¥Ial—¥a>blid10Mbps ODFEENFEELTLE - 7.

M EofERD S, AT NVAMEBERIEGANEL 7 7 4 v 7 DFET 2 55E TICBWTIIE
HEMED PRI T T3 Z e hvbo .

Ial—=

31

Master’s thesis, Future University Hakodate



A Study on Automated LDDoS

(i) by (C=10Mbps)

5. Ml FER & & 5%

(ii) bz (C=30Mbps)

14 - — R — R
---C ---C
40 4
124
04 === F-—-
e - 30_
& &
2 84 2
& & 2y 4
g o "
= =
4_
104
5
01 049
0 0 10 % 0 0 120 0 P & 50 00 10
Time (s) Time (s)
(iii) by (C=50Mbps) (iv) by (C=70Mbps)
— R — R
204 ——C 100 4 S
60 1
Sﬂ_
_ B - _
£ £
= = 604
= 40 A =
) )
E E
£ 304 £
= £ 404
20 4
20_
104
04 04
0 0 % & % 0 120 0 P & 50 00 10
Time (s) Time (s)
5.5 FHMfi%EE BIZBIFE VA -2 1L —F ROERL (b1 ~ by)

Master’s thesis, Future University Hakodate

32



A Study on Automated LDDoS 5. FEAMEER & EE

(v) bs (C=90Mbps) (vi) bs (C=110Mbps)
100 — R 5000 M — R
-—-C ---C
4000
300
é‘ é‘ 3000 A
< 3
2 E
E Es
£ & 2000 4
= =
wey ] _
1000
0 — 0 # """" N
T T T T T T T T T T T T T T
0 20 40 60 80 100 120 0 20 40 60 80 100 120
Time (s) Time (s)
(vii) by (C=130Mbps) (viii) by (C=150Mbps)
T — R — — R
—_——-C 3500 4 —-—-C
2000 4
3000
1500 A 2500 +
£ z
£ Z 2000 1
= =
= =
= 1000 £
g 2 1500 -
I3 B
1000
500 4
500
0 =— 0 =—
T T T T T T T T T T T T T T
0 20 40 a0 80 100 120 0 0 40 60 80 100 120
Time (s) Time (s)

X 5.6 FHMSEER BB 5V RAE—=27 L —t RDEE2 (bs ~ bs)

33
Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 5. FEAMEER & EE

(i) b} (C=10Mbps) (ii) by (C=30Mbps)
— R 354 — R
-—-C -4-c
124 ] e e i —
10 4 25 4
é‘ 8 E‘ 20 4
=3 2
£ E
@ 6 EREE
g g
= =
44 10 4
24 54
04 04
0 25 50 75 100 125 150 175 0 25 50 75 100 125 150 175
Time (s) Time (s)
(iii) bz (C=50Mbps) (iv) by (C=70Mbps)
— R — R
60 - —==C 50 —==C
SU [ | ——— -
w -
E 40 - B
=) =
=3 =3
g g
& 30 5 407
E ES
g g
= =
0 4
20 -
10 4
ﬂ - _I- 0 -
T T T T T T T T T T T T T T T T
0 25 50 75 100 125 150 175 0 25 50 75 100 125 150 175

Time (s) Time (s)

% 5.7 SR BT ICBIF 2L R —2L— 1+ RDERL (b ~ b))

34

Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 5. FEAMEER & EE

(v) b (C=90Mbps) (vi) by (C=110Mbps)
100 4 — R 140 4 — R
_____ j === C === C
120
2 1 0 e e e e e e e e e
100
E o0 A
H R
£ E
2] S 4
E 40 g @
= g
40 -
204
20 -
] 25 50 75 100 125 150 175 0 25 50 75 100 125 150 175
Time (s) Time (s)
(vii) by (C=130Mbps) (viii) bg (C=150Mbps)
350 A
— —Rr = — R
——-C - C
250 4
300
200 4 250 4
£ £ 20
= 150 4 23
E | - - E
E B 950 ——-——- =
g g
E 100 4 =
100 4
50 -
Sﬂ -
J J_
T T T T T T T T T T T T T T T T
] 25 50 75 100 125 150 175 0 25 50 75 100 125 150 175
Time (s) Time (s)

X 5.8 FHfi%ER BY 12535028 —2L— ROEB2 (bF ~ b))

35
Master’s thesis, Future University Hakodate



)

B6E KBTI FOEEH CARMFEDERREFR
KETE, HES0Y A A—DROBARS, BEDA > X—3 v L OBEFT, HEEHN
EEBIET 508+ ) A HE L, BAITEROBEMETICOVLTH#RT 5.

6.1 BEETO—RNYFERRICHTEIRESFUA

B 6.1 IR EHIE 2 O CEBOBEHZ #2720 0WEY F ) A 0—flzRT. #BR
X, Web = 2064 VX =2y b= X7 f X (ISP) OEE7Ta— KAY
REFREZE L CTHERINERESR Y hT =74 7 4 A3y V=272 EXN3 TCP O
—HEILE 7 0 =T LT, FITT L EDARETH . DUTIC, ZoORMEHAT 5.

TRREMSIZ, Y TCP 70— %235 L TW\W5 Receiverigrger & AT LAN PERIC BT
J — R TH? Receiveropserve TR L ZITNER SV, BEDY A4 N—LITROEHHD S,
B, —FIX, Ry P2 v b2 I8 EoTHRESRY VT —IRF 74 A%y b T —2
WCHER S 2 Z e AARETH 5. 2016 FIHEEE -7~y = 7 D Miral 3FKES v M7 —
7 NDMa557 ToT HERITES LT DDoS WEICHIH & N7z [41]. EH T, Emotet &I
BN BN Ly =2 7 3 HBIICHRIT LTV [42]. Zho0HEF» 6, FKEE
I RT—=IRA T 4 A% VU= RFENE L, 2Bl — RERERRELRE T 5.

Senderiarger DB ZEEBINT 2 FEDBEZOLNLID, ZOHE, /=¥y FTHI
BN Y N —2Z DN —RICHERL, 7r3IZAF v 2 - T— FCHEHEZBHIT Z20END
3%, Wi-Fi 055G, BEOHESILEM ZePRE LRI 2E2 5L, fllrE
LU 723K % Receiveropserve & L CHHLRE N 7 4 v 7 REN 7 0 — % BARCEIHIN X
BREIDEHITHBAIRETH L ERZONS.

e 7% TCP 7u—%, Web H—EADBREXY NIV =74 T7 4 A%y hT—7
WKHEHR SN2 Y AR MCREETEIANVZEEDEFETHS. TH VT 74 v 7 DilE
B, LYV I 74 v 70@ERELDZ VU3 2D, LhEZLO7u—%2ENICT I 20
SEIRT, ZOBRIIAENTHS. EWLixs TCP 7ua—0Effle LTX, 7741
RAT A VT —EARLD T 7 ARy ra—F, BEA M) —IFOX Yo — R,
(BLEOT7 7 A VR Ty —REMEL TV, LDDoS WEBOENE LT, 777 Fay
Va—7 4 YIZHEHINTWS [8][13] 23, 2013 I3 L7z NTP DDoS KX, 2D
ZADEA (Y RARZ L) 2XRICHBINTWS [45) 2 b, RERY b7 =229
bUBARENE S THIcEZ BN S.

KIEAY VT —7F 7 4 2%y bV =273 ISP MRS 2 EE 71— KNy REFRIC
FoTA Y EZ—3y MTHERINT VS, HR [46] ORESR v V7 — 27 DRIEHFLDAERIC

B ZIE, BER FY —3 ¥ 27— 20D Netflix TiX, TCP NewReno 2 XT3 [44].
36



A Study on Automated LDDoS 6. WE > F V) F O EARBI & BT D B &

k2, 7u—FANYRERREOR LAY 7V Y270, ISP DTy IL—RERENET L
ZOBRCTAMRY SV I THZZEDPHLPITIRoTWS. Lo T, BETH—F
NV REHICH S 2 KBS 5 U AIZBWT, Senderigrger & Receiverigrger DR V2
IV RHZDE, KEgXy b= ISP Ay MY —=FJ DI ARy VI THBZ
EDEMFT SIS,

EBD TCP 7o =R E3 02 MR LAYy 7V Y 7 DNEPS, KET D —
Dy &, ISP 2y b =27 DM S, REEAXY PV =2 AT TERFINDE. WE —
K Attackery..,, \&, 72V RarVEa—7 4 YIZDREY — a D Infrastructure as a
Service ZHH U THEL M8~ > v ETEET 2. ZHUZE>T, IRTOKE ) —F
PORMVRY 7)Y FTOEEEH L, KET7 0 —ZIEHICENT 5.

. Web SerViCC--": e Residential LLEELEH
: : : Network
ISP Network . Bottleneck
link
Edge router ;hdodenl Receh@rmmm :
E E E Receiveroberserve E
Artacker, A g

Attacker_ Master

6.1 BIEIIBI KBS F Y F DB

6.2 EHMFEORREF

4, LDDoS WEDEMIZIZZ 2T FavYa—T 4 YIZBEHINTW S EEEX, 75
VRAVE2—T 4 YTWRIEKED T 7 4 v IHBEFT L7290, WEAVZAZREHRLPT
W, BLWIlHMERRDSsNE 75y FarYa—T4 2%, PEOYF—L AT
WREDPRKERZA Yy b EBEOLNZEDHTHS. ZOBERPS, BFEEI/ IV Farva—
T4 Y7 ETENET 5 2 L ZRHE & LBRITE [47][48] %, Software Defined Network %
W7 TFE DRSS [49][50] 2VEFHETD 5.

RIEICIRR LB F V) A TiE, KBSV RIZISP 2y V=27 DTy I)L— R IZHEH
T35, Lo T, #EEHIIC X% LDDoS WBEZMAT 2720121, ISP v b7 =20

37
Master’s thesis, Future University Hakodate



A Study on Automated LDDoS 6. WE > F V) F O EARBI & BT D B &

I IN—RIHEHFIEEEH LUz sk,

38

Master’s thesis, Future University Hakodate



BTE REUBRICY T BN ERDER

LDDoS KX, Ny 7 7 A4 ABKEWIZEY, VAR L ORBER/MENKE LD, K
BHRPET T2 ZBELLICR-TWVS [12][27. 22T, Rhltkv 2 Yy Zil—
BDNy 7 7P A X% RKREL TSI LT, REWIRIC X o THITEN S LDoS WEDOWE
L—hREDL I BT, KBAEL - MET 3205 22X, 7a—0RFERK
b, 77477 4x—12 AQM D X5 7%, BEDEL — bk DDoS D7D X H =X LI
Ko THHTRETH 2 Z L 2 EK T 3 [12][27]. RFBEE T, HNOREMRMIE LIS
ET, AJEERRD LR L — M EREMEE 2720, KAy 7Ny 7 734 XT3
ZEICE o TRER VAL — bEE|E LT Z D A[RETH 5.

COXNRDEMEEMIET 272012, Ny 77 A XE@ELRELEZR VR 7Y VD
W U CIRRHRIE 2 FEAT L7z, LRt ORISR O G2 MR T 2 72912, SRIOEBROMK
WBEEDYIal—Yarya LRET, Rbhrky 7V Z7HEIEEZ 10 Mbps, v 7 7
H 4 X% 310 KBytes ICFKE L7z, TDNy 7 73 A4 XFHERN TCP 7 1 — DR IEE
(BDP: Bandwidth Delay Product) @ 2 f%Td 3.

RIITRUAEROED, FREHIS X EHKERR D 500kbps ZER T 5 Z L 23T E
OB L2, RTROMBE—2 1L — MX 23.55Mbps T, v 7 734 X&RWI=HS
oy Iar—yara &HEBLTH IMbps B L TW2. HEA 10Mbps DR kL
v 7V Y2 L THRENIZZD 2 L EOKRE XD OLZAPREFEEIND 2 L ITREE M
HE 2R MO—DICHHTER L EZ 3. SILAL—IRETELLD, KBy bO—
IR LD, AR LRy 27V 21Ty F 2 — XN B8AR7 v b OHEFIARIEZ 70%
FHEZ TV, ZUHORERZ2 Y, dIEPEL— FRETERWI b2 3. LD
MR ERENS, KMLERy 2Ny 77 H A4 XOBINZIREEREADOHED—2 ¥ LTER
ThHdEERD.

71 Ny 77H A4 X% 2BDP IZHEMULER LAy 7 U 2120 U TIREFIETRE

ZHRIT U RER
success/failure X
AR 1.68Mbps
c 14
Rtinal 23.55Mbps
Raverage 7.1Mbps
u 1%

39



ERE BE

RELTIE, BRI A Y 7)Y 7 ORBIBE Ny 7 734 XBKRATH 3 205 RE
IZHED W7 LDDoS WED VA L — M@ bEIgICOWTIRRE L. IEREIBIIRE SN
TREEY F ) A BERICBWT, YD TCP EEDMEZ HINOWBME X TR T XHE2
TeDITRHBEY INZ VAL — M EFERNCRET 2 22 TE 5. AT, HIYREMR
ERED VAL — AR MRy 70 ¥ ZHIE L D @WGE, AT AREREBEL TR
NAL— 2R ETMZAZ2 N TES. ns-3 2FHLEYI2L—2avilisT,
TR SHRNE O BORMERE & WD R 7V A VB IEHIHE OB S 2 MEE L 7z, $RREIRIZEE D
P ANPLFROEHZ TIZ, KEry vV —27 2EN e L7z Mirai botnet %2, B3+ v b
T — 7 B8N LB LY 2 Ik o TEITARETH 2 e Bk Lz, 2OZeh
5, ISP Ty I —RIZLDDoS ICKBWE N T 7 4 v I DEFTEZ N FHTES. L
Teio T, REHIZIC X 5 LDDoS B2 M 57912, ISP O v IV — XY
MTEZEMT2LEND S, HEWBIR M Ay 2V 27DL YTy Ny 772 H 4 X
EHEMT 228 TRATAREERY, HL— b DDoS WE Yy L THAIX N2 ATREMEDE L 72
5. X, BBRFERO—DLEZR 5.

40



EEE

AR EZFITT 212D, ZLOHADIIREL ZWHhhzEBY £ L1

WO BN BB ZHREZHD £ Lz, {HEHBOMN EBRICHEE#HBLE T L
BT, BILHL BT T, MAERAIZ, IRICET 2E 2D TR EAERDESR,
AVE2—R 3y hI—FZDHRRICOWTEZLL DI e 2 ZHIRIGY F L. 34EM, &Y
WKHHDBE S ZTEVE L.

FFEATRICB VT, RAREI» SO IXIRL, ZIEE - BIE2HD £ L, BHEEHED
A REERRICEHB L ET e e b, BILHL LIFET.

RO F IR 204 RBIEZHD £ L7, BIEOHAA GBI, Y H—2u%, i &2
PEMEBIZ IR S A L LT £ 5.

ARIFEZ TS 21287, RFEHTIZEE D £ L2, HRE I AR X T A AHRAR
FRICTR G L RIF 9.

IR, ARV - A & 2 RTEW 72 M S KEICHE S BB L LT 5

41



R - KRR

ER=H

(1] &t R, Foks 7, B 3280 @ TR oM 2 BV & LB b Ra o
BI¥ % Low-rate DDoS WED Y 2 2L —Yal, WILFXT 4 7, it L e84
LT YR Y L 2019 G, B S, Vol. 2019, pp. 57-63 (2019).

(2] EOHE K, FEA 35, Wk 3R C TCP ZA5RY & L7z Low-rate DDoS K212 51 5 IE
WEI7 74y 7 2H0EREL — MIROME, BHRLEARWRE S LVF X T 1
7 iE1E & 7 HULE (DPS), Vol. 2020, No. 63, pp. 1-8 (2020).

(3] EifE 6K, REAT 3, JR R REIRAIOR M vy 70 v it L TERR
Low-rate DDoS WEHME O aT, HRUHYERMAREENf LI 2 —T 4 ¥
7=~ A4 T A7 5 (MBL), Vol. 2020, No. 4, pp. 1-9 (2020). 2020 fFE
BEHRXE.

Bz

o
EIIII
clt

% (&

1)

[1] Takahashi, Y., Inamura, H. and Nakamura, Y.: A Low-rate DDoS Strategy for
Unknown Bottleneck Link Characteristics, 2021 IEEE International Conference

on Pervasive Computing and Communications Workshops (PerCom Workshops),
IEEE, pp. 1-6 (2021). (accepted)

42



BZ K

1]

8]

[9]

[10]

[11]

AWS Shield Threat Landscape Report — Q1 2020, AWS Shield (online), avail-
able from (https://aws-shield-tlr.s3.amazonaws.com/2020-Q1_AWS_Shield_
TLR.pdf) (accessed 2020-10-19).

Hao, M.: 2020 Mid-Year DDoS Attack Landscape Report-1, NS-
FOCUS (online), available from (https://nsfocusglobal.com/
2020-mid-year-ddos-attack-landscape-report-1/) (accessed 2020-12-19).
Cloudflare DDoS Protection | Intelligent DDoS Mitigation | Cloudflare, Cloudflare
(online), available from (https://www.cloudflare.com/ddos/) (accessed 2020-12-
19).

DDoS Protect | Akamai, Akamai (online), available from (https://www.akamai.
com/us/en/resources/ddos-protect. jsp) (accessed 2020-12-19).

Cloud DDoS Protection Services | DDoS Prevention & Mitigation, Rad-
ware  (online), available  from  (https://www.radware.com/products/
cloud-ddos-services/) (accessed 2020-12-19).

Kuzmanovic, A. and Knightly, E. W.: Low-Rate TCP-Targeted Denial of Service
Attacks: The Shrew vs. the Mice and Elephants, Proceedings of the 2003 Con-
ference on Applications, Technologies, Architectures, and Protocols for Computer
Communications, SIGCOMM ’03, Association for Computing Machinery, p. 75-86
(2003).

Kuzmanovic, A. and Knightly, E. W.: Low-rate TCP-targeted denial of service at-
tacks and counter strategies, IEEE/acm transactions on networking, Vol. 14, No. 4,
pp. 683-696 (2006).

Zhijun, W., Wenjing, L., Liang, L. and Meng, Y.: Low-Rate DoS Attacks, Detection,
Defense, and Challenges: A Survey, IEEE Access, Vol. 8, pp. 43920-43943 (2020).
John, W. and Tafvelin, S.: Analysis of internet backbone traffic and header anoma-
lies observed, Proceedings of the 7th ACM SIGCOMM conference on Internet mea-
surement, pp. 111-116 (2007).

Understanding Pulse Wave DDoS Attacks | Resource Library, Imprerva (on-
line), available from (https://www.imperva.com/resources/resource-library/
white-papers/understanding-pulse-wave-ddos-attacks/) (accessed 2020-12-
19).

Yoachimik, O. and Ganti, V.. Network-layer DDoS attack trends for Q3
2020, Cloudflare (online), available from (https://blog.cloudflare.com/
network-layer-ddos-attack-trends-for-q3-2020/) (accessed 2020-12-19).

43


https://aws-shield-tlr.s3.amazonaws.com/2020-Q1_AWS_Shield_TLR.pdf
https://aws-shield-tlr.s3.amazonaws.com/2020-Q1_AWS_Shield_TLR.pdf
https://nsfocusglobal.com/2020-mid-year-ddos-attack-landscape-report-1/
https://nsfocusglobal.com/2020-mid-year-ddos-attack-landscape-report-1/
https://www.cloudflare.com/ddos/
https://www.akamai.com/us/en/resources/ddos-protect.jsp
https://www.akamai.com/us/en/resources/ddos-protect.jsp
https://www.radware.com/products/cloud-ddos-services/
https://www.radware.com/products/cloud-ddos-services/
https://www.imperva.com/resources/resource-library/white-papers/understanding-pulse-wave-ddos-attacks/
https://www.imperva.com/resources/resource-library/white-papers/understanding-pulse-wave-ddos-attacks/
https://blog.cloudflare.com/network-layer-ddos-attack-trends-for-q3-2020/
https://blog.cloudflare.com/network-layer-ddos-attack-trends-for-q3-2020/

A Study on Automated LDDoS % Z Wk

[12]

[13]

[20]

[21]

Luo, J., Yang, X., Wang, J., Xu, J., Sun, J. and Long, K.: On a mathematical
model for low-rate shrew DDoS, IEEE Transactions on Information Forensics and
Security, Vol. 9, No. 7, pp. 1069-1083 (2014).

Agrawal, N. and Tapaswi, S.: Defense Mechanisms Against DDoS Attacks in a
Cloud Computing Environment: State-of-the-Art and Research Challenges, IEEE
Communications Surveys € Tutorials, Vol. 21, No. 4, pp. 3769-3795 (2019).
Guirguis, M., Bestavros, A. and Matta, I.: Exploiting the transients of adaptation
for RoQ attacks on Internet resources, Proceedings of the 12th IEEE International
Conference on Network Protocols, 2004. ICNP 2004., IEEE, pp. 184-195 (2004).
Shevtekar, A. and Ansari, N.: A router-based technique to mitigate reduction of
quality (RoQ) attacks, Computer Networks, Vol. 52, No. 5, pp. 957-970 (2008).
Macia-Fernandez, G., Diaz-Verdejo, J. E., Garcia-Teodoro, P. and de Toro-Negro,
F.: LoRDAS: A low-rate DoS attack against application servers, International
Workshop on Crritical Information Infrastructures Security, Springer, pp. 197-209
(2007).

Macia-Fernandez, G., Diaz-Verdejo, J. E. and Garcia-Teodoro, P.: Mathematical
model for low-rate DoS attacks against application servers, IEEE Transactions on
Information Forensics and Security, Vol. 4, No. 3, pp. 519-529 (2009).

Paxson, V., Allman, M. and Sargent, M.: Computing TCP’s Retransmission
Timer, Internet RFC 6298 (online), available from (https://tools.ietf.org/
html/rfc6298) (accessed 2020-02-18).

Chen, Y., Hwang, K. and Kwok, Y.-K.: Filtering of shrew DDoS attacks in fre-
quency domain, The IEEFE Conference on Local Computer Networks 30th Anniver-
sary (LCN’05) I, IEEE, pp. 8-pp (2005).

Chen, Y. and Hwang, K.: Collaborative detection and filtering of shrew DDoS
attacks using spectral analysis, Journal of Parallel and Distributed Computing,
Vol. 66, No. 9, pp. 1137-1151 (2006).

Brynielsson, J. and Sharma, R.: Detectability of low-rate HT'TP server DoS attacks
using spectral analysis, 2015 IEEE/ACM International Conference on Advances in
Social Networks Analysis and Mining (ASONAM), IEEE, pp. 954-961 (2015).
Cotae, P., Kang, M. and Velazquez, A.: Spectral analysis of low rate of denial of
service attacks detection based on fisher and Siegel tests, 2016 IEEFE International
Conference on Communications (ICC), IEEE, pp. 1-6 (2016).

Wu, Z., Pan, Q., Yue, M. and Liu, L.: Sequence alignment detection of TCP-
targeted synchronous low-rate DoS attacks, Computer Networks, Vol. 152, pp. 64—77
(2019).

44

Master’s thesis, Future University Hakodate


https://tools.ietf.org/html/rfc6298
https://tools.ietf.org/html/rfc6298

A Study on Automated LDDoS % Z Wk

[24]

[25]

28]

[29]

[30]

[31]

32]

[33]

[35]

[36]

Floyd, S. and Jacobson, V.: Random early detection gateways for congestion avoid-
ance, IEEE/ACM Transactions on networking, Vol. 1, No. 4, pp. 397-413 (1993).
Patel, S., Gupta, B. and Sharma, V.: Throughput analysis of AQM schemes under
low-rate Denial of Service attacks, 2016 International Conference on Computing,
Communication and Automation (ICCCA), IEEE, pp. 551-554 (2016).

Zhang, C., Yin, J., Cai, Z. and Chen, W.: RRED: robust RED algorithm to counter
low-rate denial-of-service attacks, IEEE Communications Letters, Vol. 14, No. 5, pp.
489-491 (2010).

Sarat, S. and Terzis, A.: On the effect of router buffer sizes on low-rate denial of
service attacks, Proceedings. 14th International Conference on Computer Commu-
nications and Networks, 2005. ICCCN 2005., IEEE, pp. 281-286 (2005).

Kieu, M. V., Nguyen, T. T. et al.: A Way to Estimate TCP Throughput under
Low-Rate DDoS Attacks: One TCP Flow, 2020 RIVF International Conference on
Computing and Communication Technologies (RIVF), IEEE, pp. 1-8 (2020).
Guirguis, M., Bestavros, A. and Matta, I.: On the impact of low-rate attacks, 2006
IEEE International Conference on Communications, Vol. 5, IEEE, pp. 2316-2321
(2006).

Yue, M., Wu, Z. and Wang, M.: A new exploration of FB-shrew attack, IEFE
Communications Letters, Vol. 20, No. 10, pp. 1987-1990 (2016).

Yue, M., Wang, M. and Wu, Z.: Low-High Burst: A Double Potency Varying-
RTT Based Full-Buffer Shrew Attack Model, IEEE Transactions on Dependable
and Secure Computing (2019).

Ficco, M. and Rak, M.: Stealthy Denial of Service Strategy in Cloud Computing,
IEEFE Transactions on Cloud Computing, Vol. 3, No. 1, pp. 80-94 (2015).

Zhijun, W., Lan, M., Minghua, W., Meng, Y. and Lu, W.: Research on time syn-
chronization and flow aggregation in LDDoS attack based on cross-correlation, 2012
IEEE 11th International Conference on Trust, Security and Privacy in Computing
and Communications, IEEE, pp. 25-32 (2012).

Park, J., Mohaisen, M., Nyang, D. and Mohaisen, A.: Assessing the effectiveness
of pulsing denial of service attacks under realistic network synchronization assump-
tions, Computer Networks, p. 107146 (2020).

Booters, Stressers and DDoSers, Imperva (online), available from (https://www.
imperva.com/learn/ddos/booters-stressers-ddosers/) (accessed 2020-10-28).
Padhye, J., Firoiu, V., Towsley, D. and Kurose, J.: Modeling TCP throughput: A
simple model and its empirical validation, Proceedings of the ACM SIGCOMM’98

conference on Applications, technologies, architectures, and protocols for computer

45

Master’s thesis, Future University Hakodate


https://www.imperva.com/learn/ddos/booters-stressers-ddosers/
https://www.imperva.com/learn/ddos/booters-stressers-ddosers/

A Study on Automated LDDoS % Z Wk

[37]

[38]

[42]

[43]

commaunication, pp. 303-314 (1998).

ns-3 | a discrete-event network simulator for internet systems, nsnam.org (online),
available from (https://www.nsnam.org/) (accessed 2020-02-18).

Internet Connection Speed Recommendations, Netflix (online), available from
(https://help.netflix.com/en/node/306) (accessed 2020-10-27).

Cisco Annual Internet Report (2018-2023) White Paper, CISCO (on-
line), available from (https://www.cisco.com/c/en/us/solutions/
collateral/executive-perspectives/annual-internet-report/
white-paper-c11-741490.html) (accessed 2021-01-12).

Appenzeller, G., Keslassy, I. and McKeown, N.: Sizing router buffers, ACM SIG-
COMM Computer Communication Review, Vol. 34, No. 4, pp. 281-292 (2004).
Antonakakis, M., April, T., Bailey, M., Bernhard, M., Bursztein, E., Cochran, J.,
Durumeric, Z., Halderman, J. A., Invernizzi, L., Kallitsis, M. et al.: Understanding
the mirai botnet, 26th USENIX security symposium (USENIX Security 17), pp.
10931110 (2017).

Security Report 2020 | Check Point Software, Check Point Software
Technologies  (online),  available from (https://pages.checkpoint.com/
Internet Infrastructure Review (IIR) Vol.48 2020 4£ 9 H 24 H¥{T, 4 VX —% v b
A=2774 7 (1)) (X774 >), AFHk (https://www.iij.ad.jp/dev/report/
iir/048.html) (M 2021-01-12).

Spang, B., Walsh, B., Huang, T.-Y., Rusnock, T., Lawrence, J. and McKeown,
N.: Buffer sizing and Video QoE Measurements at Netflix, Proceedings of the 2019
Workshop on Buffer Sizing, pp. 1-7 (2019).

Czyz, J., Kallitsis, M., Gharaibeh, M., Papadopoulos, C., Bailey, M. and Karir,
M.: Taming the 800 pound gorilla: The rise and decline of NTP DDoS attacks,
Proceedings of the 2014 Conference on Internet Measurement Conference, pp. 435—
448 (2014).

Dischinger, M., Haeberlen, A., Gummadi, K. P. and Saroiu, S.: Characterizing
residential broadband networks, Proceedings of the 7th ACM SIGCOMM conference
on Internet measurement, pp. 43-56 (2007).

Agrawal, N. and Tapaswi, S.: A lightweight approach to detect the low/high rate
IP spoofed cloud DDoS attacks, 2017 IEEE 7th International Symposium on Cloud
and Service Computing (SC2), IEEE, pp. 118-123 (2017).

Agrawal, N. and Tapaswi, S.: Low rate cloud DDoS attack defense method based

on power spectral density analysis, Information Processing Letters, Vol. 138, pp.

46

Master’s thesis, Future University Hakodate


https://www.nsnam.org/
https://help.netflix.com/en/node/306
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://pages.checkpoint.com/cyber-security-report-2020.html
https://pages.checkpoint.com/cyber-security-report-2020.html
https://www.iij.ad.jp/dev/report/iir/048.html
https://www.iij.ad.jp/dev/report/iir/048.html

A Study on Automated LDDoS % Z Wk

44-50 (2018).

[49] Zhijun, W., Qing, X., Jingjie, W., Meng, Y. and Liang, L.: Low-Rate DDoS At-
tack Detection Based on Factorization Machine in Software Defined Network, IEFE
Access, Vol. 8, pp. 17404-17418 (2020).

[50] Pérez-Diaz, J. A., Valdovinos, I. A., Choo, K.-K. R. and Zhu, D.: A flexible SDN-
based architecture for identifying and mitigating low-rate DDoS attacks using ma-
chine learning, IEEE Access, Vol. 8, pp. 155859-155872 (2020).

47
Master’s thesis, Future University Hakodate



X B8R

2.1
2.2

4.1
4.2
4.3

5.1
5.2
5.3
5.4
5.5
5.6
5.7
5.8

6.1

Shrew WEEDO—MRIZIKBEETIV . . . . . 6
LDDoS WEBETIL. mAOKE I a— 12X >O0LAL—F ROEHN . ... 8
PUOVAL— bR . ... 15
WEES F UK . 16
TREMMED T 4 — KXo ZHIf . .. 18
ns-3>¥Jal—ya THHALEAY bY—=2 b ReY L. 24
FHliZEER A 128172 TCP AL—Ty FOEKE ] (a1 ~a4) .. .. .. .. 28
AHSEER A 12813 TCP 2Av—7 v b D& 2 (as~ag) . . ... ... 29
PSR AWCBII2 RDER (a5 ~ag) . . . . . ... 30
FHfSEER B ICBIT B VAE—2L—h ROERBL (b1 ~by) ... ... 32
AHMiEER BICBIF 2 LA —27 1L — bt RDBHE2 (bs ~bg) . ... .. 33
TR BT ICBIF 2 LAY —2ZL—F ROEBL b7 ~b5) ... .. 34
FHli%EER BT 2B 5 VA —271L— b+ ROEK2 (bF ~b) ... .. 35
HECBIZHESFVLAO@EAG] . . . ... 37

48



xKBX

2.1
4.1

5.1
5.2
5.3
5.4

7.1

LDoS WEB D7 Ok [8] 258 W) . . . . ... . ... 4
AL THHT DS . . . o 17
FEMSEBROMEE . . . . .o 25
AHEIEE .. 25
FEMESEER A DRSS . .. 27
FEMSEER AT OREER ..o 31

Ny 7 7H A X% 2BDP IZHEMMUL7A bty 71 2 21208 L TIRERFIE
THWBZEZFRERITULLMERE . .. o 39

49



	第1章 序論
	1.1 背景
	1.2 モチベーション
	1.3 研究目的
	1.4 システム情報科学における本研究の位置付け
	1.5 論文の構成

	第2章 低レートDoS攻撃の原理
	2.1 低レートDoS攻撃
	2.2 Shrew攻撃
	2.3 低レートDDoS攻撃

	第3章 関連研究
	3.1 LDoS/LDDoS攻撃の検知
	3.2 LDDoS攻撃の防御
	3.2.1 RTOのランダム化
	3.2.2 Active Queue Management(AQM)
	3.2.3 ボトルネックリンクバッファサイズの調整

	3.3 攻撃モデル
	3.4 現実的環境を想定したLDDoS攻撃の実行戦略・評価
	3.5 リサーチギャップ
	3.5.1 現実におけるLDDoS攻撃の戦略
	3.5.2 パルスレートの設定に関する暗黙的な前提

	3.6 研究課題

	第4章 提案戦略
	4.1 特性が未知のボトルネックリンクに対する攻撃強度自動最適化のためのLDDoS攻撃戦略
	4.1.1 前提条件と要件
	4.1.2 提案戦略の概要
	4.1.3 攻撃シナリオのモデル化

	4.2 提案戦略の実装
	4.2.1 攻撃パルスのパラメータ設定
	4.2.2 攻撃効果の推定
	4.2.3 アクティブ攻撃ノード数cの決定
	4.2.4 ステルス性の優先制御


	第5章 評価実験と考察
	5.1 評価実験の内容
	5.1.1 実験環境
	5.1.2 評価実験の構成
	5.1.3 シミュレーションの実行時間と各通信の開始時刻

	5.2 結果と考察
	5.2.1 評価実験A：基礎的な攻撃性能
	5.2.2 評価実験A+：攻撃性能のロバスト性
	5.2.3 評価実験B：ステルス性の優先機能
	5.2.4 評価実験B+：ステルス性の優先機能のロバスト性


	第6章 攻撃シナリオの具体例と検知手法の展開箇所
	6.1 固定ブロードバンド回線に対する攻撃シナリオ
	6.2 検知手法の展開箇所

	第7章 提案戦略に対する対策の議論
	第8章 結言
	謝辞
	発表・採録実績
	参考文献
	図目次
	表目次

