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ABSTRACT

Physical Layer Security Performance Study for Wireless Networks with Cooperative
Jamming

by

Yuanyu Zhang

Due to the rapid development of wireless communication technology and widespread
proliferation of wireless user equipment, wireless networks become indispensable for
lots of applications in daily life. The broadcast nature of wireless medium makes
information exchange in such networks vulnerable to eavesdropping attacks from ma-
licious eavesdroppers, resulting in network security one of the major concerns for
system designers. Physical layer (PHY) security has been proposed as one promising
technology to provide security guarantee for wireless communications, owing to its
unique advantages over traditional cryptography-based mechanisms, like an everlast-
ing security guarantee and no need for costly secret key distribution/management and
complex encryption algorithms. This thesis therefore focuses on the PHY security
performance study for wireless networks with cooperative jamming (a typical PHY
security technique), where non-transmitting helper nodes generate jamming signals
to counteract eavesdropping attacks.

We first explore the PHY security performances of small-scale wireless networks

with non-colluding (i.e., independently-operating) eavesdroppers, for which we study
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the eavesdropper-tolerance capability (ETC) of a two-hop wireless network with one
source-destination pair, multiple relays and multiple non-colluding eavesdroppers.
We consider two relay selection schemes to forward the packets from the source to
the destination, i.e., random relaying and opportunistic relaying. For both relaying
schemes, we first derive the secrecy outage probability (SOP) and transmission outage
probability (TOP) of the network by applying the classical Probability Theory. We
then determine the ETC of the network by solving an optimization problem that aims
to maximize the number of eavesdroppers that can be tolerated under a certain SOP
constraint and a certain TOP constraint. Finally, we present extensive simulation
and numerical results to demonstrate the validity of the theoretical analysis and also

to illustrate our theoretical findings.

We then investigate the PHY security performances of small-scale wireless net-
works with colluding (i.e., cooperatively-operating) eavesdroppers, for which we study
the SOP performance of a two-hop wireless network with one source-destination pair,
multiple relays and multiple colluding eavesdroppers. Based on the classical Prob-
ability Theory, we first conduct analysis on the SOP of the simple non-colluding
case. For the SOP analysis of the more hazardous M-colluding scenario, where any
M eavesdroppers can combine their observations to decode the message, the tech-
niques of Laplace transform, keyhole contour integral, and Cauchy Integral Theorem
are jointly adopted to work around the highly cumbersome multifold convolution
problem involved in such analysis, such that the related signal-to-interference ratio
modeling for all colluding eavesdroppers can be conducted and thus the correspond-
ing SOP can be analytically determined. Finally, simulation and numerical results
are provided to demonstrate the validity of the theoretical analysis also to illustrate

our theoretical findings.

Finally, we examine the cooperative jamming design issue in large-scale wireless

networks. Towards this end, we propose a friendship-based cooperative jamming
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scheme to ensure secure communications in a finite Poisson network with one source-
destination pair, multiple legitimate nodes and multiple eavesdroppers distributed
according to two independent and homogeneous Poisson Point Processes (PPP), re-
spectively. The jamming scheme consists of a Local Friendship Circle (LFC) and a
Long-range Friendship Annulus (LFA), where all legitimate nodes in the LFC serve as
jammers, but the legitimate nodes in the LFA are selected as jammers through three
location-based policies. To understand both the security and reliability performances
of the proposed jamming scheme, we first model the sum interference at any location
in the network by deriving its Laplace transform under two typical path loss scenarios.
With the help of the interference Laplace transform results, we then derive the exact
expression for the TOP and determine both the upper and lower bounds on the SOP,
such that the overall outage performances of the proposed jamming scheme can be
depicted. Finally, we present extensive numerical results to validate the theoretical
analysis of TOP and SOP and also to illustrate the impacts of the friendship-based

cooperative jamming on the network performances.
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CHAPTER I

Introduction

In this chapter, we first introduce the background of physical layer security and
then we present the objective and main works of this thesis. Finally, we give the

outline and main notations of this thesis.

1.1 Physical Layer Security

With the rapid development of wireless communication technology and the prolif-
eration of wireless user equipment such as smart phones, PDAs, laptops, etc., wireless
networks such as the global cellular networks, satellite communications and wireless
local area networks, become indispensable for lots of applications in our daily life
[1-3]. Due to the broadcast nature of wireless medium, information exchange over
wireless channels is vulnerable to eavesdropping attacks from malicious nodes (i.e.,
eavesdroppers). As a result, security against the eavesdropping attacks becomes one
of the key issues in the design of wireless networks [4-6].

Traditional solutions to protect wireless information transfer from eavesdropping
attacks are mainly based on cryptography, which encrypts information with secret
keys through various kinds of cryptographic protocols, e.g., the Data Encryption
Standard (DES) and RSA algorithm [7]. In cryptography, eavesdroppers are assumed

to have limited computing power, such that even if they capture the encrypted infor-



mation, they cannot decrypt it without the secret keys. However, as the computing
power of eavesdroppers advances rapidly nowadays, these solutions are facing increas-
ingly high risk of being broken by the relentless brute-force attacks of eavesdroppers
8, 9]. In addition, the lack of centralized control makes the secret key management
and distribution in wireless networks, especially in decentralized wireless networks,
very costly and complex to be implemented. This necessitates the introduction of
more powerful approaches to ensure wireless network security. Physical layer (PHY)
security has been recognized as one of these approaches to provide a strong form of
security guarantee for wireless networks [10]. The basic principle of PHY security
is to exploit the inherent randomness of noise and wireless channels to ensure the
confidentiality of information against any eavesdropper regardless of its computing
power [11]. Compared to the cryptography-based solutions, PHY security can offer
some unique advantages, like an everlasting security guarantee, no need for costly se-
cret key management /distribution and complex cryptographic protocols, and a high

scalability for the next-generation wireless communications [12].

The first work regarding PHY security goes back to Wyner’s paper [13], which
introduced the noisy wiretap channel model. In this model, a legitimate transmitter
wishes to communicate securely with a legitimate receiver over a noisy main chan-
nel, which is wiretapped by an eavesdropper through another noisy channel, called
eavesdropper channel. Wyner’s results revealed that a non-zero secrecy rate can be
achieved without using any secret keys between the legitimate transmission pair if
the eavesdropper channel is a degraded version of the main channel. Csiszar and
Korner generalized Wyner’s results to a general wiretap channel where the eaves-
dropper channel is not necessarily degraded with respect to the main channel [14].
Their results showed that a non-zero secrecy rate is still achievable when the eaves-
dropper channel is not degraded, by using the technique of channel prefix to inject

additional randomness into both the main and eavesdropper channels such that a rel-



atively better main channel over the eavesdropper channel can be created. Stimulated
by the above observations, extensive research efforts have been devoted to develop-
ing PHY security techniques based on the idea of changing the randomness of both
the main and eavesdroppers channels so as to yield a channel advantage for the main
channel [15, 16]. These techniques mainly includes cooperative jamming [17-20], relay

selection [21-24] and beamforming/precoding [25-28].

Cooperative jamming allows non-transmitting helper nodes to send jamming sig-
nals to improve the security of a given transmitter-receiver pair. The jamming signal
can be Gaussian noise independent of the intended information signal, which will
cause interference to both the intended receiver and the eavesdropper and probabilis-
tically yield a net channel gain for the intended receiver [17]. The jamming signal
can also be some codeword with a certain structure that can be eliminated only at
the legitimate receiver side [19]. Cooperative jamming with Gaussian noise is easy
to implement and requires no channel state information (CSI) about the eavesdrop-
per channel, but it could also hurt the main channel. Cooperative jamming with
structured codeword can certainly improve the security, but it usually needs a com-
plex design of the codeword and relies heavily on the CSI of eavesdropper channels,
which is usually impossible in practice, especially for passive eavesdroppers that only

overhear information without sending any signal in order to conceal themselves.

The basic idea of relay selection is to enlarge the channel advantage of the main
channel over the eavesdropper channel by selecting a relay that can construct a strong
main link but a weak eavesdropper link. Relay selection can be roughly classified
into two categories depending on whether the buffers of relays are involved, i.e.,
normal relay selection [21, 22] and buffer-aided relay selection [23, 24]. Normal relay
selection usually selects a best relay from all available relays by utilizing the diversity
gain offered by multiple relays. Once the relay is selected, the transmission must

be conducted in a prefixed manner (e.g., source-relay-destination manner for a two-



hop transmission), even if the channel quality of current transmission is relatively
poor. To address this limitation, buffer-aided relay selection utilizes the diversity gain
offered by buffers of relays to selects a best link from all available links as the current
transmission, which certainly improves the security. Relay selection will not do harm
to the main channel, but it usually also requires the knowledge of eavesdropper CSI.
Besides, the frequent message exchange in the process of relay selection might incur

a relatively high overhead to the network.

The technique of beamforming/precoding is based on multi-antenna signal pro-
cessing. Beamforming refers to transmitting one date stream through multiple an-
tennas, while precoding refers to transmitting multiple data streams simultaneously
over multiple antennas. This technique controls the direction and strength of sig-
nals such that the signal is radiated towards the direction of the intended receiver,
while receivers in other directions can hardly receive the signal. The effect of beam-
forming/precoding in improving the security is obvious, but it usually requires high
coordination (e.g., synchronization) among the nodes involved and high computation
overhead to choose the weight of each antenna, which makes it relatively complex
to be implemented. Besides, this technique also requires the perfect knowledge of

eavesdropper CSI.

Notice that the above techniques focus on changing the channel randomness to
ensure the PHY security, while there are also techniques that focus on exploiting
rather than changing the inherent randomness of wireless channels. A good example
of such kind of techniques is coding [29-31]. Borrowing the idea from stochastic
encoding, the coding technique associates each confidential message with multiple
protection messages carrying no information. To transmit a confidential message,
the encoder will randomly choose a protection message and encode the confidential
message and the protection message together into a single codeword. Assuming the

eavesdropper channel is worse than the main channel, such protection message is



designed detrimental enough to interfere with the eavesdropper, but still ensuring the
resolvability of the confidential message at the intended receiver. This technique can
effectively translate the channel advantage of the main channel into a secrecy rate of
the confidential message, but the main challenge is how to construct the codebooks.
Similar to the majority of the above techniques, coding also requires the knowledge

of eavesdropper CSI.

1.2 Objective and Main Works

This thesis adopts the cooperative jamming with Gaussian noise to ensure the
security of wireless communications, considering its possibility of being implemented
in practice without knowing the CSI of eavesdroppers. Our objective is to fully
explore the PHY security performances of wireless networks with cooperative jam-
ming. Towards this end, we first study the PHY security performances of small-scale
wireless networks with non-colluding eavesdroppers that intercept information inde-
pendently based on their own signal. We then investigate the PHY security perfor-
mances of small-scale wireless networks with colluding eavesdroppers that can ex-
change and combine their signals to cooperatively intercept information. Finally, we
examine the cooperative jamming design issue in large-scale wireless networks. Three
commonly-used PHY security performance metrics are of particular interest, which
are eavesdropper-tolerance capability (ETC) [32], secrecy outage probability (SOP) and
transmission outage probability (TOP) [33]. ETC characterizes the maximum num-
ber of eavesdroppers that can be tolerated by a wireless network. SOP defines the
probability that the message from a transmitter is successfully intercepted by eaves-
droppers. TOP defines the probability that the intended receiver fails to successfully
decode the message from the transmitter. The main works and contributions of this

thesis are summarized in the following subsections.



1.2.1 PHY Security Performance Study of Small-Scale Wireless Net-

works with Non-Colluding Eavesdroppers

This work focuses on the ETC study of two-hop wireless networks with non-
colluding eavesdroppers. While existing works [32, 34-36] regarding the ETC study
of two-hop wireless networks mainly derived either lower bounds or scaling law results
that depict how the ETC scales up as the network size tends to infinity (Please refer
to Section 2.1 for related works), the exact ETC of such networks remains largely
unexplored. In this work, as a first step towards the study of actual ETC in more
general wireless networks, we study the exact ETC of a two-hop wireless network with
one source-destination pair, multiple relays and multiple non-colluding eavesdroppers.
We consider two relay selection schemes (i.e., random relaying and opportunistic
relaying) to forward packets from the source node to the destination node. The main

contributions of this work can be summarized as follows:

e We first apply the tools from Probability Theory (e.g., Central Limit Theorem)
to develop theoretical models for both the SOP and TOP analysis of the source-
destination transmission under both the random relaying and opportunistic

relaying schemes.

e We then formulate the ETC problem as an optimization problem that aims to
maximize the number of eavesdroppers that can be tolerated under a certain
SOP constraint and a certain TOP constraint. Based on the Stochastic Ordering
Theory, we then conduct analysis to reveal the monotonicity properties of the
SOP and TOP, based on which we solve the optimization problem and determine

the ETC of the concerned network.

e Extensive simulation results are presented to validate the efficiency of our the-
oretical framework and numerical results are also provided to illustrate the

ETC of the concerned network with cooperative jamming under both relaying



schemes.

1.2.2 PHY Security Performance Study of Small-Scale Wireless Net-

works with Colluding Eavesdroppers

Extensive research efforts have been devoted to exploring the PHY security per-
formances of wireless networks with colluding eavesdroppers in terms of the scaling
laws of secrecy capacity and ETC, secure connection probability, etc. [37-48] (Please
refer to Section 2.2 for related works). These works indicated that eavesdropper col-
lusion represents a more hazardous threat to the security of wireless networks, which
can greatly improve the eavesdroppers’ capability of intercepting information. De-
spite the extensive research efforts as mentioned above, the analysis of secrecy outage
performance of wireless network with colluding eavesdroppers remains a technique
challenge. This is mainly due to that such secrecy outage analysis usually involves
highly cumbersome multi-fold convolutions related to the modeling of the probability
density function (pdf)/cumulative distribution function (cdf) of the aggregate Signal-
to-Interference Ratio (SIR) of all colluding eavesdroppers. This work aims to tackle
this challenge and focuses on the SOP study of a two-hop wireless network with one
source-destination pair, multiple relays and multiple colluding eavesdroppers. We
consider two eavesdropping cases, i.e., non-colluding case and M-colluding case where
any M eavesdroppers can combine their observations to decode the message. The

main contributions of this work are summarized as follows:

e Based on the classical Probability Theory, we first derive the SOP for the simple
non-colluding case, where each eavesdropper works independently and decodes

the message solely based on its own observation.

e For the secrecy outage analysis of the more hazardous M-colluding scenario, the

techniques of Laplace transform, keyhole contour integral and Cauchy Integral



Theorem are jointly adopted to work around the highly cumbersome multi-fold
convolution involved in such analysis, such that the related SIR modeling for
all colluding eavesdroppers can be conducted and thus the corresponding SOP

can be analytically determined.

e Finally, we provide simulation and numerical results to validate our theoretical

analysis and also to illustrate our theoretical findings.

1.2.3 Cooperative Jamming Design in Large-Scale Wireless Networks

Due to the rapid proliferation of smart phones, tablets and PDAs, hand-held de-
vices have been an essential integral part of wireless networks. As these devices are
usually carried by human beings, wireless networks, such as mobile ad hoc networks
[49], cellular networks [50] and delay-tolerant networks [51], exhibit some social be-
haviors (e.g., friendship, social trust) nowadays. The potentials of social relationships
among network nodes in improving the quality of many important data communica-
tion services (e.g., content distribution, data sharing and data dissemination) has
been extensively examined (see [52] and references therein). Motivated by this, some
recent efforts have been devoted to the cooperative jamming design with the consid-
eration of social relationships among networks [53, 54] (Please refer to Section 2.3 for
related works).

While the above works represent a significant process in the study of PHY security-
based secure communication in wireless networks with social relationships, the social
relationships they considered are simply modeled by an indicator variable. Although
these variables are acceptable for characterizing some location-independent social re-
lationships, like social tie and social trust, they may fail to model some important
social properties closely related to geometric properties of networks, e.g., small-world
phenomenon [55, 56]. Also, the network scenarios they considered are quite simple,

which consists of either only one eavesdropper and several jammers or only two clus-



ters of jammers. To the best of our knowledge, the study of PHY security-based
secure communication in more general large scale wireless networks with small-world
social relationships still remains unknown, which is the scope of this work.

We consider a finite large-scale Poisson network consisting of one source-destination
pair, multiple legitimate nodes and multiple eavesdroppers distributed according to
two independent and homogeneous Poisson Point Processes (PPP), respectively. A
more realistic location-based friendship model is adopted to depict the social relation-
ships among network nodes. The cooperative jamming design in this work takes such
friendship into consideration and exploits the fact that only legitimate nodes that are
friends of the source are willing to serve as jammers. The main contributions of this

work are summarized as follows:

e This paper proposes a friendship-based cooperative jamming scheme to ensure
the PHY security-based secure communication between the transmitter and re-
ceiver. The jamming scheme comprises a Local Friendship Circle (LFC) and a
Long-range Friendship Annulus (LFA), where all legitimate nodes in the LFC
serve as jammers, and three location-based policies are designed to select legit-

imate nodes in the LFA as jammers.

e The TOP and SOP are adopted to model the reliability and security perfor-
mance of the proposed jamming scheme. For the modeling of these performance
metrics, we first conduct analysis on the sum interference at any location in the
network by deriving its Laplace transforms under the three jammer selection
policies and two typical path loss scenarios [1]. With the help of the interference
Laplace transform results, we then derive the exact expression for the TOP and
determine both the upper and lower bounds on the SOP, such that the overall

outage performances of the proposed jamming scheme can be fully depicted.

e Finally, we present extensive numerical results to validate the theoretical anal-



ysis of TOP and SOP and also to illustrate the impacts of the friendship-based

cooperative jamming on the network performance.

1.3 Thesis Outline

The remainder of this thesis is outlined as follows. Chapter II introduces the
related works of this thesis. In Chapter III, we introduce our work regarding PHY
security performance study of small-scale wireless networks with non-colluding eaves-
droppers. Chapter IV presents the work on PHY security performance study of small-
scale wireless networks with colluding eavesdroppers and Chapter V introduces the
work regarding cooperative jamming design in large-scale wireless networks. Finally,

we conclude this thesis in Chapter VI.

1.4 Notations

The main notations of this thesis are summarized in Table 1.1.

Table 1.1: Main notations

Symbol Definition

S source node

D destination node

n number of relays

m number of eavesdroppers

M eavesdropper intensity

R; the i-th relay

R, selected message relay for random relaying

Ry selected message relay for opportunistic relaying
E; the j-th eavesdropper
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Ve
Pto

pron
por
P,
pre
I(x)

€t

€s
Mian
Mopp
Ls()
B(o,D)

channel gain between nodes ¢ and j

expectation operator

probability operator

common transmit power of source and relay nodes
jammer set

noise-generating threshold

signal-to-interference ratio (SIR) from node i to node j
aggregate SIR of colluding eavesdroppers

SIR at location z of a network

minimum required decoding SIR for legitimate nodes
minimum required decoding SIR for eavesdroppers
transmission outage probability (TOP)

TOP for random relaying

TOP for opportunistic relaying

secrecy outage probability (SOP)

SOP for colluding scenario

SOP for non-colluding scenario

interference at node x

TOP constraint

SOP constraint

eavesdropper-tolerance capability of random relaying
eavesdropper-tolerance capability of opportunistic relaying
Laplace transform of function f

two-dimensional finite Poisson Network with radius D
distance of source-destination pair

path-loss exponent
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Poisson Point Process (PPP) of legitimate nodes
PPP of eavesdroppers

PPP of jammers

density of legitimate nodes

density of eavesdroppers

local friendship circle (LFC)

long-range friendship annulus (LFA)

radius of LFC (inner radius of LFA)

outer radius of LFA

location-based jammer selection policy

intensity measure of PPP
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CHAPTER II

Related Work

This section introduces the existing works related to our study in this thesis,
including the works on the ETC study of wireless networks, the works on the PHY
security performance study of wireless networks under eavesdropper collusion and the

works on the cooperative jamming schemes with social relationships.

2.1 ETC Study of Two-Hop Wireless Networks

Some recent works have been done on the ETC study of wireless networks. These
works can be classified into two categories according to the network size. For net-
works with infinite size or infinite number of nodes, the scaling law of ETC against the
per-node throughput was studied in [32] by constructing a highway system. Goeckel
et al. [34] considered a two-hop relay wireless network with one source-destination
pair, multiple relays and eavesdroppers and derived the scaling law of ETC. Sheik-
holeslami et al. [35] then extended this result to a wireless network with multiple
source-destination pairs where cooperative jamming signals are generated from con-
current transmitters. For finite networks, Shen et al. showed the exact lower bound
on the ETC of a two-hop relay wireless network [36]. It is noticed that all the above
works have focused on either the order-sense scaling law results for infinite networks,

or bounds for finite networks. Such order sense results or bounds are certainly im-
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portant but cannot reflect the the actual ETC of more practical network scenarios
with finite nodes and finite size, which is more important for the system designers.
However, to the best of our knowledge, the exact result of ETC has been unexplored
yet, mainly due to the challenges posed by modeling the spatial correlation of the
signal-to-interference-plus-noise ratio (SINR) in multiple hops and the complexity in

determining the distribution of interference.

2.2 PHY Security Performance Study of Wireless Networks

with Colluding eavesdroppers

The security performance study of wireless communications under eavesdropper
collusion and physical layer security can be classified into two categories, depending

on the considered network scenario.

For two-hop wireless networks, the secure connection probability, i.e., the prob-
ability that the secrecy rates in two hops are both positive, was investigated in [37]
to study when a relay is needed to establish a more secure connection. The au-
thors in [38] proposed novel relay strategies to neutralize information leakage from
each user to the colluding eavesdroppers by choosing the forwarding matrix of an
amplify-and-forward relay in a multi-antenna non-regenerative relay-assisted multi-
carrier interference channel. For a multiuser peer-to-peer (MUP2P) relay network
with multiple source-destination pairs, multiple relays and a colluding eavesdropper
with multiple antennas, the authors in [39] optimized the transmit power of the source
and the beamforming weights of the relays jointly to maximize the secrecy rate sub-
ject to the minimum signal-to-interference-noise-ratio constraint at each user and the
individual and total power constraints. In [40], Vasudevan et al. considered a very
similar system model with opportunistic relaying and cooperative jamming schemes

as in this thesis, whereas they focused on the scaling law of ETC.
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For other wireless networks, the scaling law of secrecy capacity was examined
for large-scale networks in [41, 42| as network size tends to infinity. The secrecy-
constrained connectivity property of large multi-hop wireless networks with colluding
eavesdroppers was considered in [43]. The problem of finding a secure minimum en-
ergy routing path of K hops between two nodes in an arbitrary wireless network was
considered in [44], subject to constraints on the end-to-end successful eavesdropping
probability and throughput over the path. The security scheme design issue and the
related optimization problem under eavesdropper collusion also attracted consider-
able attention for various network scenarios [45, 46]. The SOP i.e., the probability
that instantaneous secrecy rate between a transmitter-receiver pair is below some

threshold, was investigated for various stochastic networks [47, 48].

2.3 Cooperative Jamming Scheme with Social Relationships

Some recent efforts have been devoted to the study of PHY security-based se-
cure communication in wireless networks with social relationships. Wang et al. [53]
considered a D2D communication scenario, where the head of two D2D user (DUE)
clusters wish to communicate with the help of an intermediate Decode-and-Forward
relay. The communication security is guaranteed by the cooperative jamming scheme,
where multiple friendly jammers send jamming signals to suppress eavesdroppers, and
the social relationship is modeled by a social trust parameter p € [0,1]. Two sets of
jammers are selected from DUEs with social trust above some threshold pi,,;,. With
the consideration of power constraint, the authors studied the optimal selection of
relay and jammers to maximize the secrecy rate of DUE transmission and also to
ensure a required SINR level to cellular users. Tang et al. [54] considered a wireless
network consisting of one source-destination pair, a set of cooperative jammers and
one eavesdropper. Cooperative jamming is adopted to ensure the security and the

concept of social tie is introduced to model the social relationship between jammers
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and the source/destination. The strength of social tie of the n-th jammer is denoted
by a, € {0,1}, where 1 (0) indicates that the jammer is (is not) willing to participate
in the cooperative jamming. The authors modeled the decision problem of jammers
as a social tie-based cooperative jamming game and then explored the secrecy outage
performance of the source-destination pair by computing the Nash equilibrium of the

game.
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CHAPTER III

Physical Layer Security Performance Study of
Small-Scale Wireless Networks with

Non-Colluding Eavesdroppers

This chapter focuses on the PHY security performance study of small-scale wire-
less network with non-colluding eavesdroppers, for which we study the eavesdropper-
tolerance capability (ETC) of a two-hop wireless network with non-colluding eaves-
droppers. We consider two relaying schemes, i.e., the random relaying which ran-
domly selects a relay from the available relays and the opportunistic relaying which
selects the best relay based on the link conditions of each relay. For both relaying
schemes, we first theoretically analyze the performances of secrecy outage probability
(SOP) and transmission outage probability (TOP), based on which we further explore
the ETC of the network with both relaying schemes under the constraints of both
SOP and TOP. Finally, simulation and numerical results are provided to validate our

theoretical analysis and also to illustrate our theoretical findings.
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—— message = ------ > artificial noise

Figure 3.1: System scenario: a source S is transmitting messages to a destination
D with the help of relays Ry, Rs, -+, R, (n = 6 in this figure) while eavesdroppers
Ey,Ey, -+ ,E, (m =5 in this figure) are attempting to intercept the messages. In
this figure, R, is the message relay and Ry, R5 are jammers.

3.1 System Model

3.1.1 Network Model

As depicted in Figure 3.1, we consider a two-hop wireless network consisting of a
source node S, a destination node D, n legitimate half-duplex relays Ry, Ro, - , R,
that cannot transmit and receive at the same time and m passive eavesdroppers
Ey, Es, -+, E,, of unknown channel information. The eavesdroppers are assumed
non-colluding such that they intercept information solely based on their own received
signal. We assume that the direct link between S and D does not exist due to deep
fading and thus S needs to transmit messages to D via one of the relays. Meanwhile,
some of the remaining n — 1 relays will be selected as jammers to generate random
Gaussian noise to suppress the eavesdroppers during the transmission. We aim to
ensure both secure and reliable transmissions from S to D against the eavesdroppers.

Time is slotted and a slow, flat, block Rayleigh fading environment is assumed,
where the channel remains static for one time slot and varies randomly and inde-
pendently from slot to slot. The channel coefficient from a transmitter A to a re-

ceiver B is modeled by a complex zero-mean Gaussian random variable h4 p and
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thus |ha g|? is an exponential random variable. We assume that |hs p|*> = |hp a|* and

E[|ha,p?] = 1, where E[ - | stands for the expectation operator. All channel gains

|hS,Ri 2, |hRi,D|2a |hS,Ej|27 |hRi7Ej|2 and |h‘Ri7Rk|2 for 7 € [1,’”], k e [1,71],]{3 7& 7 and
j € [1,m] are assumed independent and identically distributed (i.i.d.). It is assumed
that the source S and the relays transmit with the same power P,. In addition, we

assume that the network is interference-limited and thus the noise at each receiver is

negligible.

3.1.2 Relaying Schemes and Cooperative Jamming

To ensure the two-hop transmission between S and D, we consider the following
transmission protocol which involves both the relay selection and cooperative jamming

schemes:

1. Channel measurement: In this step, the source S first broadcasts a pilot
signal such that each relay can measure the channel coefficient from S to itself.
Similarly, the destination D broadcasts a pilot signal to allow each relay to
measure the channel coefficient from D to itself. We assume that each relay and
eavesdropper can exactly measure the channel coefficients from its observations.
Hence, each relay R;, @ = 1,2,--- ,n exactly knows hg g, and hg, p, and each

eavesdropper Ej, j =1,2,--- ,m exactly knows hg g, and hp g;.

2. Relay selection and declaration: A relay is selected from the n relays as the
message relay. We use i* to denote the index of the message relay. The relay R;-
then broadcasts a pilot signal to declare itself as the message relay. After this
step, each relay R;, i = 1,2,--- ,n,7 # ¢* and eavesdropper EF;, j =1,2,--- ,m

exactly knows hg, r.. and hg, g,., respectively.

3. Message transmission from S to R;:: In this step, the source S transmits

a message to R;«. At the same time, the cooperative jamming technique
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is adopted to ensure the security of this transmission. This technique allows

relays in the set J; = {R; # R« : |hg, R,

2 < T} to generate random Gaussian

noise in order to suppress the eavesdroppers, where 7 is the noise-generating

threshold.

4. Message transmission from R;- to D: In this step, the message relay R;-
sends the message to the destination D. Cooperative jamming is also used in
this step and relays in the set Jo = {R; # R« : |hgr, p|* < 7} generate random

Gaussian noise to assist the message transmission.

In Step 2, we consider two relay selection schemes. The first one is the random
relaying, which randomly selects a relay from Ry, Rs,--- ,n as the message relay.
We use R, to denote the message relay selected by this scheme. The second one is
the opportunistic relaying, which selects a best relay from Ry, Ry, -, R, that
maximizes the minimum of the source-relay channel gain and relay-destination chan-
nel gain (i.e., min{|hsg,|? |hr, p|*}. We use R, to denote the relay selected by the

opportunistic relaying scheme and

%, |hr,pl*}.

b = argmax min{|hs.r,

i€[1,n]
Remark 1 [t is notable that the above relay selection requires only the channel state
information (CSI) of legitimate channels, which can be estimated by the pilot signals
(e.g., ready-to-send (RTS) packet from the source, clear-to-send (CTS) packet from

the destination) in practice [57].

Suppose that the source S is sending signal = to the message relay R;« during

some slot. At the same time, the relay R; in the set [J; is sending jamming signal z;.
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The received signal at the message relay is then given by
YRy = V Pihs g + Z V Pihg, R, 2, (3.1)
i€J1
and the received signal at the eavesdropper Ej;,j = 1,2,--- ,m is given by
ye, =V Pihspx + Z \ Pihr, B, i, (3.2)
€1

Hence, the received signal-to-interference ratio (SIR) at R;« and at Ej in the first hop

can be given by

2 ‘hSE-|2
SIRgp, = o .
2 T Y [P ?

|hs, R
Ziejl |hRi7Ri*

SIRg .. = (3.3)

Similarly, suppose that the message relay R;« is forwarding the received signal
x to the destination D in the second hop and the relay R; in the set 7, is sending

jamming signal x; concurrently. The received signal at D is given by
yp = \/Pihr..px + > _ \/Pihg, pai, (3.4)
i€J2
and the received signal at the eavesdropper Ej,j = 1,2,--- ,m is given by
YE;, = V PthRi* E; T+ Z vV PthRi,E]-xh (3-5)
i€J2

Hence, the received SIR at D and at Ej in the second hop can be given by

|hRZ* ,Ej |2

ZiGJZ h

\hg,..pl”
ZiEJQ hRi7D|27

SIRg,..p = SIRg,. 5, = (3.6)

RiB;
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3.1.3 Problem Formulation

In this subsection, we first formulate the transmission outage probability and se-
crecy outage probability of the concerned network, based on which we then formulate

the ETC as an optimization problem.

In practice, a minimum SIR is usually required for receivers to correctly decode
the received signal. We define v the minimum required SIR for legitimate nodes
and 7. that for eavesdroppers. Consider the transmission in a single hop (e.g., the
first hop). We say that transmission outage in this hop happens if the message relay
cannot correctly decode the message (i.e., SIRgg. < ) and secrecy outage happens
if at least one of the eavesdroppers (say E;) can correctly decode the message (i.e.,
SIRs.z, > 7). Generalizing these two outages to the case of two-hop transmission
from S to D, we say that transmission (secrecy) outage for the two-hop transmission
occurs if the transmission in either hop suffers from transmission (secrecy) outage.
Thus, the transmission outage probability (TOP) for the two-hop transmission
is thus defined as the probability that the transmission from S to D suffers from

transmission outage and can be formulated as
P, = P(SIRS,RZ.* < 7y or SIRR#’D < ’)/) , (37)

where IP(-) represents the probability operator. The secrecy outage probability
(SOP) is defined as the probability that the transmission from S to D suffers from

secrecy outage and can be formulated as

P, =P (U {SIRs.z, > ve} or | {SIR,. 5, > %}> : (3.8)

j=1 j=1

Since security and reliability are two important metrics in network design, we

use an SOP constraint ¢, and a TOP constraint ¢; to represent the security and
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reliability requirements of the two-hop transmission. We say that the transmission
from S to D is secure if and only if P, < €, and reliable if and only if P, < &.
Based on the definitions of security and reliability, we define the eavesdropper-
tolerance capability (ETC) as the maximum number of eavesdroppers that can be
tolerated such that the transmission from S to D is both reliable and secure. From
the formulation of SOP and the security constraint, we can see that the maximum
number of eavesdroppers that can be tolerated under only the security constraint &,
is a function of the noise-generating threshold 7 for a given n. We use M(7) to denote

this function, which is given by
M(7) = max{m : Py,(n,m,7) < &4}.

Taking the reliability constraint ¢; into consideration, we can now formulate the ETC

as the following optimization problem

maximize M(T)
T

subject to  Py(n,7) < e, 7 >0 (3.9)

g €10,1],e5 €10, 1].

The ETC can thus be determined as the maximum of M(7).

3.2 Outage Performance Analysis

In this section, we theoretically analyze the TOP and SOP of the two-hop trans-

mission from S to D under both the random relaying and opportunistic relaying.
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3.2.1 TOP Analysis

We first derive the analytical expression for the TOP of the random relaying and
then given an accurate approximation to the TOP of the opportunistic relaying.
3.2.1.1 TOP for Random Relaying

The expression for the TOP of the random relaying is summarized in the following

theorem.

Theorem III.1 Consider the network scenario in Figure 3.1 with cooperative jam-

ming scheme. The TOP P under the random relaying scheme can be given by

1 — e\ 22
e—> , (5.10)

pran — 1 _ (e 7 4
“’ ( 1+

where n is the number of relays, T is the noise-generating threshold in cooperative
jamming and 7y 1s the minimum required SIR for legilimate receivers to correctly

decode the source message.

Proof 1 Using the fact that SIRg g, and SIRg, p are i.i.d., we can write the TOP in

(3.7) as
Prm =1 —P(SIRsp, > 7)°. (3.11)

Thus, we only focus on deriving P (SIRg g, > ), which is

|hs,r, | )
P (SIR > =P T > .
( S,R, = 7) <ZieJ1 hRi,Rr|2 =7

Since the message relay R, is randomly selected from n relays, |hs g, |* is exponentially
distributed with unit mean. Next, we consider the term Y ., |hp, r,|* which is the

summation of random variables less than T among n — 1 i.i.d. random variables. We
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first define a new random variable

U (Ihg.r|?) =1 (|hgor > < 7) - |hr,g,|?

for each R;, where 1(-) is an indicator variable that equals 1 if |hg, r.|> < 7 and 0

otherwise. We then have

n

S g = > Ullhgs ),

i€y i=1,ir

which becomes the summation of n—1 i.i.d. random variables. Notice that U(|hg, r.|?)
is a mized random variable, and the distribution of its discrete part can be given by

P (U(|hg, r.|?) =0) = e and the distribution of its continuous part can be given by

0, u>T
fU>0(U) =

et O<u<r

Now, we can derive the probability P (SIRg g, > ) as

P(SIRsr, = 7) = Ew(ng, 2y | P (th,Rr|2 > < Z U(|hRi,Rr|2)>>]

i=1ikr

= E{U(|hR- %)} -6_7(2?:1”;7& U(lhRier|2)>i|

_ —U(hr, r, |
= Eqw(nn, r,12)} H eV nm| )]
Li=1,ir

n
—U(|hr, 2
— I Evgrnme [6 W (I, 7| >]
i=1,i%#r

n

- 11 (1.6—T+ /0 Te_WfU>0(u)du)

i=1,i#r
1 — e\t
- (eT + 6—) . (3.12)

147

Substituting (3.12) into (3.11) completes the proof.
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3.2.1.2 TOP for Opportunistic Relaying

Before determining the TOP for the opportunistic relaying, we first define the
total interference at the legitimate receiver in two phases by I(Ry) = >, ;. |hr,, R |2
and I(D) = 3 ;e 7, |hr,p

probability distribution of I(Ry), I(D) and an important joint probability of the

2

. Then, we establish the following lemmas regarding the

channel gains in two phases, which is critical in deriving P2”.

Lemma 1 For one message transmission from S to D, the total interference I(Ry)
and 1(D) are i.i.d., and can be approximated by a normal random variable with a

probability distribution function (pdf)

where

p=Mn-1)[1-1+71)e]

18 the mean and

o= \/(n —1) [1 — 727 —(1+ T>26_2Ti|
1s the standard derivation of the normal random variable.

Lemma 2 For one message transmission from S to D, the joint probability that
\hs g, |? is greater than some constant © > 0 and |hg, p|* is greater than some constant

y > 0 can be determined as

P (|hsr,|> = @, |hg,p|* > )

=1-(1- e’zm“x{x’y})” + ne~mariz.y} (o (n,min{x,y}) — ¢ (n,mazx{x,y})],

where p(n,x) = e *3F) (%,1 —n; %;6_2“*’) and oFy is the Gaussian hypergeometric

function.
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Remark 2 Since S and relays transmit with the same power P;, we can omit the P,
in I(Ry) and I(D) in Lemma 1. The proofs of the above lemmas can be found in
Appendix A.1.

For a two-hop wireless network with the opportunistic relaying scheme, we are
now ready to derive its TOP P of the end-to-end transmission based on Lemma 1

and Lemma 2.

Theorem II1.2 Consider the network scenario in Figure 3.1 with the cooperative

jamming scheme. The TOP P** under the opportunistic relaying can be given by

}ﬁm%2/mq>(n% M()%(x;“)—f(—gﬂdx

—2/n / ne " o(n,vy) f () f (y)dydz, (3.13)

where where n is the number of relays, T is the noise-generating threshold in co-

operative jamming, v 1s the minimum required SIR for legitimate receivers to cor-
(@—p)®

~ - 2
rectly decode the source message, f(x) = Q;T , E(x) = \/LZ—WffOO e"zdt, p =

n—1D1-1+7)e"],0=+n-1)[1—727—(1+7)%2], g(n,v,2) = (1 —

— (
e )" +ne g (n,vz), p(n,x) = e 5 F (3,1 —n; 3;e7%) and o Fy is the Gaussian

hypergeometric function.

Proof 2 According to the definition of TOP in (3.7), we have

P¥ =1—P(SIRgr, > 7, SIRg, p > 7)

— 1= P (hs|? 2 VI(Ro). Ih,pl? > 71(D))

where I(Ry) and I(D) are the total interferences in the first hop and second hop,

respectively. Applying the law of total probability, we have

PP =1—=Eyny o) [P (|hsr,|> = vI(Ry), | hr,,0l* = vI(D))] (3.14)
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Applying Lemma 1, we have

n—1)7 (n—1)7 ~ ~
PP~ 1— / / P (|hsr,|> > 72, |hr,,0* > vy) f(2)f(y)dyde
0 0

Applying Lemma 2, we have

A

(n=1)7
P =9 / / [(1= ) — ne ™ [p(n, vy) — (n, 7))} (@) fly)dyda

/(nl/ g(n,v,z) f(x)f(y)dydz

i / [ e foi e

(n=1)7
=2 [ gtnrnf [ (1) e (-2)]a (3.15)
n—1)7 . .
2 [ [ et fiaa,
which completes the proof.
3.2.2 SOP Analysis
From the definition of SOP in (3.8), we have
Py, =P (U {SIRs 5, > 7.} or | J {SIRx,..5, > %}> (3.16)
j=1 j=1

=1-P (ﬂ {STRs.5, < Ve } ﬂ {SIRg,. .5, < %})
j=1 =1

m 2
=1- P(ﬂ {SIRS,E} <’)/6}>]
L Jj=1
r 2
~ |hs g, |? }
=1—|P it o .
i (ﬂ {Ziaﬁ ’th‘,E]’P =7

J=1

It can be seen from (3.16) that actually the SOP under both relaying schemes is

identical. The analytical result of the SOP is summarized in the following theorem.
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Theorem II1.3 Consider the network scenario in Figure 3.1 with cooperative jam-
ming scheme. The SOP Py, under both the random relaying scheme and the oppor-

tunistic relaying scheme can be given by

Po=1- (3 () [(1—e—T> (lj%)k+e—T

where m is the number of eavesdroppers, n is the number of relays, T is the noise-

2

. (5.17)

n—1

generating threshold in cooperative jamming and . is the minimum required SIR for

eavesdroppers to correctly decode the source message.

Proof 3 According to (3.16), we need to derive the probability

~ s i, | }
P { ) < Ve )
(ﬂ 2ieq |hem;|?

Note that the number of noise-generating relays in the first hop |Ji| follows the bi-

nomial distribution B(n — 1,1 —e™7). We define the event that there are s noise-
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generating relays in the first hop (i.e., |Ji| = s) by Bs and thus we have

~ s, 15, | }
P { L2 < (3.18)
(]Q Ziejl |hRi7Ej |2
:nzll[b ﬁ{ |hS,Ej‘2 <’7})B ]P(B)
5=0 j=1 Ziejl ’hRiijP ‘ ° B
Qzlﬁp< hspl B)MB)
s=0 j=1 Ziejl |hRi7Ej’2
n—1 m )
2 Z HE [1 _ ¢ e Dieq, Ihr; m; P(By)
s=0 j=1 -
n—1 m )
231 (1 — [T E [ tment ) P(B,)
s=0 j=1 1€J1 -
n—1 sTm
1 -1
= Z |:1 — ( ) :| (77, )(1 _ 6—7')8<€—7'>7L—1—S
5=0 L+ Ve s
m m 1 —
= —DrFl(1—e"
kz:; (k)( B (1 + %
where (a) follows since all the {SIRgg,,j = 1,--- ,m} are conditionally independent

given the event By, (b) follows by applying the law of total probability and the ex-

pectation is computed with respect to {|hg, g,|*,i € J1} and (c) follows since all the

\hR,.E,|* are i.i.d.. Therefore, (3.17) follows after substituting (3.18) into (3.16).

3.3 Eavesdropper-Tolerance Capability Analysis

In this section, we determine the ETC of the twp-hop relay wireless network

under the TOP and SOP constraints for both the random relaying and opportunistic

relaying schemes. For each relaying scheme, we first analyze the properties of the

optimization problems in (3.9) and then solve the related optimization problem to

obtain the ETC.

30



3.3.1 ETC for Random Relaying

It can be observed from (3.9) that the noise-generating threshold 7 is a critical
parameter in determining the ETC. A too large 7 will do harm to the legitimate trans-
mission, while a too small 7 is not enough to suppress the eavesdroppers. Therefore,
finding an optimal 7 is the key step to solving our considered problem. Before solving
the problem, we first establish two lemmas regarding the monotonicity of P;*" and

P;,, respectively.

Lemma 3 The TOP for the random relaying P/*" increases monotonically as the

noise-generating threshold T increases.

1—e~A+m)7

Proof 4 Define the term ™7 + ==

in the expression of PI*" in Theorem I11.1
as a function h(t). We can easily compute its derivative as e~ )™ — e which is

less than O for v > 0. Thus, P;*" increases monotonically as T increases.

Before giving the lemma regarding the monotonicity Ps,, we establish the following

lemma based on the Stochastic Ordering in [58].

Lemma 4 Let X and Y be two N-dimensional random vectors such that

P(X cU) <P(Y €U) for all upper sets U € RY.

Then X is said to be smaller than Y in the usual stochastic order (denoted by X <g

Y ). And for all increasing function A, we always have E[A(X)] < E[A(Y)].

Based on the above lemma, we are now ready to establish the following lemma in

terms of the monotonicity of SOP with respect to 7 and m.

Lemma 5 The SOP Py, decreases monotonically as the noise-generating threshold T

increases, but increases as the number of eavesdroppers m increases.
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Proof 5 Notice that the step following (c¢) in (3.18) can also be written as

Ell_ (ul%)ljﬂ]’

where the expectation is with respect to |J1|. For any 0 < 1 < 19, we use two random

variables | Tt and | TZ| to represent the number of noise-generating relays in the first
phase, where |J}| ~ B(n — 1,1 —e ™) and |J?| ~ B(n — 1,1 — e ™). It is shown in

[59] that | T} <s |TZ|. Applying Lemma 4, we can see that

- (7)< - (5)7

Therefore, the SOP P, decreases as T increases.

Next, we consider the step following (¢) in (3.18) again. It is easy to see that the

1 m
term 1—(ﬁ)l € [0,1). Thus, the term [1 - (Hl%) } decreases with m. Therefore,

the SOP P,, increases as m increases.

Based on Lemma 3 and Lemma 5, we can give the ETC of the random relaying

in the following theorem.

Theorem II1.4 Consider the network scenario in Figure 3.1 with the random re-
laying scheme. The ETC of the concerned network with n relays under a security

constraint €5 and a reliability constraint €, 1s
M”m - max{m : G(m7 n, T:an) Z \% 1- 88}7

k n—1
where G(m,n,7,) = Yoy (1) (=1)* [(1 — e~ Tran) <L) + e_T:fm] s Thom 1S the

1 +Ye

solution of P! = ey and P is given in Theorem III.1.

Proof 6 As shown in the formulation of ETC in (3.9), we need to find the optimal
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T that mazimizes M, ., (T), where

M, (7) = max{m : G(m,n,7) > /1 — &4}

according to its definition. Since the TOP P} increases with T according to Lemma
3, in order to guarantee the reliability (i.e., P;* < &), T must take values in the
region [0, T,,|, where T, is the solution of Pi*™ = ;.

Next, we need to prove that 7, is the optimal T (i.e., 7, = Tm) that achieves the

an

ETC. That is, for any T € [0,7,), we always have M, (1) < Myon(7m). Now we
prove it by contradiction. Suppose there exists a 7' € [0,7,,) such that M., (7") >
M, un(Tm) + 1. By Lemma 5, it can be seen that G(m,n,T) increases with T, while

decreasing with m. Thus, it is easy to see that

GM,on () + 1,0, 1) < V1 — €,

since My.qn (70) is the largest m satisfying G(m,n, 7,,) > /1 — 5. Thus, we have

GM,an () + 1,0, 7") < G(Mygn(Tin) + 1,1, 7)) < V1 — &

and

G(Mm"(Tm) + 1>n77—/) = G(Mran<7/)a n, TI) > V1 —e,.

We can see a contradiction from the above two inequalities. Thus, for any T € [0, T,,)
we always have Myon(T) < Myon (1) (ice., 75, = Tm) and thus the ETC is achieved

ran

at ¥

ran’

3.3.2 ETC for Opportunistic Relaying

Following the idea of determining the ETC of the random relaying, we first estab-

lish the following lemma regarding the monotonicity of P,* with respect to 7.
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Lemma 6 The TOP P for the opportunistic relaying scheme increases as T in-

creases.

Proof 7 For any0 < 71 < 73, we use random vector Iy = (I(Ry)*, I(D)") to represent
the interferences in two hops when the noise-generating threshold is 1 and 1y =
(I(Rp)? I(D)?) to represent those for To. For any upper set

U= {(I(Ry), I(D))|I(Ry) >2>0,I(D) >y >0},

we always have

P(I, e U) =P(I(Ry)" > 2)P(I(D)" > y)

and

P(I, e U) = P(I(Ry)* > x)P(I(D)* > y).

It is easy to see that P(I(Ry)* > x) < P(I(Ry)* > z) and P(I(D)* > y) < P(I(D)* >
y), since more interference can be generated as T increases. Therefore, we have
P(I, € U) < P(Iy € U) and then Iy <y Iy according to Lemma 4. Define the
term P (|hs.r,|* > YI(Ry), |hr, p|* > vI(D)) in (5.14) by T(I) which decreases as I
increases, where I = (I(Ry), I(D)). Thus, we have E[['(1})] > E[['(Is)] according to
Lemma 4. That is, for any 0 < 11 < 72, we always have P (1) < PP (13), which

indicates the TOP PP increases with 7.

By applying Lemma 5 and Lemma 6, we can establish the following theorem for

the ETC achieved by the opportunistic relaying.

Theorem II1.5 Consider the network scenario in Figure 3.1 with the opportunistic
relaying scheme. The ETC of the concerned network with n relays under a security

constraint 5 and a reliability constraint €, is

Mpp = max{m : G(m,n,7,,) > V1 —¢,},
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k n—1
where G(m’n’T:pp) = ZZL (Tl,;)<_1)k [(1 - e_TO*”> (ﬁ) + G_T;PP] and T:pp 18

the solution of PP’ = e, and P is given in Theorem II1.2.

Proof 8 The proof follows the same idea in proving the ETC of the random relaying,

so we omait it here.

3.4 Numerical Results and Discussions

In this section, we first verify our theoretical model for TOP and SOP through
extensive simulations. We then explore the impact of network parameters on the
TOP and SOP performances of both relaying scheme. Finally, we examine explore
how the number of relays n, the SIR thresholds v and 7., the security constraint e

and the reliability constraint ¢; affect the ETC of both relaying schemes.

3.4.1 Model Validation

A simulator was developed in C4++ to simulate the message transmission from
the source S to the destination D based on the relaying and cooperative jamming
schemes introduced in Section 3.1, which is now available at [60]. The total number of
end-to-end transmissions from S to D is fixed as 100000. The simulated TOP (SOP)
is calculated as the ratio of the number of transmissions suffering from transmission
outage (secrecy outage) to the total number of transmissions 100000. To verify the
validity of the expressions for the TOP of both relaying schemes, we vary the number
of relays n from 10 to 490 with an interval of 20 and consider three different settings in
terms of the noise-generating threshold 7 and the minimum required SIR 7, i.e., (17 =
0.1,y=2), (r=0.1,y=3) and (7 = 0.15, v = 2). For the validation of the SOP, we
set the minimum required SIR as 7, = 0.5 and vary n from 20 to 800 with an interval
of 20 and also consider three different network scenarios of (m = 100, 7 = 0.05), (m =

100, 7 = 0.1) and (m = 500, 7 = 0.05), which correspond to sparse eavesdroppers with
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Figure 3.2: TOP vs. the number of relays n for different settings of 7 and .

low interference, sparse eavesdroppers with high interference, and dense eavesdroppers
with low interference. The corresponding simulated results and theoretical results are
summarized in Figure 3.2 and Figure 3.3. Notice that simulations with other settings

can be easily performed by our simulator as well.
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Figure 3.3: SOP P, vs. number of relays n with different settings of m and 7 for
Ye = 0.5.

Figure 3.2 and Figure 3.3 indicate clearly that the simulated results match nicely
with the theoretical ones for both TOP and SOP, so our theoretical model can be used
to effectively explore the TOP and SOP performances as well as the eavesdropper-
tolerance performance of the concerned network with the opportunistic (random)

relaying and cooperative jamming schemes.

3.4.2 TOP and SOP Performance

We now explore the impact of the number of relays n, the noise-generating thresh-
old 7 and the minimum required SIR ~ on the impact of TOP under both relaying
schemes. We can see from Figure 3.2 that the TOP under both relaying schemes
(i.e., P2" and P]*) increases with the number of relays n. This is because that
adding more relays to the network has no impact on the link quality determined by
the random relaying, but will generate more interference at the intended receiver.

For the opportunistic relaying scheme, although adding more relays will improve the

diversity gain offered by the relays and thus improve the link quality, but the inter-
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ference from the noise-generating relays dominates the trend of the received STR at
legitimate receivers. By comparing these three curves in Figure 3.2, it can also be
observed that both P,*” and P[°" increases as 7 increases. This is due to the reason
that more interferences will be generated at the intended receiver for lager 7, and thus
it is more difficult for the receivers to successfully recover the messages. We can also
observe that for both relaying scheme, the TOP increases as the minimum required
SIR 7 increases. This is because that a larger v means a poorer decoding ability for
the intended receivers, thus resulting a larger TOP. Finally, comparing the results in
Figure 3.2a and Figure 3.2b, we can see that the opportunistic relaying achieves a
much smaller TOP than the random relaying, due to the improved link quality from
S to D by selecting the best relay. We now explore the impact of the number of relays
n, the noise-generating threshold 7 and the number of eavesdroppers m on the impact
of SOP. We can see from Figure 3.3 that P,, decreases as n increases. This is because
more interferences can be generated at the eavesdroppers by distributing more relays
for a specific 7. By comparing these three curves in Figure 3.3, it can also be observed
that P,, increases as m increases while decreases as 7 increases. This is intuitive since
distributing more eavesdroppers by the adversary would post more potential threats
to the end-to-end transmission and increasing 7 would generate more interferences at

the eavesdroppers, so it is more difficult for them to successfully decode the messages.

3.4.3 Eavesdropper-tolerance Performances

Based on the SOP and TOP models, we now explore the ETC performance of
both relaying schemes for opportunistic relaying scheme. To illustrate the impact of
the security constraint £, and the reliability constraint £; on the ETC of both relaying
scheme, we show in Figure 3.4 the behavior of ETC vs. ¢, and ¢4 for the network
scenario of n = 2000, v, = 0.5. For the random relaying scheme, we set v = 1.0, while

for the opportunistic relaying scheme, we set v = 10, which means that we consider
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Figure 3.4: ETC vs. reliability constraint ; and security constraint ¢4 for n = 2000
and v, = 0.5.

more powerful intended receivers in terms of the decoding ability for the random

relaying scheme. Notice that both values of v imply that the legitimate receivers has
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a worse decoding ability than the eavesdroppers. We can observe from Figure 3.4
that the ETC of both relaying schemes increases as €; and ¢, increase. This reflects
that the network can tolerate more eavesdroppers by relaxing either the security or
reliability constraint. A careful observation of both figures in Figure 3.4 indicates
a clear trade-off between the reliability and security in order to guarantee a certain
level of ETC. For example, in Figure 3.4b, ¢; has to increase from 0.04 to 0.085 as
g, decreases from 0.03 to 0.02 for achieving an eavesdropper-tolerance capacity of
about1000. This suggests that either the security or reliability requirement has to
sacrifice for the other one in order to achieve a certain ETC. Comparing the results
in Figure 3.4a and Figure 3.4b, we can see that the opportunistic relaying scheme
can achieve a much better ETC performance, which is orders of magnitude more
than that ensured by the random relaying scheme, even we consider a much worse
decoding ability for the receivers in the scenario with opportunistic relaying scheme.
For example, the ETC of random relaying scheme is about 10, while the ETC of

opportunistic relaying is about 8000 for ¢, = 0.1 and ¢, = 0.1.

To explore how the number of relays n, the minimum required SIR v and ~, affect
the eavesdropper-tolerance capability, we show the behaviors of ETC vs. n for both
relaying schemes in Figure 3.5. We set ¢, = 0.1 and ¢, = 0.1 for the random relaying
scheme and consider three different settings of v and 7., i.e., (y = 0.6, 7. = 0.5),
(v=0.7,7 = 0.5) and (7 = 0.7, 7. = 0.6). The corresponding results are summarized
in Figure 3.5a. For the scenario of opportunistic relaying scheme, we set ¢, = 0.01 and
gs = 0.01 and also consider three different settings of v and 7., i.e., (7 = 10, 7. = 0.5),
(v =11, 7. = 0.5) and (v = 11, 7. = 0.5). It can be observed from Figure 3.5 that
both M,,, and M,,, increase as n increases. This is because that although the
optimal noise-generating threshold threshold 7 decreases as n increase for a specific
reliability constraint &, the corresponding expected number of noise-generating nodes

increases, so more interferences can be generated to suppress the eavesdroppers while
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Figure 3.5: ETC vs. number of relays n.

the desired reliability can still be ensured. By comparing the three curves in both
figures, we can also observe that the ETC of both relaying schemes increases as
7. increases, while decreases as 7 increases. This is intuitive since decreasing the
decoding ability (i.e., increasing ~.) of the eavesdroppers would decrease the SOP,

while decreasing the decoding ability (i.e., increasing 7) of legitimate receivers would

41



increase the TOP. It is interesting to notice that both M,,, and M,,, increases
dramatically when n is above some threshold in Figure 3.5a and 3.5b. For example,
for the case of v = 11 and v, = 0.6 in Figure 3.5b, this threshold is about 2500. Thus,
distributing more relays would be an effective approach to enhance the eavesdropper-
tolerance capability of a network.

By comparing Figure 3.5a and Figure 3.5b, we can still see that the ETC of op-
portunistic relaying is much larger than that of the random relaying scheme, even we
consider more stringent security and reliability constraints and much worse decoding
ability for the opportunistic relaying scheme. For example, when the network has
n = 3000 relays, for the case of (v = 0.7, 7. = 0.6), the network can tolerate about
200 eavesdroppers (in Figure 3.5a) for the random relaying scheme, which is much
less than about 9000 eavesdroppers in the case of (v = 11, 7. = 0.6) in Figure 3.5b for
the opportunistic relaying scheme. This again proves that the opportunistic relaying
scheme significantly outperforms the random relaying schemes in terms of the ETC

performance.

3.5 Summary

This chapter considered the secure and reliable transmission from the source to
the destination via cooperative jamming in two-hop relay wireless networks with
multiple passive and independently-operating eavesdroppers of unknown location and
channel information. Instead of scaling law results for infinite networks and bounds
for finite networks, we determined the exact eavesdropper-tolerance capability to
ensure the desired security and reliability based on the metrics of secrecy outage
probability and transmission outage probability. We consider two relaying schemes,
i.e., the random relaying and opportunistic relaying. For both schemes, the results
in this paper indicate that the eavesdropper-tolerance capability of the network can

be increased if we distribute more relays or relax either the requirement of reliability
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or the requirement of security. More importantly, we observe that the opportunistic
relaying scheme can achieve a much better ETC performance, which is usually orders

of magnitude more than that ensured by the random relaying scheme.

43






CHAPTER IV

Physical Layer Security Performance Study of
Small-Scale Wireless Networks with Colluding

Eavesdroppers

This chapter focuses on the PHY security performance study of small-scale wireless
networks with colluding eavesdroppers, for which we investigate the SOP performance
of a two-hop relay wireless networks under eavesdropper collusion. We consider two
eavesdropper scenarios to depict the behavior of eavesdroppers, i.e., non-colluding sce-
nario where eavesdroppers do not collude and operate independently and M-colluding
scenario where M eavesdroppers can collude to exchange and combine the received
signals so as to improve the successful decoding probability. We first derive the ana-
lytical expression for the SOP under the non-colluding scenario, we then derive the
SOP under the M-colluding scenario by applying the techniques of Laplace transform,
keyhole contour integral and Cauchy Integral Theorem. Finally, simulation and nu-
merical results are provided to demonstrate the validity of the theoretical analysis

also to illustrate our theoretical findings.
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4.1 System Model and Problem Formulation

4.1.1 Network Model

We consider a two-hop wireless network (depicted in Figure 4.1), consisting of a
source node S, a destination node D, n legitimate relays Ry, Ro, - - - , R, and m passive
eavesdroppers E1, Fy,--- | E,, of unknown channel information. Each node employs
a single antenna and operates in half-duplex mode. The direct link between S and D
is assumed unavailable due to deep fading or limited transmit power. The n relays
assist in forwarding the message from S to D while preventing the eavesdroppers from
intercepting the message. We assume that time is slotted and all channels, suffering
from Rayleigh fading, remain constant during one time slot and vary randomly and
independently from slot to slot. The channel coefficient h; ; of link ¢ — j is modeled
as a complex zero-mean Gaussian random variable with unit variance and thus |h; ;|2
is exponentially distributed with unit mean. All channel coefficients (S — R, R — D,
R—R,S—E, R—F) are assumed i.i.d.. The network is assumed interference-limited

and thus the noise at each receiver is negligible.

To accomplish the secure two-hop transmission from S to D, we adopt the op-
portunistic relaying, cooperative jamming and transmission schemes as introduced in

Chapter III. A relay R, with the largest min{|hg g,

2 |hg,p|*} announces itself as
the message relay in a distributed manner before the transmission. We assume that
only one S — D transmission, including the relay selection, can be conducted in one
time slot. In the first hop, S transmits its message to R;, while relays with indices in
J = {z}@ # b, |hg, R |* < 7'} serve as helper jammers to generate random Gaussian
noise. Here, 7 is the noise-generating threshold to mitigate interference at intended

receivers. We assume a common transmit power P, for all transmitters. Hence, the
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Figure 4.1: Network model: A source S is communicating with a destination D with
the help of relays Ry, Ry, -+, R,,n = 6. R, is selected as the message relay based on
the opportunistic relaying scheme. In Hop 1, Ry, R5 and Rg are jammers that generate
artificial noise, while Ry and Rg are jammers in Hop 2. Ei, E,,--- ,E,,,m =5
are eavesdroppers that try to intercept the message, and F; and F5 are colluding
eavesdroppers.

received SIR at R;, and that at E; can be given by

\hs,s, |

Z’LEJl

‘hS,Rb ’2
Zieéﬁ |hRiva |2

SIRg., = ,SIRgp, = (4.1)

hRi,Ej 12

If Ry, is successful in decoding the message received from S, it re-encodes the
message and then sends it to D in the second hop. Meanwhile, relays with indices in
Jo = {z‘z #0b,|hg, p|* < 7'} serve as helper jammers to generate artificial noise. If Ry
fails to decode the message, the transmission will be suspended. We assume that R,
will send back an ACK message to inform S whether a decoding failure happens or
not, based on which S will then decide whether to suspend the transmission or not.
If a transmission suspension happens during one time slot, it will end at the end of
that time slot, and retransmission of the suspended message will be conducted in the

next time slot. The received SIR at D and E; can be given by

\hg,.p|?

Z'LEJQ |hRi7D|2 ’

|th,E]’|2

Ziej2 |hRi7Ej |2 '

SIRRb’D = SIRRb,Ej =
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A legitimate receiver (eavesdropper) is said successful in decoding the received signal

if its received SIR is above a minimum required SIR 7 (7.).

4.1.2 Eavesdropper Scenarios

Regarding the eavesdropper behavior, we focus on the following two scenarios,

1. Non-Colluding case: each eavesdropper works independently and decodes
the message from the source solely based on its available observations, i.e., the
first-hop observation if the transmission is suspended in the second hop or the

combined observations in both hops, otherwise.

2. M-Colluding case: any M eavesdroppers (say, £, Fo, -+, Ey, 1 < M < m,
M = 2 as illustrated in Figure 4.1) can combine their available observations to

decode the message from the source.

Here, M is referred to as the collusion intensity to quantify the level of eavesdropper
collusion. As assumed in [37-48, 61], these colluding eavesdroppers can be treated as
a super eavesdropper with M antennas, whose SIR is given by the aggregate SIR of

all antennas.

4.1.3 Problem Formulation

We adopt the SOP metric as introduced in Chapter III to characterize the security
performance of the concerned network under eavesdropper collusion, which is defined
as the probability that the received SIR of at least one of the eavesdroppers is above
Ye. Therefore, by defining A as the event that the transmission is suspended in the

second hop, the SOP P for the non-colluding case can be formulated as

Py =P (U{SIRS,Ej > 7.}, A) +P (U{SIR&E]- +SIRR, B, 2 Ye}, A) , (4.3)

Jj=1 j=1
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where A is the complement of event A. Similarly, the SOP P¢ for the M-colluding

case can be formulated as

PE=TP ({SIRg‘gg >, or U {SIRsp, > %}} ,A) (4.4)

J=M+1

+P <{81ng9 >7.or | ) {SIRsp, +SIRg, 5 > %}} ,A) : (4.5)

j=M+1
where

agg

M
SIR;,, = SIRsp,
j=1

denotes the aggregate SIR of M colluding eavesdroppers under event A and

M
SIR;,, = > SIRgp, + SIRg, s,

agg
J=1

denotes that under event A.

4.2 Secrecy Outage performance under Non-Colluding Case

In this section, we derive the SOP of the non-colluding eavesdropper case, for
which we will first establish the following lemma regarding the probability that the
transmission is suspended in the second hop, conditioned on the number of jammers

in the first hop.

Lemma 7 Define the number of jammers in Hop h (h = 1,2) by J;, and the event
Jn =5 by J;. For a two-hop S — D transmission with the opportunistic relaying and
cooperative jamming schemes, the probability pa s that the transmission is suspended
in the second hop under the condition Ji can be determined as

=20 (Do [ () ¢ (e ) |

k=0

49



where n s the number of relays, T is the noise-generating threshold in cooperative
jamming and 7y is the minimum required SIR for legitimate receivers to correctly

decode the source message.
Proof 9 Please refer to Appendiz B.1.

Based on Lemma 7, the SOP of the non-colluding case can be obtained by applying

the law of total probability, which is given by the following theorem.

Theorem IV.1 Consider a two-hop wireless network as shown in Figure 4.1. For
the S — D transmission under the opportunistic relaying, cooperative jamming and

non-colluding eavesdropper case, the corresponding SOP PI¢ can be formulated as
e n—1\/n-1
PSZC = Z Z ( ) ( )(1 _ 6—7—)5+t6—(2n—2—s—t)7 [(1 _ pA\Jf)pgn _I_pAljfpvlﬂ] ’

s=0 t=0

where n s the number of relays, T is the noise-generating threshold in cooperative

jamming, p1 = 1 — (H7 ) = foe [ — H%_I) ] =) 9+1dq: and paj sz s given in

Lemma 7.

Proof 10 We start the proof with the first term in (4.3). By the law of total proba-

bility, we have

P (6{SIRS,EJ > ’76}714) (46)

Jj=1

n—1 m
=Y'r (U{SIR&EJ. > 7.}, ) P(J;)
s=0 j=1
n—1 m
=> P (U{SIRS,Ej > Ve Jf) pa;P(J7)
s=0 j=1
n—1 m
= Z [1 - P (m{SIRS,E] < ”}/e} Jf)] pA|J15]P)<J18)
s=0 j=1
n—1

- [1—P(SIRsp, < Vel J5)"] paP(JY).
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Next, we consider the cumulative distribution function (cdf) of SIRg g, under the

condition J7, which can be given by

Frgp, (2]7) = P (SIRs 5, < @

Jf)
=P (th,Ej|2 < Z |hRi,Ej’2 Jf)
€T

=1- ]E{\hRi,EjPJEjl} |:€

_ —z|hr, B, ?
=1 H ]E|hRi,Ej\2 [e Rl

1€J1

()
=1- .

14+

From the above cdf, it is easy to see that

1 S
P (SIRs,z, < Y| J5) =1 — < ) — 1.

1+

As Ji is a binomial random variable, it follows that

P(J7) = (" B 1) (1 — e=)se-(n=1-o

Hence, substituting (4.7) and (4.8) into (4.6) yields

J=1

_xZiEJl h (Al

|

(4-7)

(4-8)

m n—1
n—1
P (U{SIRS,EJ- > 7e}7A> = ( . )(1—6_7)86_(n_1_5)T(1—PT)pAJf- (4.9)
s=0

We now consider the second term in (4.3). Likewise, taking the expectation of

(4.3) in terms of Jy and Jy yields

P (U{SIRSE + SIRRb,Ej Z ’ye}, A)

Jj=1

n—1 n—1

M

s=0 t=0

o1

(4.10)

P (SIRsz, + SIRg, 5, < Vel J5, J3)" | P(A|JS)P(J5)P(J3).



It is straightforward to see that P(A|J3) = 1—pass, and P(J3) = (") (1—e ")te~(n=1707,
Similar to (4.7), the cdf of SIRg, g; under the condition J; can be given by Fr,, 5 (x| J%) =
1— ( —)'. From (4.7), the pdf of SIRg g, under the condition J; is Jsks i, (x| J7) =

W . Hence,

P (SIRs g, + SIRg, 5, < Vel J5, J3)
/ h [1 ! } . (4.11)
— —_ Tr = . .
o U @e—ay) a7

Substituting (4.8), (4.11), P(A|JF) and P(JL) into (4.10) yields

P (U{SIRSE + SIRR, 5 > e}, A) (4.12)

]:

L -1\ /n—1
— Z ( ) ( . )(1 - 6—7)5+t6—(2n—2—s—t)7-<1 . p?)(l . pAlJf)'
t=

s=

Finally, the theorem follows after summing (4.9) and (4.12).

4.3 Secrecy Outage Performance under M-Colluding Case

In this section, the SOP of the M-colluding case is investigated, for which we
will first derive the cdf of the aggregate SIR SIRag and SIRA ~ of any M colluding

g agg

eavesdroppers, based on which we then determine the SOP.

4.3.1 Aggregate SIR Analysis

Notice that the aggregate SIR SIRagg and SIngg are the sums of multiple i.i.d.
random variables. The derivation of their c¢df usually involves a multi-fold convolution,
which is highly cumbersome in general. To work around this problem, we first take

the Laplace transforms of their pdf and then compute the related inverse Laplace

transform by applying the keyhole contour integral and Cauchy Integral Theorem.
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Finally, the cdf can be obtained from the corresponding pdf. The related lemma and

proof are summarized as follows.

Lemma 8 Define the cdf of SIngg under event A by Fy(x) and that of SIngg
under event A by Fyy(x). For a two-hop S — D transmission under the opportunistic

relaying, cooperative jamming and M-colluding eavesdropper case, Fy/(xz) under the

conditions Ji and J& can be given by

| ML)
M M 2
Fue) = 3 (2,{+ 1)<—w o (4.13)

% 1 U 2k+1
X / —(1 — e™™)e  MuET(u)M 21 (—) du
0

U s!

and Fypr(z) under the conditions Ji and Ji can be given by

L]M*l

Fop(z) = (st)M ; (%]\i 1)(—7r2)k (4.14)

s+t M—2k-1

<1
X /0 E(l — e Tu) e 2Mu [EIS(U)EIt(u) — 72 T

" 5] 2
X {Els(u)— + EIt(u)g] du

where

Bl (u) = — ok 1 i ot (4.15)
s(u) = — ——cg—Inu | — e )

s! k" (k — s)k!
and cg = 0.5772156649... is the Fuler’s constant.

Proof 11 Define fu(x) the pdf of SIijgg and Ly,,(z) its Laplace transform. Based
on the pdf fsirs s, () = arer of SIRs g, under the condition J7, L, (2) can be
determined as Ly,,(z) = (se*Esy1(2))M by the convolution property of Laplace trans-

form, where Eq,1(z) = floo %dv is the generalized exponential integral.
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~—1J c-iR

Figure 4.2: Tllustration of the keyhole contour, where (] is a vertical line from ¢ — iR
to c+ iR, Cy and Cg forms a large (almost) semi-circle centered at s = ¢ with radius
R, Cj is a line from ¢ — R to —r, Cy is a small (almost) circle centered at the origin
with radius r, Cj is a line from —r to ¢ — R.

Neat, fr(z) can be obtained by taking the inverse Laplace transform of Ly, (2) ,
that is, fu(z) = 5= CCJZ;O e** Ly, (z)dz, where ¢ > 0 is an arbitrary constant greater
than the real part of all singularities of Ly,,(z). Since Esi1(%) is analytical in the
complex plane except its branch cut along the negative real axis and branch point at
the origin, the above integral can be evaluated as a part of the integral along a keyhole

contour Q0 [62], as illustrated in Figure 4.2. As Ly, (%) is analytical in Q, by the

Cauchy Integral Theorem, we have fQ e** Ly, (z)dz = 0. Hence,

fM(fE) = L lim Zwﬁfzu( )dz (416)

271'2 R—o00

= lim e* L
271'1 R—00,7—0 /02 /05 /04 /Cs /Co fM
= lim e Ly, (2)dz.
271'?, R—o00,r—0 /(;3 /05 fM

o4



To see this, we need to prove that the integrals along Cs, Cy and Cg vanish in the

limit. First, letting z = ¢ + Re, 0 € [r/2, 7] for any point z on Cy yields

: 2x : " x(c+Re?? 0\ 7
ng]go /02 e Ly, (2)dz| = ng]go [5 R £, (c+ Re?)iRedd
< lim [ |e®CFR Ly (e + Re®)| [iRe| do
R—o0 g

s

< lim max |Ly, (c+ Re”)|Re™ [ e"%d6

R—o00 f€[m/2,7]

o

jus

= lim max },CfM(C—{— Rei9)| RexC/Q e_IRSinadO{.
0

R—o00 €[ /2,r]

Since sin v > 2?0‘ for any o € [0, 7], then we have

jus

[

jus

—xRsina 2 —2zRa/m o Q0 —xR
da < dao= —(1 — <
e a < /0 e o 23:R( e )

and thus

xc
lim
R—o00

/ e Ly, (2)dz
Co

e .
< i W0y
< Jim o max [Lg,(c+ Re?))

From Equation (5.1.51) in [63], we know

. 1 s+1 (s+1)(s+2
eEerl(Z)N;_ 2 +( /)ZZ(S ) B

z

hence

B (e + Re®)| = O(1/R)

and then

max |Ly,, (c+ Re”)| = O(1/RM),

o€ /2,7

as R — oo. Therefore, limp_,o ‘fcg eszfM(z)dz‘ = 0. Likewise, it can be easily seen

that the integral along Cg vanishes as R tends to infinity and that along Cy vanishes
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as r tends to zero.

Now, we proceed to evaluate the integrals along Cs and Cs. By letting z = ue'™

for the integral along Cs and z = ue™" for that along Cs, we have

fu(z) = lim /C /c e Ly, (2 (4.17)

271'2 R—o00,r—0

—-Tr
= lim e L
27TZ R—o0 r—)O/ / fM

1 7:Eu —m
= 2mi J, (‘CfM (ue ) EfM (ue )) du
ﬁ > —(z+M)u —im\M im\ M
oy e [ES+1(ue ) Eqiq(ue™) ] du.

From Equation (5.1.12) in [63], we have Eyyq1(ue*™) = El,(u) Fir", where El (u) =
(3t —cp—Inu) — D he0 ks (ki‘—z)k, and cp = 0.5772156649... is the Euler’s

constant. Hence,

Ey1(ue™™)M — Egpy (ue™)M (4-18)

o\ 261
2\k M—2k—1
= 27i Z <2k+ 1) 72)*ELL (u) (g) .

Substituting (4.18) into (4.17) yields

where




The cdf Fy(z) of SIRaAgg can be determined via the integration of far(z) as

1
Fy(z) = /o a(l —e ™) e MUk (M, s, u)du.

Finally, taking the integral for each summand involving u in k(M, s, u) first and then

summing the integrals yields (4.13).

We now consider the cdf Fyp(x) of SIngg. Similarly, we define fop(x) the pdf
of SIngg and Ly,,,(z) its Laplace transform. Again, by the convolution property of
Laplace transform, we have Ly,,, (2) = (s-t-€**Fs1(2) Er1(2))M under the conditions

Ji and Ji. Taking the inverse Laplace transform of Ly,,,(s) along again the keyhole

contour in Figure 4.2 yields

e (4.19)
- (822@ 0 e @B (ue™ ™) By (ue™ ™))™ — (Eo1 (ue™) By (ue'™)) ] du

:/ e~ @MUV st u)du,
0

where

|_A471

st st = 0 S (M )y (1.20)

~ \2k+1
ut us 2k+1 s+t M—2k—1
X [EIS(U)E + EIt(u)E} [EIS(U)EIt(u) — 7 T
The cdf Fop(x) of SIngg is determined as
1
Fop(z) = / —(1 — e ™) e 2Mup(M, s, t,u)du. (4.21)
0 u

Likewise, taking the integral for each summand in ¢(M, s, t,u) first and then summing

the integrals yields (4.14).
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4.3.2 SOP Modeling

Based on Lemma 8, the SOP of M-colluding case is given by the following theorem.

Theorem IV.2 Consider a two-hop wireless network as shown in Figure 4.1. For
the S — D transmission under the opportunistic relaying, cooperative jamming and
M-colluding eavesdropper case as described in Section 4.1, the corresponding SOP P¢,

can be formulated as

n—1 n—1
-1 -1
Pe—1- Z (n S ) <n t >(1 T2t (4.22)
s=0 t=0
X [( — pa)Ps M Fonr (e) + pass ol Far(e) | (4.23)

where m 1s the number of eavesdroppers, M denotes the collusion intensity, n is the
number of relays, T is the noise-generating threshold in cooperative jamming, . 1S

the minimum required SIR for eavesdroppers to correctly decode the source message,

m=1- <ﬁ) 2= 5" [1 - (1+71*CL‘)2:| et de, pay; s given in Lemma 7, and

Fr(ve) and Fopr(7e) can be directly obtained from Lemma 8.

Proof 12 Similar to the proof of Theorem IV.1, the first term in (4.4) can be deter-

mined by taking its expectation in terms of Ji as

P ({SIR;“ggz% or | J {SIRS,Ejz%}},A) (4.24)

j=M+1
S
J1>

S m_M S
Jl) pAIJfP(Jl)

=E,; |P ({SIngg > 7 or U {SIRs,p, > ’Ye}} A

j=M+1

i
L

agg

1— P(SIRA < Ve

Jf)P <SIRS7EJ. < Ve

3
[l
— o

n—1 —7\s ,—(n—1—3s)T m—
( s )(1_6 )6( ' )[1—171 MFM(V@)}pA\Jf'

[e=]

s=

The second term in (4.4) can be determined by taking its expectation in terms of Jy
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and Jy as

P ({SIngg > . or | {SIRsg, + SIRp, & > %}} ,A) (4.25)

J=M+1

=33 (AR )P( )

X [1 —P <81ng9 < Vel J%, J§> P (SIRs,g, + SIRR, 5, < 7elJ5, Jg)’”‘M]
1

=Y 3 (n_l) (n_l) (1—e ™) e Cm2=T(1—py se) [1—p§n_MF2M(’Ye)]

S t

Finally, summing (4.24) and (4.25), the theorem then follows.

4.4 Numerical Results and Discussions

In this section, we first validate our theoretical analysis for SOP modeling through
extensive simulations and then explore how the number of relays n, noise-generating
threshold 7, SIR thresholds 7, and v, and the collusion intensity M affect the secrecy

outage performance of the network.

4.4.1 Model Validation

A simulator was developed in C++4 to simulate the S — D transmission under the
system model as described in Section 4.1, which is now available at [64]. The total
number of S — D transmissions is fixed as 100000 and the SOP is measured as the
ratio of the number of transmissions suffering from secrecy outage to the total number
of transmissions. To verify our theoretical analysis, we conduct extensive simulations
for both the non-colluding case and the colluding case under various settings of n and
M. The number of eavesdroppers is set as m = 10, the noise-generating threshold is
set as 7 = 0.5, the transmit power is set as P, = 100, and the decoding thresholds for

eavesdroppers and legitimate receivers are set as 7. = 0.5 and v = 1.0, respectively.
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Figure 4.3: Model validation for different collusion intensity M, with m = 10, 7 = 0.5,
Y. = 0.5 and v = 1.0.

Simulations with other settings can be easily conducted by our simulator as well. The
simulation results and the related theoretical ones are summarized in Figure 4.3.
It can be observed from Figure 4.3 that the simulation results match fairly well

with the theoretical ones for both the non-colluding case and the colluding case with
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different collusion intensity M, which implies that our theoretical analysis is effective
in modeling the secrecy outage performance of the concerned system. A careful obser-
vation in Figure 4.3 reveals that the curve M = 1 of the colluding case coincides with
that of the non-colluding case, which is intuitive and further proves the effectiveness

of our theoretical analysis.

4.4.2 Performance Evaluation

Regarding the impact of the number of relays n on the secrecy outage performance,
it can be observed from Figure 4.3 that the SOP decreases as n increases for both
the non-colluding case and the colluding case with different collusion intensity M.
This is mainly due to the reason that, in the cooperative jamming scheme, more
interference will be generated at the eavesdroppers for a larger number of relays,
and thus the probability that eavesdroppers successfully decode the source message
would decrease. This suggests that distributing more relays is an effective approach
to decreasing the possibility of secrecy outage, and thus improving the security of the
concerned network. A careful observation from Figure 4.3 indicates that to degrade
the SOP to 50%, at least 20 relay nodes are required for M = 1 and at least 30 nodes
are required for M = 5. This is because that the artificial noises generated from the
jammers not only degrade the eavesdropper channels but also degrade those of the
legitimate transmitter-receiver pairs at the same time.

To understand the impact of eavesdropper collusion M on the secrecy outage
performance, we summarize in Figure 4.4 how the SOP varies with M for three
different ~, (i.e., 7. = 0.3, 7. = 0.5 and 7, = 1.0), when n = 30, m = 10, 7 = 0.5
and v = 1.0. We can see from Figure 4.4 that as the collusion intensity M increases,
so does the SOP, implying that the eavesdropper collusion will significantly increase
the possibility of secrecy outage, i.e., deteriorate the security performance of the

concerned network. For example, the SOP for 7. = 1.0 when all the eavesdroppers
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Figure 4.5: SOP vs. noise-generating threshold 7 for different M, with n = 30,
m = 10, 7. = 0.5 and v = 1.0.

collude (i.e., M = m = 10) is 0.61825, which is much greater than the one 0.03346

when no eavesdroppers collude (i.e., M = 1). Another observation from Figure 4.4
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Figure 4.6: Relationship between theoretical results and representative network cases.

reveals that the SOP increases as the SIR threshold ~. for eavesdroppers decreases,

which is very intuitive since a smaller 7, results in a greater decoding ability for

To see how the noise-generating threshold 7 affect the secrecy outage performance,
we summarize in Figure 4.5 how the SOP varies with 7 for different collusion intensity
M, when n = 30, m = 10, 7. = 0.5 and v = 1.0. The results in Figure 4.5 indicate
that the SOP decreases as the noise-generating threshold 7 increases for both the
non-colluding (M = 1) and colluding cases (M > 1), which is also because that more
interference will be generated at the eavesdroppers for a greater 7. This indicates

that increasing the noise-generating threshold is also an effective way to enhance the

To illustrate the relationships between the theoretical SOP results and network
cases, we provide the SOP results for six representative networks cases in Figure 4.6
for n = 30, m = 10, 7. = 0.5 and v = 1.0. We consider three different cases of
collusion intensity (i.e., M = 1, M = 5 and M = 10), which correspond to the

cases of no colluding, half colluding and full colluding respectively. For the jamming
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Figure 4.7: SOP vs. SIR threshold for legitimate receivers ~ for different M, with
n =30, m =10, 7. = 0.5 and 7 = 0.5.

strength, we consider two cases of noise-generating threshold (i.e., 7 = 0.05 and
7 = 1.0), which correspond to the cases of weak jamming and strong jamming. We
can see from Figure 4.6 that the SOP increases as the collusion intensity increases,
while the SOP decreases as the jamming strength increases.

To further investigate the impact of the SIR threshold for legitimate receivers v on
the secrecy outage performance, we summarize in Figure 4.7 how the SOP varies with
~ for different collusion intensity M, when n = 30, m = 10, 7. = 0.5 and 7 = 0.5.
It can be observed from Figure 4.7 that as v increases the SOP first remain constant
and then decreases. This is mainly due to the reason that there exists some threshold
(e.g., about 0.2 in Figure 4.7) on . The transmission is conducted in two hops almost
surely for 7 less than this threshold, whereas the probability that the transmission is
suspended in the second hop increases as 7y increases beyond the threshold. Therefore,
the eavesdroppers can overhear the source message in two hops at the beginning but
then only in the first hop with an increasing probability as v increases.

To illustrate the inherent tradeoff between the number of relays n and the noise-
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Figure 4.8: Feasible (n,7) curve under the constraint of SOP = 0.2, 0.3 and 0.5, for
m=>5 M=2 v =0.5and v=1.0.

generating threshold 7, we summarized in Figure 4.8 the feasible (n, 7) pairs to achieve
a target SOP, under the setting of m =5, M = 2, 7. = 0.5 and v = 1.0. It can be
observed from Figure 4.8 that the noise-generating threshold 7 decreases with the
number of relays n. This means that if more relays nodes are distributed in the
network, a smaller noise-generating threshold is enough to achieve the same target
SOP. A careful observation from Figure 4.8 indicates that as the number of relays n
increases, the SOP is more sensitive to the change of noise-generating threshold 7.
For example, to decrease the SOP from 0.5 to 0.2, an increase of 7 from 1.2 to 3.2
is required for n = 10, whereas a much smaller increase of 7 (i.e., the increase from

0.378 to 0.515) is enough for n = 30.

4.5 Summary

This chapter conducted theoretical analysis to explore the secrecy outage perfor-

mance of a two-hop wireless network under eavesdropper collusion, where coopera-
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tive jamming is adopted to counteract such attack. Two eavesdropper cases were
considered, i.e., the non-colluding case where eavesdroppers operate independently
and the M-colluding case where any M eavesdroppers combine their observations to
conduct eavesdropping attacks. We first derived the SOP of non-colluding case and
then determined the SOP for M-colluding case by jointly applying the Laplace and
inverse Laplace transform, the keyhole contour integral and the Cauchy Integral The-
orem. Our results indicate that eavesdropper collusion can significantly increase the
possibility of secrecy outage, and thus, deteriorate the security performance of the
concerned network. Another important finding of this paper is that the cooperative
jamming scheme can improve the network security by either distributing more relays

or increasing the noise-generating threshold.
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CHAPTER V

Cooperative Jamming Design in Large-Scale

Wireless Networks

In this chapter, we focus on the cooperative jamming design in large-scale wireless
networks, for which we propose a friendship-based cooperative jamming scheme to en-
sure the security of a finite Poisson Network with one source-destination pair, multiple
legitimate nodes and multiple eavesdroppers distributed according to two indepen-
dent and homogeneous Poisson Point Processes (PPP), respectively. To evaluate the
performances of the proposed jamming scheme, we derive analytical expressions for
the SOP and TOP of the concerned network under two typical cases of the path-
loss exponent, by applying the tools from Stochastic Geometry. Extensive simulation
and numerical results are presented to validate our theoretical analysis as well as to

illustrate the performances of the proposed cooperative jamming scheme.

5.1 Preliminaries and Jamming Scheme

5.1.1 System Model

As illustrated in Figure 5.1, we consider a finite wireless network with nodes dis-
tributed over a bi-dimensional disk B(o, D) C R? with radius D. The network consists

of a source S located at the origin o and a destination D at location gy, with fixed
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O  Legitimate Node ‘ X Eavesdropper

Figure 5.1: System model: nodes are distributed over a bi-dimensional disk B(o, D)
with radius D. The source S is located at the origin o and the destination D is located
at yo with ||yo|| = [. Legitimate nodes and eavesdroppers are distributed according
to two independent homogeneous PPPs.

distance ||yo|| = [ to the origin o. Also present in the network are multiple legitimate
nodes and multiple eavesdroppers, whose locations are modeled as two independent
and homogeneous PPPs ® and ¢y with intensities A and Ag, respectively. Through-
out this paper we will use z (z) to denote the random location of a legitimate node
(eavesdropper) as well as the node (eavesdropper) itself. To suppress the eavesdrop-
pers, a set of legitimate nodes will serve as jammers (i.e., J) to generate random

Gaussian noise. The set of jammer locations is denoted as ® ;.

We assume all channel suffer from both small-scale Rayleigh fading and large-scale
log-distance path loss with exponent o > 2 [1]. The fading coefficient is constant for
a block of transmission and varies randomly and independently from block to block
for all channels. We assume that the source and jammers transmit with the same
power P;. Without loss of generality, we assume P, = 1. The sum interference

caused by the set of jammers at any location y in the network is then given by I(y) =

erbj |hx,y

||z —y||”®, where h,, and ||z —y|| are the fading coefficient and distance
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between z and y, respectively. Due to the Rayleigh fading assumption, |h,,[|* is
exponentially distributed and we assume unit mean for |h, ,|?, i.e., E[|hs,|*] = 1. The
network is assumed interference-limited, and hence, the ambient noise is negligible.

The signal-to-interference ratio (SIR) for the destination D from the source S is then

[Po,yg 2172

on) and the SIR for any eavesdropper z € ®g is given by

given by SIR,, =
— lhosPllzlI7
SIR, = =55 —-

5.1.2 Friendship-based Cooperative Jamming

This paper adopts the cooperative jamming technique to ensure the transmission
security. Conventional cooperative jamming schemes usually do not exploit the inher-
ent social behaviors among networks and allow all nodes being jammers equally likely.
In practice, however, some nodes may refuse to serve as jammers, only because that
they have no social relationships with the transmitter. Based on this idea, this pa-
per proposes a friendship-based cooperative jamming scheme (as illustrated in Figure
5.2a) by exploiting the inherent friendship between the source and legitimate nodes.
Different from conventional cooperative jamming schemes, the proposed jamming
scheme aims to allow only the legitimate nodes that are friends of the source to serve
as jammers (see Figure 5.2 for the difference). To model the friendship among net-
work nodes, we adopt the so-called octopus friendship model (see Figure 5.3 ) in [56],
where each node (say A) has not only local friends in a circle (called local friendship
circle) around itself but also N long-range friends randomly selected from the region
outside the local circle. Here, N can be drawn from any given discrete probability
distribution, such as power law, Poisson, geometric or uniform distribution.

Based on the octopus friendship model, the proposed cooperative jamming scheme
is composed of a Local Friendship Circle (LFC) with radius R, and a Long-range
Friendship Annulus (LFA) with inner radius Ry and outer radius R, where 0 <

R1 < Ry < D (illustrated in Figure 5.2a). Both the LFC and LFA are centered at
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Figure 5.2: Friendship-based vs. conventional cooperative jamming.

® [ocal friends © Long-range friends

Figure 5.3: Octopus friendship model.

the source (i.e., the origin 0). We use A; to denote the LFC and A, to denote the
LFA. In the proposed jamming scheme, all legitimate nodes in A; serve as jammers,
while each legitimate node x in A, serves as a jammer through a location-based policy
P(||z|]) € [0,1]. Notice that different P(||x||) can yield different distributions of long-

range jammers (i.e., different ® 7). In this paper, we design three policies P(]|z||),
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Policy E Policy | Policy D

Figure 5.4: Illustration of long-range jammer selection policy.

which are summarized as follows.

e Policy E: In this policy, each node x € ® N A, is selected as a jammer with
Fqual probability P(||z||) = p € [0, 1]. This policy corresponds to the scenario

where long-range jammers are uniformly distributed over A, (see Figure 5.4).

Policy I: In this policy, each node z € ® N A, is selected as a jammer with

probability P(||x||) Increasing with its path loss to the transmitter, i.e.,

[|z]|* = RY
Pllzl) = o= (5.1)
Ry —Ri

This policy corresponds to the scenario where most of the long-range jammers

are distributed near the outer circle of the LFA (see Figure 5.4).

Policy D: In this policy, each node x € ® N As,, is selected as a jammer with
probability P(||x||) is Decreasing with its path loss to the transmitter, i.e.,

RS — |||

Plllell) =
2 1

(5.2)

This policy corresponds to the scenario where most of the long-range jammers

are distributed near the inner circle of the LFA (see Figure 5.4).
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Remark 3 The policy P(||z||) can be interpreted as a thinning operation on ® [65].
According to the property of thinning operation, the number of jammers in As still
follows a Poisson distribution. Hence, the friendship model in the proposed jamming
scheme is a special case of the one in [56], given that N is drawn from a Poisson

distribution.

5.1.3 Performance Metrics

The impact of friendship-based cooperative jamming scheme on the communi-
cation between the source S and destination yy is two-edged. On one hand, the
interference generated by the jammers can degrade the eavesdropper channels, which
may greatly enhance the security of the communication. On the other hand, the
source-destination link is also impaired by the unintended interference, resulting in
a probably unreliable communication. To measure the reliability and security of the
source-destination communication, we still use the metrics of TOP and SOP as intro-
duced and defined in Chapter III. In this chapter, the TOP denotes the probability
that the SIR at the destination ¥, is below some threshold ~, i.e., SIR,, < v and
the SOP denotes the probability that the SIR at one or more eavesdroppers is above

some threshold 7.. Formally, the TOP is given by
P, = B(SIR,, < 7). (5.3)

and the SOP is given by

P, =P ( U SR, > %> . (5.4)

2€dbp
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5.2 Laplace Transform of Sum Interference

In this section, the Laplace transform of the sum interference I(y) at any location
y € B(o,D) is analyzed for all three long-range jammer selection policies. To make
the analysis mathematically tractable, we focus on two typical path loss scenarios of

a=2and a = 4.

According to the definition, the Laplace transform of I(y) is given by

Lii(s) = By [e™]

=B, (o) [XP | =5 Y 1hayl*lle =yl

zed s

= Ba, ghoyy | ] exp (—slhayl*llz —yl7%)

z€d s

=Ba, | [] B [exp (—slhay*lle =yl 7)]

.1‘6<I>]

=Es, | [] ! : (5.5)

|t T slle— ol

where = = E, I, D denotes the selection policy.

From the cooperative jamming scheme in Section 5.1.2, we can see that ®; is
indeed an inhomogeneous PPP obtained by applying two independent thinning op-
erations on ®. We now define the intensity measure of ®; by A(-), which gives the
expected number of nodes in a given set. By applying the probability generating

functional of ® 7, we have
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1
L ) = ex / ( )A da:}
ol p{ B(o,D) L+ s||lz —y||~ (d)

== [ o () A0 o0

A

where A(dz) is given by

Mz, r e A
P(||z|)dz, =€ Ay
following from the thinning property of PPP. The term A in (5.6) can be rewritten

as

A—)\/Al (m) dx+Af42 (W) Plal)dz.  (5.8)

e

Ba Ca

Changing Cartesian coordinates to polar coordinates, we can rewrite B, and C,, as

R1
B, — 2/ / srdfdr ’ (5.9)
o Jo s+ (r2+|[yl]* = 2r[y][ cos O)/2

and

srP(r)dodr
C, =2 5.10
/ / ST T IP = 2]yl cosB) (5.10)

5.2.1 The Case of a =2

In this subsection, we derive the Laplace transform of I(y) for the case of a = 2.

The main results are summarized in the following theorem.
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Theorem V.1 For the case of o = 2, the Laplace transform of the sum interference

I(y) at any location y € B(o, D) under Policy E is given by

s+ R5— ||yl
2|ly|lv/s

S+R?ﬂMP_mx@}
2|lyl|v/s Hyll] [

(5.11)

Ef)(’j)(s) = exp{ — A\ms {p arcsinh

+(1 — p) arcsinh

where X denotes the intensity of legitimate nodes, Ry denotes the radius of LFC (i.e.,
inner radius of LFA), Ry denotes the outer radius of LFA, arcsinht = In(t++v/t? + 1)
denotes the inverse hyperbolic sine function. The Laplace transform of I(y) under

Policy I and Policy D is given by

E?(l;)(s) = exp{ — \7s {\IJEI(RQ, s, ||yll) — \IJEI(Rl, s, ||yl

s+ R -l

(s ) } (5.1

where = =1 and D,

4+2 _ 2\ -2 + 2)2 RQ_ 2 2 _ 2
W, o) = AW IR A REWE g, 2 I
R3;—R% R3—R1 2||y||\/§
and
R2—|lyl|? 2 ||ylI? T3 9(s—lull2)r2 2\2
\1’123(7’,8, HyH) — S5+ 22 ||12y|| arcsinh s+ ||y|| . \/<T + (S ||y2|| )T2+(3+||y|| ) .
R5—R1 2||Z/||\/g R3;—R17

Proof 13 The proof is given in Appendiz C.2.

5.2.2 The Case of a =4

The Laplace transform of I(y) for the case of & = 4 is derived in this subsection.

The main results are summarized in the following theorem.
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Theorem V.2 For the case of o = 4, the Laplace transform of the sum interference

I(y) at any location y € B(o, D) under Policy E is given by

+77Z)(R173a ||y||)
LEA (s) = expd — Am/s [E — (1 — p) arctan Vs
10 *) ¢ N 1) B 1

V5 + 9(Ra, s, [lyl]) }}

—p arctan
N(Ra, s, |lyll) + R3 = [yl

where X denotes the intensity of legitimate nodes, Ry denotes the radius of LFC (i.e.,

inner radius of LFA), Ry denotes the outer radius of LFA,

iy VYOO T = 56 TP + gt 1
n(r s, |lyll) = 7 ,

g(r, s, lyll) = (r* = llyl*)* — s, (5.13)

Vs(r? + \|y|\2)7

s i) = == T

(5.14)

and arctant is the inverse tangent function. The Laplace transform of I(y) under

Policy 1 and Policy D 1is given by

\/§+ ¢(R175’ H?/H)
(Ra, s, [lyll) + RE = [lyl[?

= 0
LT ’4(8) = expy — AT/ [— — arctan
I(y) 9 n

+UT (Ra, s, [[yl]) —‘1145'(731,8,||y||)] } (5.15)

76



where 2 =1 and D,

2/sl|y|)?
(s ) = g e G ) 7% = [P+ (V5 + 00, )
2 1
1
sz |+ 3P bl = 3. )
2 1
s+ R = [yl V3 (0,5, Iyl
arctan , (5.16
RI-R 70,5 Tl + 72 — [l )
and
25|yl ]2
P (15, 1) =~y g . )+ = P2+ (45 + s, D
2 1

o |+ AP bl = 3t D)

s+ Ry [yl aretan VS0 s [lyll)
R; —Ri n(r, s, [yl]) + 72 = [|yl]?

(5.17)

Proof 14 The proof is given in Appendiz C.3.

Corollary 1 ForP(r) =0, as Ry — oo, the Laplace transform of I(y) for the case of
a=4is £f(’3)(3) = exp <—#>, which recovers the well-known Laplace transform

of I(y) for a homogeneous infinite PPP with o = 4 [66].

Proof 15 Letting P(r) = 0 yields

E?zi><s>=exp{—Am[g—amnn V5 + (R, lyl) }}

(Ra, s, lyll) + Ri = Iyl

As Ri — oo,
R 2
lim arctan Vs + ol 1,8,2\|y!|) 5 = arctan¢2 =0, (5.18)
R0 n(Ras s, [lyll) + Ri = [yl 00 — ||yl

which completes the proof.
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5.3 Outage Performance

In this section, the TOP and SOP of the proposed cooperative jamming scheme
are analyzed. We focus again on the cases of @ = 2 and o = 4. The analysis is based
on the Laplace transforms of the sum interference I(y) derived in Section 5.2. We
first determine the exact expression for the TOP and then obtain both the upper and

lower bounds on the SOP.

5.3.1 Transmission Outage Probability

The TOP can be regarded as a measure of the link reliability between the source S
and destination D. For the Rayleigh fading channel model, the TOP can be directly
derived by applying the Laplace transform of the sum interference at the location of

destination yo [66]. The following theorem is established to summarize the result of

the TOP.

Theorem V.3 Consider a finite Poisson network with nodes distributed over a bi-
dimensional disk B(o,D) as illustrated in Figure 5.1 and the friendship-based coop-
erative jamming scheme in Section 5.1.2, the TOP of the source-destination pair is

gien by
Po=1-— £?€;0)<’yla>7 (519)

where = = E, I and D denotes the long-range jammer selection policy, o denotes the
path loss exponent, and the Laplace transform [,?(’;‘O)(wla) of the sum interference at
the destination yqo is given by (5.11), (5.12), (5.13), (5.15) with ||yo|| =1, s = y1* for

the cases of a = 2 and o = 4, respectively.
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Proof 16 From the definition of TOP in (5.3), we have

Py =P (SIR,, < 1)
| hogol 1~ )
( [(yo) !
| hoo 21 )}

=E¢, |P| ——— <~

b { ( [(?/0) Vl 7
= Eo, DP) (|ho7yo|2 < '7la](yo)|q>J)}
— 1 — El(yo) [e—’YlaI(yO)}

= 1= L7, (1), (5.20)

which completes the proof.

5.3.2 Secrecy Outage Probability

The SOP is a commonly-used performance metric to quantify the PHY security. In
the performance analysis of large-scale systems, the exact SOP is usually unavailable,
mainly due to the reason that the analysis involves computing highly cumbersome
integrals in terms of the PPPs of both legitimate nodes and eavesdroppers. We
therefore resort to obtain the upper and lower bounds on the SOP by applying the
bounding technique used in [67]. We establish the following theorem to summarize

the main results.

Theorem V.4 Consider a finite Poisson network with nodes distributed over a bi-
dimensional disk B(o, D) as illustrated in Figure 5.1 and the friendship-based cooper-
ative jamming scheme in Section 5.1.2, the upper bound on the SOP of the source-

destination pair is given by

D
PYB =1 —exp {—27T/\E/0 E?(’?)(%T‘j)redre} , (5.21)
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and the lower bound is given by
D —_—
PLB = / 2/\E7rre*exp(—)\E7ﬂ“g*)Ef(’g‘*)(%rg‘*)dre*, (5.22)
0

where A\g denotes the intensity of eavesdroppers, 7. denotes the minimum required
SIR for eavesdroppers to correctly decode the message, = = E, I and D denotes the
long-range jammer selection policy, o denotes the path loss exponent, z* denotes the
eavesdropper nearest to the source o, r.~ denotes the distance between z* and o, and the
Laplace transform L33 (vre) is given by (5.11), (5.12), (5.13), (5.15) with |[z|[ = re,

s = yre for the cases of a =2 and o = 4, respectively.

Proof 17 From the definition of SOP in (5.3), we have

P, =P ( lJ Sir,, > %>

2€dp
:1—11»((] SIRZ<%>
ZE@E
|h0,z|2||z||7a
= 1—Eq>j ]E@E P(ﬂ T<VG‘Q)E,®\7
L L 2€dp
(@) |h072]2‘|z“_0‘
:]_—Eq;y E‘PE HP(T<’YG‘(I)E,(I)]
L LzePp
ho|?||2]| 7
= 1—E¢J E@E H (1—1[3(% >73‘®E7q)j))]]
zedp

' o 12|~
O O N Y (- - RO PR R
B(0,D) I(2)

where (a) follows since |h, .|?, 2 € ®g are i.i.d. random variables, and (b) follows from

applying the probability generating functional of ®g. Applying the Jensen’s Inequality
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yields the upper bound on Pi,,, we have

3 3 7o, | |2]]
P, <1—exp AE Es, |P >76|<I>j dz
B(0,D) I(z)

—1-en{one [ il
B(o,D)
D —_
=1—exp {—271‘)\]5/ L7 ('yerg‘)redre} . (5.24)
0

The lower bound is obtained by considering only the eavesdropper z* nearest to
the source S. Let R, denote the random distance between z* and S. The probability

distribution function of R, can be given by

2 pmreexp(—Apmrid), 0<r. <D
fRz* (T6*> -

0, otherwise

Please refer to Appendiz C.4 for the proof. The SOP can then be bounded from below

by the probability that z* causes a secrecy outage, i.e.,

P,, > P(SIR.- > .) (5.25)

27,,—*06

= [Tr (M=l ) e
T TG ) et

D
= / 2ApTrerexp(—Apmr. )E?(j) (Yers)dres.
0

5.4 Numerical Results and Discussions

In this section, we first conduct extensive simulations to verify the theoretical
analysis of TOP and SOP. We then explore how the parameters of the friendship-
based cooperative jamming scheme affect the TOP and SOP performances of the

legitimate transmission.
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5.4.1 Simulation Settings

A simulator based on C++ was developed to simulate the PPPs ® and &g, the
friendship-based cooperative jamming model and the transmission process between
the source S and destination D, which is now available at [68]. The PPP & (®p)
is simulated by applying the method in [65], where the first step is to generate a
Poisson-distributed number N with mean AwD? (AgnD? for ®5) and the second step
is to distribute N nodes uniformly over the network B(o, D). The total number of
source-destination transmissions is fixed as 100000 and the common transmit power is

fixed as 1. The TOP is calculated as the ratio of the number n;, of transmissions with

transmission outage to the total transmission number, i.e., TOP = gres. Similarly,
The SOP is calculated as SOP = fjees, where ng, is the number of transmissions

with secrecy outage.

Extensive simulations have been conducted to verify the theoretical analysis of
TOP and SOP. We considered the cases of & = 2 and o = 4 and examined how the
TOP and SOP vary with the density of legitimate nodes A under three long-range
jammer selection policies E, T and D. For both path loss cases, the network radius
was fixed as D = 30 and the density of eavesdroppers was fixed as A\g = 0.001. For
the friendship-based cooperative jamming scheme, the radius of the LFC was fixed as
R1 = 1, the outer radius of the LFA was fixed as Ry = 10 and the selection probability
in Policy E was set as p = 0.1. The SIR thresholds were fixed as v = 0.5 for the
destination D and 7. = 0.1 for eavesdroppers. The source-destination distance was set
as [ = 1. The corresponding simulation results and theoretical results are summarized

in Figure 5.5 and Figure 5.6.

5.4.2 Model Validation

Figure 5.5a and Figure 5.6a indicate clearly that the simulation results of TOP

match nicely with the theoretical ones, so our theoretical results can be applied to
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Figure 5.5: Simulation results vs. theoretical results for TOP and SOP for a = 2.

model the TOP performance of the Poisson networks under Policy E, Policy I and
Policy D for the cases of @ = 2 and a = 4. Figures 5.5b, 5.5¢, 5.5d, 5.6b, 5.6¢ and
5.6d indicate that the simulation results of SOP are very close to the corresponding
theoretical upper bounds, while they are different from the lower bounds, so our
theoretical upper bounds can serve as accurate approximations for the exact SOP of
the legitimate transmission under Policy E, Policy I and Policy D for the cases of

= 2 and a = 4. In the following, we mainly focus on the case of @ = 4, as the

behaviors of TOP and SOP for o = 2 and a = 4 are similar. In addition, we use the
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Figure 5.6: Simulation results vs. theoretical results of TOP and SOP for o = 4.

theoretical upper bounds on SOP in the discussions of the SOP performance.

5.4.3 TOP and SOP vs. Jamming Parameters

We now explore how the TOP and SOP performances of the network vary with
the parameters of the friendship-based cooperative jamming scheme with different
long-range jammer selection policies. We first examine the impact of the density of
legitimate nodes A on the TOP and SOP performances. It can be observed from

Figure 5.5 and Figure 5.6 that the TOP increases as A increases, while the SOP de-
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creases as A increases under all policies E, T and D for both @ = 2 and o = 4. This
is very intuitive since a larger sum interference can be generated in the network as
A increases, degrading both the source-destination channel and eavesdropper chan-
nels. As shown in Figure 5.5 and Figure 5.6 in general, Policy I outperforms Policy
D in terms of the TOP performance, while Policy D can ensure a better SOP per-
formance than Policy I. This is due to the following two reasons. The first one is
that Policy D has much more long-range jammers than Policy I, so it will generate
more interference in the network, resulting in a better SOP performance but a worse
TOP performance. The other reason is that the long-range jammers of Policy D are
much closer to the source than those of Policy I. Notice that near (i.e., close to the
source) eavesdroppers dominate the behavior of SOP, so Policy D is more effective
to suppress near eavesdroppers than Policy I, achieving a better SOP performance.
Notice that in Figure 5.5 and Figiure 5.6, the jammer selection probability of Pol-
icy E is fixed as p = 0.1, which corresponds to a weak long-range jamming scenario.
For the moderate long-range jamming scenario (p = 0.5) and strong long-range jam-
ming scenario (p = 1.0), Figure 5.7 shows TOP and SOP vs. A for & = 4. As shown
in Figure 5.7 that the behaviors of TOP and SOP are similar for different p. One can
also observe from Figure 5.7 that the TOP increases as p increases, while the SOP
decreases as p increases. This indicates that we can flexibly control the TOP and SOP

performances of Policy E by varying the long-range jammer selection probability p.

5.4.3.1 TOP and SOP vs. R,

We now investigate how the TOP and SOP performances are affected by the
radius of LFC Ry, i.e., the inner radius of LFA. For the scenario of Ry = 10, D = 30,
v=0.5, A=0.1, 1l = 2 and a = 4, Figure 5.8a illustrates how the TOP varies with
R, for Policy I, Policy D and Policy E with p = 0.5. We can see from Figure 5.8a

that the TOP first increases as R; increases, then saturates to a constant value and
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Figure 5.7: Impact of p on TOP and SOP for Policy E.

finally stays almost the same for Policy I and Policy E. Actually, this is also the
case for Policy D. The increasing behavior of TOP is because that the total number

of jammers increases as R; increases, although the number of long-range jammers
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Figure 5.8: Impact of Ry on TOP and SOP.

decreases, which results in a larger sum interference in the network. The behavior
that TOP of all policies saturates to a same constant is due to the fact that all policies

finally reach to the same jamming pattern at the point of R; = R,. For the scenario
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of Ro =10, D = 30, 7. = 0.1, Ag = 0.001, A = 0.1 and a = 4, Figure 5.8b shows
how the SOP varies with R, for Policy I, Policy D and Policy E with p = 0.5. It
can be observed from Figure 5.8b that the SOP first decreases as R; increases, then
saturates to a constant value and finally stays almost the same for all policies. This

is due to the same reason as explained above.

5.4.3.2 TOP and SOP vs. R,

Regarding the impact of the outer radius of LFA R on the TOP performance,
we show in Figure 5.9a how the TOP varies with R, for Policy I, Policy D and
Policy E with p = 0.5 under the settings of Ry = 1, D = 30, v = 0.5, A = 0.1,
Il =2 and o = 4. As shown in Figure 5.9a that the TOP of Policy E and Policy D
always monotonically increases as Ry increases, but this is not the case for Policy I.
The increasing behavior of TOP for all policies are because that the number of long-
range jammers increases as Ro increases, generating a larger sum interference in the
network. The decreasing behavior of TOP for Policy I is due to that its long-range
jammers are getting further away from the destination as Ry continues to increase,
since these jammers are mainly located in a small annulus region near R,. For the
impact of Ry on the SOP performance, we illustrate in Figure 5.9b SOP vs. R, for
Policy I, Policy D and Policy E with p = 0.5 under the settings of Ry = 1, D = 30,
Ye = 0.1, A\g = 0.001, A = 0.1 and o = 4. As expected, we can observe from Figure

5.9b that the SOP decreases as R» increases for all policies.

5.5 Summary

This chapter explored the physical layer security-based secure communications
in a finite Poisson network with social friendships among nodes, for which a social
friendship-based cooperative jamming scheme is proposed. The jamming scheme con-

sists of a Local Friendship Circle (LFC) and a Long-range Friendship Annulus (LFA),
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Figure 5.9: Impact of Ry on TOP and SOP.

where all legitimate nodes in the LFC serve as jammers, but the legitimate nodes in
the LFA are selected as jammers through three location-based policies, namely, Policy

E, Policy T and Policy D. To understand the security and reliability performances of
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the proposed jamming scheme, we analyzed its TOP and SOP based on the Laplace
transforms of the sum interference at any location in the network. The results in this
paper indicated that, in general, Policy I outperforms Policy D in terms of the re-
liability performance, while Policy D can ensure a better security performance than
Policy I. Also, we can flexibly control the reliability and security performances of
Policy E by varying its long-range jammer selection probability. An interesting ob-
servation from the results in this paper showed that increasing the outer radius of
the LFA beyond some threshold under Policy I can improve both the reliability and

security performances of the proposed jamming scheme.
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CHAPTER VI

Conclusion

In this thesis, we studied the PHY security performances of wireless networks,
where the PHY security technique of cooperative jamming is adopted to ensure secure
communications. We first explored the PHY security performance of small-scale
wireless networks with non-colluding eavesdroppers, and then investigated the PHY
security performance of small-scale wireless networks with colluding eavesdroppers.
Finally, we examined the cooperative jamming design issue in large-scale wireless
networks.

For the PHY security performance of small-scale wireless networks with non-
colluding eavesdroppers, we studied in Chapter III the eavesdropper-tolerance capa-
bility (ETC) of a two-hop wireless network with one source-destination pair, multiple
relays and multiple on-colluding eavesdroppers. We first theoretically analyzed the
secrecy outage probability (SOP) and transmission outage probability (TOP) of a two-
hop relay wireless network with cooperative jamming under two relaying schemes, i.e.,
random relaying and opportunistic relaying. Based on the SOP and TOP results, we
then determined the ETC of both schemes. The main results in Chapter III showed
that cooperative jamming is an effective technique to provide security for wireless
communications. In addition, we found that the opportunistic relaying scheme can

achieve a much better ETC performance, which is usually orders of magnitude more
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than that ensured by the random relaying scheme.

For the PHY security performance of small-scale wireless networks with colluding
eavesdroppers, we investigated in Chapter IV the SOP of a two-hop wireless network
with one source-destination pair, multiple relays and multiple colluding eavesdrop-
pers. We consider two eavesdropper scenarios to depict the behavior of eavesdroppers,
i.e., non-colluding scenario where eavesdroppers do not collude and operate indepen-
dently and M-colluding scenario where M eavesdroppers can collude to exchange and
combine the received signals so as to improve the successful decoding probability. We
first derive the analytical expression for the SOP under the non-colluding scenario,
we then derive the SOP under the M-colluding scenario by applying the techniques
of Laplace transform, keyhole contour integral and Cauchy Integral Theorem. The
results in this chapter showed that eavesdropper collusion can significantly increase
the possibility of secrecy outage, and thus, deteriorate the security performance of

the concerned network.

In Chapter V, we addressed the cooperative jamming design issue in large-scale
wireless networks, for which proposed a friendship-based cooperative jamming scheme
to ensure the secure transmission of a finite Poisson network with one source-destination
pair, multiple legitimate nodes and multiple eavesdroppers, whose locations are mod-
eled by two independent and homogeneous Poisson Point Processes, respectively. The
jamming scheme comprises an LFC and an LFA, where all legitimate nodes in the LFC
serve as jammers, and three location-based policies (i.e, Policy E, Policy I and Policy
D) are designed to select legitimate nodes in the LFA as jammers. The analytical ex-
pressions for the SOP and TOP were also derived to evaluate the performances of the
proposed scheme. The results in this paper indicated that, in general, Policy I out-
performs Policy D in terms of the reliability performance, while Policy D can ensure
a better security performance than Policy I. Also, we can flexibly control the reliabil-

ity and security performances of Policy E by varying its long-range jammer selection
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probability. An interesting observation from the results in this paper demonstrated
that increasing the outer radius of the LFA beyond some threshold under Policy I
can improve both the reliability and security performances of the proposed jamming
scheme.

It is notable that, this thesis considers a relatively simple block Rayleigh fading
channel model where channel gains remain constant during a block of time. In prac-
tice, however, the channel may vary very fast even for a small time block. So, one of
the interesting and important future work is to study the PHY security performances

of wireless networks under more practice channel models.
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APPENDIX A

Proofs in Chapter I1I

A.1 Proof of Lemma 1 and 2

Proof of Lemma 1 : From the transmission protocol and the i.i.d fading as-
sumption, we can easily see that I; and I5 are the sum of random variables which are
smaller than 7 among n — 1 i.i.d random variables and thus Iy and I are independent
and identically distributed. Now we take I; for example to determine the distribution
of the total interference in both hops. By using the function U(z) = 1,<,(x) -z in the
proof of Theorem I1I.1, we can rewrite /1 = > 7, ., U(|hg, R, |?). The mean and vari-
ance of the mixed-type random variable U(|hg, g,|*) can be given by pi; = 1—(14-7)e™"

T

and 0 =1 — 7277 — (1 + 7)%¢?". Therefore, the pdf of I; can be recursively given

by the following mixed density and mass function

ef(nfl)f’ r=0
f(@)=qpoa(x)e™ O0<a<(n—1)7

0, otherwise,
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where p,,_1(x) is a piecewise function and coincides with different polynomial functions
of degree at most n — 2 on each interval (k7, (k+ 1)7] for 0 < k < n — 2. However,

it is quite difficult to determine the function p,_1(z), especially for large n. Thus,

we approximate I; by a normal random variable with mean p = (n — 1)u; and

variance 02 = (n — 1)o?, according to the Central Limit Theorem and its pdf can
) _(e=p)?

be approximated by f(x) ~ f(x) = ¢ U\;; where p = (n —1)|1 — (1 +7)e” 7| and

o= \/(n -1) [1 — 7127 — (14 7)%727].

Proof of Lemma 2: Before deriving the probability in Lemma 2, we first define
the event that relay Ry, k = 1,--- ,n is selected as the message relay by A (i.e.,

b = k). Besides, we use a new random variable S; to define min{|hs g, |*, |hg,p|*} for

each relay R;. It is notable that S;,j = 1,--- ,n is an exponential random variable

with mean 3. Then, we have A = =12k (S5 < Sk).-

Now, applying the law of total probability, we have

P(|h5,Rb|2 >, |th,D|2 > y) (Al)

= P(lhsg,|’ > b, ol* > v, Ar)

k=1

- ZP(’hS7Rk‘2 Z xz, |th,D‘2 Z Y, m (Sj S Sk))

J=1,j#k

k=1
:Z/ P<|hS,Rk|22$a‘th7D’2zyvskzsa m (SJ §$)>d8
k=10

J=1j#k

Z/OOP<|hszk|2Zx’|th’D|22y’Sk:S>P< ﬂ (S] SS))dS
0

k=1 j=1,j#k

S

/ P(‘hsyRk‘Q > @, |hr,pl* >y, S = 3><1 — )" ds,
0

k=1
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When z >y > 0, (A.1) can be reduced to

P(|hsn,l* = @, hn, ol* = y) (A.2)
- { / P(|hs |2 = 5, lhmpl > 5) (1= e )" 1ds
k=1 r
[ P(lhsnl? > @ hnpl? = 5) (1 — e )" ds
Y

+/ P<|thRk|2 > s, |ha,pl* = 5>(1 - 6_28)"_1d8}
o (1 — —2s5\n—1 ¢ (1 _ —9s\n—1

o [T e [T,

* Y

623 es

[\)

e Y

=1-(1—e )"+ ne‘x/ (1 —tH"at

—x

=1 (=) e oln,y) — ol 7).

where p(n,z) = e %[ (%, 1—mn; %;6*2:”) and oF) is the Gaussian hypergeometric

function. Similarly, when 0 < z <y, (A.1) can be reduced to
P<|hS,Rb|2 >, |th,D|2 > y) =1- (1 - e_Qy)n +ne™? ¢<n7 I‘) - @(nay)

Combining (A.2) and (A.3), Lemma 2 then follows.
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APPENDIX B

Proofs in Chapter IV

B.1 Proof of Lemma 7

It can be seen from the definition of event A that
Dajgt = P (75731; < 7“]{) =P (’hS,RbF <7 Z ’hRijb’2|J]l.) :
JET

Hence, we first need to determine the distribution of |hg g, |*. Define min{|hs g, |?, |hr,.p|*}
for each relay Ry, k=1,--- ,n by T and the event that relay Rj announces itself as
the message relay by By (i.e., b= k). It is easy to see that B, = N1 (T < Ti),

and all T}’s are i.i.d. and exponential random variables with mean 1/2. Thus, apply-
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ing the law of total probability, we have

P (|hsr,)? < 2) (B.1)
— ZP (|hS,Rk|2 < ZL’,Bk)
k=1
=§2P<WWM2<% F]CQ§7H>
k=1 j=1,j#k
— Z/ P (\hS,RkP <z, [ (Ty<1),Th :t) dt
k=10 j=1,j#k

0

Again, by the law of total probability, we have

P (lhsr|* <z, Tp =1t) (B.2)

(
P (lhs,r, > = t,|hg,.pl|* > 1)

= +P(t<|hsr|* <z |hg,p?=t), 0<t<=zx

0, otherwise

et(2et—e), 0<t<ux

0, otherwise.

Hence, after substituting (B.2) into (B.1) and conducting some algebraic manipula-

tion, we have

" /n ke ™™ + (k — 1)e %k
P(|hS’Rb|2 <zx)= (k’) (—1)k 2(1{: — ) ) (B.3)
=0

Next, the probability distribution of |hg, g,|* for any j € Jy can be given by

e

—, 0<z <7
f|hRj,Rb\2(x) =<' . (B4)
0, r>T
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Hence, we have

" /n 1
pA'J{ = E{lhRj,Rb|27j€J1} [ (k) (_1)k2k _ 1
0

k=

(ke—lehR A4 (k- 1)6—2mz\hRj,Rb|2>

J{]
- 1 2
— v |hry R, 17| 7l
( ) o1 (kE [e b |‘]1}
k=0
+(k—1E [e*2k72|hR]-,Rb\2’Jﬂ )
< e !
_ n (—1)" 1 I 1—e
—\k 2k —1 (I—e)(1+7)

1 — e—@kr+D)7 !
0 - ( an 1) ]
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APPENDIX C

Proofs in Chapter V

C.1 Integral Identities

Identity 1 For a,b € R and a > |b|, we have from [69] and [70]

/”( de _ T af_bz)’ c.1)

a+ bcos @)+t (a2 — b2)"§1

where P,(-) is the n'"-Legendre polynomial and Py(-) =1 .

Identity 2 Let a,b,c € R and ¢ > 0. Defining Q = ct?> + bt + a and A = 4ac — b?,
we have from [69] and [70]

% = %ln(Z\/@—FQct—i—b) [c > 0]
b . 2ct+b
=7 arcsinh A [c>0,A > 0], (C.2)
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Identity 3 For m,n € Z and Q = ct*> + bt + a, we have from [69]

Wdt_on zww 2(m — 2n)c /W
m — 2n)c /\/W

/ tm tm=t (2m —2n —1)b

(C.3)

where a,b,c € R and ¢ > 0.

C.2 Proof of Theorem V.1

For o = 2, we can rewrite B, as

Ry pm srdf@dr
By =2 . C4
2 / /os+r2+|\yu2—2ruy||cose (C4)

Applying Identity 1 in Appendix C.1, we have

R 2rdr
By = ms 2 2),-2 2)2
o/t +20s = [lylP)r2+ (s + [yl
tesr? R% dt
= 7S (C.5)

o V20— [lylP)t + (s + Iyl

We then apply Identity 2 in Appendix C.1 and substitute ¢ with r2 to obtain

2 (112
By =7s <arcsinh s+ Byl In ﬁ) . (C.6)
2([yllvs [yl

Similarly, applying Identity 1, we can rewrite C,, as

Re 2r P(r)dr
R A+ 2(s — [JylP)r2 + (s + [[yl?)?

Cy =1ms
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For Policy E, P(r) = p. Then, we have

s+ 17— |lyl*|"

2HyH\/g r:R1'

C5 = prsarcsinh

(C.8)

Substituting (C.8) and (C.6) into (5.9) in Section 5.2, and then substituting (5.9) into

(5.8) yields the Laplace transform of I(y) under Policy E for o = 2.

2

4 f
T R-RE or

v =

Next, P(r) can be written as P(r) = u + vr?, where u = T R2

R2 1

Policy I, and u = Yoy RQ, U=

for Policy D. Hence,
Re 2r(u + vr?)dr
Re A/ 2(s = [lylP)r? + (s + [[y]][?)?
B (u+ vt)dt
r2 /(2 +2(s — [[ylP)t+ (s + [[yl[?)?
R dt
r V(124 2(s = [[y|)t + (s + [[y][>)?
B3 tdt }
(2 +2(s = [lylP)t + (s + [Jyl]?)?
tesr?

t— 2
= 75 {(u—vs+v||y||2) arcsinhs+ [yl

2lyllv/s

R3

Cy = 7s

= TS

= 7TS|:U

+v

, (C.9)

o/ 20— gD+ (5 + “y"ﬂ .

Substituting ¢ with 72, we have

s+ 17— |yl

2llyllv's

SO/ P [y P e HyW]

Cy = 7s | (u — vs + v||y||*) arcsinh (C.10)

Rs

r=R1

Finally, we substitute (C.6) and (C.10) into (5.9) in Section 5.2, and then substi-
tute (5.9) into (5.8) to obtain the Laplace transform of I(y) under Policy I and Policy

D for a = 2.
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C.3 Proof of Theorem V.2

For a« = 4, we can rewrite B, as

B _2/R1 /7r srdfdr
T o s+ (2 +||yl|? — 2r||y]| cos 0)

_2/31 \/_r/ dodr
0 (r2 + [ly[1* = 2r{ly[| cos & — ir/5)
dodr

_(T2 + [y||? = 27||y|| cos O + i+/s)

(C.11)

R1 2“” — QTdQT and applying Identity 2, we

Applying Identity 1, we have B4 =

VCatr2+(iv/s— IIyHQ)

and Cy = Cj is the complex conJugate of C;. Now, we rewrite C; as

have B, = 7“[ In Yutr —(iv/stlyll® ) where C; = (7" —[y|1?)? = s — 2i+/s(r? + ||y| )
-0

Cr = (n—i)* =0 —* — iy, (C12)

for some real-valued functions 7(r, s, ||y||) and ¥(r,s,||y||). For the simplicity of
notation, we also use n and v to represent n(r, s, ||y||) and (r, s, ||y||), respectively.

We can then establish the following equation system

-9 = (P —|yl*)?—s
mh = s+ yl).

(C.13)
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The functions n and ¢ can be obtained by solving the above equation system. Given

C; as in (C.12),

Ry

B, ™t =l —i(ys + )

= o P ) (C14)

r=0
s sty g
_ s L e [
T2 4
Lty =0
Ry
s+
= -7 sarctan%
n+r2—|lyll?{,2o

™ Vs + (R, s, [|yl]) )
:W\/E — — arctan ,
(2 n(Ru, s, |yll) + Rt — [[yl[?

where the last step follows from

V2
lim arctan \/§+w(r,s,2||y||) 5 =lim arctan \2/§+2 > 2:arctanoo:£
r—0 n(r, s, [lyll)+r2=|ly[[> -0 Y[ 2 +72—||y]| 2

Similarly, applying Identity 1, we can rewrite C,, as

/s [T 2rP(r)dr _ 2rP(r)dr

Cy,= C.15
ST Y S e
For Policy E, P(r) = p € [0, 1]. Then,
R>
C, = —pmy/sarctan Vs + (s [lyll) (C.16)

n(r, s [lyll) + 72 =yl |- g,

Substituting (C.16) and (C.14) into (5.9) in Section 5.2, and then substituting (5.9)

into (5.8) yields the Laplace transform of I(y) under Policy E for a = 4.

4
Next, P(r) can be written as P(r) = u + vr?, where u = —ﬁ, V= mr—m1
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: _ _R _ 1 :
Policy I, and u = e VT TEem for Policy D . Hence,

/s [T 2r(u+urt)dr  2r(u+ vrt)dr

Cy = - d
tor? /s [T (u + vt?)dt
me /1= 2005 + [yl )t + (|y]? — iv/5)?
(u + vt?)dt

C.17
VER2is — P+ (P +ivs)? (e

Next, we have

/ (u + vt?)d
V=205 + [yt + ([lyl? - iv/s)?

dt
_“/W—? (iv/s + Y1)t + ([y[]2 — iv/5)?

/ t2dt
V12— 2(iv/s + [[yl2)t + (lyl]? — iv/s)?

2202+ 3yl + 3iv5) (n — i)

o+ ollyll* = vs + o3l [yl n [VC 4 = Vs + gl (C8)

where the last step follows after applying Identity 3 in Appendix C.1 and substituting

t with 2. Similarly, we have

/ (u+ vt?)dt
\/t2+2 Vs =yt + ([lyl* +iv/s)?
= 5(?‘ +3|[yl1* = 3iv/s)(n + i)

+(U+U!|y||4—US—Z'4U\/§||3/H2)1H[ Cz+7”2—(i\/§+||y|!2)]- (C.19)

Thus, substituting (C.18) and (C.19) into (C.17) and then conducting some alge-
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braic manipulations yields

Oy = 270s]ly]*n [(w(r, s lloll) 4 72— [IPY + (V5 4 4b(r, s, ||y||>>2] (C.20)

—m/E{g [(7«2 +3[yl[*)u(r, s, 11yll) — 3v/sn(r, s, IIyII)}

Ro

+(u + v||y|[* — vs) arctan
n(ry s |lyll) + 72 = [lyl?

V5 + 9(r, s, [yl }

r=Ry

Finally, we substitute (C.14) and (C.20) into (5.9) in Section 5.2, and then sub-
stitute (5.9) into (5.8) to obtain the Laplace transform of I(y) under Policy I and

Policy D for o = 4.

C.4 Probability Density Function of R.:

The complementrary cdf of F .. (Tex) of the random distance R~ equals the prob-
ability that no eavesdroppers are in B(o,r.) for 0 < r.« < D. Hence, the cdf of R,
is given by

Fr.(re)=1—Fg_.(re)

2%

=1—P(®y(B(0o,re)) = 0)

=1- ZIP’ (®E(B(o,re)) = 0|®g(B(o, D)) = n) P(®g(B(o, D)) = n)
n=0
= r2.\" (AerD?)"exp(—A.mD?)
=1 Z% (1 a D2) n!
= r2\" (A D)™
=1 —exp(—A.71D?) Z (1 — D2) %
n=0
2 re. 2
=1—exp(—AerD%)exp || 1 — 2 AemD
=1 —exp(=A.772), (C.21)
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for 0 < re« < D. Therefore, the pdf of R« is given by

AT exp(—Aemr2), 0 <71y <D
fRo(re) =

0, otherwise
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