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ABSTRACT

Protocol Design and Performance Analysis for Covert Communications in
Relay-Assisted Wireless Systems

by
Chan Gao

With the rapid evolution of wireless communication technologies and the wide cov-
erage of wireless hotspots, wireless systems are of paramount importance to provide
ubiquitous wireless connectivity for lots of critical applications in daily life. However,
security and privacy are critical in existing and future wireless systems since a large
amount of confidential information (e.g., credit card information, physiological infor-
mation for e-health) is transferred over the open wireless channels. How to guarantee
information security has attracted increasing concerns from both academia and in-
dustry recently. Covert communication is a potential technique to prevent adversaries
from detecting the existence of transmissions among both sides of the communica-
tion. Therefore, this thesis focuses on the protocol design and performance analysis
for covert communications in the fundamental relay-assisted wireless systems.

We first investigate the covert communication in a two-hop wireless communica-
tion system with multiple relays, where a message is first transmitted from its source

to a selected relay and then forwarded by the relay to its destination under the detec-
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tion of a passive warden. We explore in detail the relay selection protocol design issue
for this system. For evaluating the performance of covert communication, we develop
a theoretical framework to analyze the transmission outage probability, the detection
error probability of warden, and covert capacity based on a relay selection protocol
proposed. We also explore covert capacity maximization through efficient numerical
searches under a given covertness requirement. Finally, extensive simulation and nu-
merical results are provided to illustrate our theoretical findings and the performance
of covert communication in two-hop wireless communication systems with multiple

relays.

We then introduce cooperative jamming technology into relay-assisted wireless
systems to interfere with the warden. In order to determine the forward relay and
the jammer, we illustrate a new relay/jammer selection protocol in such systems. In
order to explore the impact of cooperative jamming on the performance of covert com-
munication, we introduce a jam-generating threshold into the theoretical framework
and we further derive the expressions for three performance metrics, i.e., transmission
outage probability, the detection error probability of warden, and covert capacity. We
also explore covert capacity maximization through efficient numerical searches under
given covertness and outage requirements. Finally, we present extensive simulation
and numerical results to validate our theoretical results, as well as to demonstrate
that cooperative jamming can confuse the warden well to improve the performance

of covert communication.

We further extend our study to a scenario where the warden will actively attack
the communication process as a jammer in relay-assisted wireless systems. We rede-
fine the behavior of the warden that it will perform detection and jamming throughout
the covert communication process. Notice that the transmitter has to increase the
transmission power to ensure successful decoding due to the jamming of the warden,

and thus increases the risk of being detected. To deeply understand such interactions,
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based on the related relay selection protocol designed previously, we develop a new
theoretical framework to analyze the transmission outage probability, the detection
error probability of warden, and covert capacity. Then, we optimize the covert capac-
ity through power control under given covertness and outage requirements. Finally,
extensive simulation and numerical results are provided to illustrate our theoretical
findings and the performance of covert communication with an active warden in such

systems.
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CHAPTER I

Introduction

In this chapter, we first introduce the background of security in wireless commu-
nication and physical layer security, then we present the objective and main works of

this thesis. Finally, we give its outline and main notations.

1.1 Security in Wireless Communication

With the rapid development of wireless communication technology and large-scale
coverage of wireless hotspots, the proliferation of wireless user devices such as s-
mart phones, PDAs, laptops, etc., is indispensable in our daily life. During the past
decades, wireless communication infrastructure and services have been proliferating
with the goal of satisfying the rapidly increasing demands of users [1]. According to
the latest publications by the International Telecommunications Union in 2021, 75
percent of the total world population had an active mobile broadband subscription
[2]. Such a large-scale application demand gave birth to the Internet of Things (IoT)
networks. The recent advances in hardware and information technology have accel-
erated the deployment of billions of interconnected, smart and adaptive devices in
critical infrastructures like health, transportation, environmental control, and home
automation|[3], which has brought the world into the era of the IoT. The rise of IoT

is driving the technology development of the fifth-generation (5G) cellular networks



[4], which has led to an unprecedented increase in the utilization rate of wireless net-
works. However, this fact leads to an enormous amount of sensitive and confidential

information transmitted via wireless channels [5].

Due to the broadcast nature of the wireless mediums, the open communication
environment makes wireless transmissions more vulnerable to malicious attacks than
wired communication, including the passive eavesdropping for data interception and
the active interference for transmission process. The attackers can extract users
sensitive information for commercial and military transactions, resulting in global
users’ privacy exposure. According to a new survey of [6], nearly 330 million people
from 10 countries have experienced cybercrime in the last 12 months and spent 2.7
billion hours dealing with the aftermath because the wireless devices were abused
for illegal cybercriminal activities, including malicious attacks, computer hacking,
data forging, financial information theft, and online bullying/stalking etc. Therefore,
improving the security of wireless communication to fight against cybercriminals is
crucial, because more and more people are using wireless networks (e.g., cellular

networks and Wi-Fi) for online activities.

Wireless networks generally employ the Open Systems Interconnection (OSI) pro-
tocol architecture [7], consisting of the application layer, transport layer, network
layer, MAC layer, and physical layer [8]. There are relevant security measures at
each layer to ensure security requirements, including the authenticity, confidentiality,
integrity and availability [9]. Traditionally, cryptography technology plays a critical
role in the security of wireless networks because it is widely used in the protection
of sensitive data. Although cryptography technology can satisfy the security require-
ments mentioned above, the demand for computing power is very strict. The process
of encryption and decryption of sensitive data may cause network delays. With the
continuous improvement of computer power, it has become possible to crack cryptog-

raphy algorithms. In 2004, Chinese cryptography expert Xiaoyun Wang deciphered



the MD5 algorithm which was widely used on computers [10]. After that, she also
challenged other cryptographic algorithms. In order to guarantee the authenticity
of the transmitter or receiver, existing wireless networks typically employ multiple
authentication approaches simultaneously at different protocol layers [11].

It becomes obviously that exploiting multiple authentication mechanisms at dif-
ferent protocol layers is capable of enhancing wireless security, but the corresponding
costs in term of computational complexity and latency are high. Recently, physical
layer (PHY) security is emerging as a promising method of protecting wireless com-
munications to achieve information-theoretic security against eavesdropping attacks.
The philosophy behind PHY security is to exploit the natural randomness of noise
and the physical characteristics of wireless channels to provide information-theoretic
security, which has been regarded as the potential and valuable form of security irre-

spective of the computing capabilities of eavesdroppers [12, 13].

1.2 Physical Layer Security

The first study of information-theoretic security is Shannon’s research in 1949 [14],
which also marked the premier work on PHY security. Subsequently, Wyner consid-
ered a system with discrete memoryless wiretap channels in the work [15]. His result
has proved that as long as the channel capacity from the source to the destination is
higher than that from the source to the eavesdropper, information-theoretically secure
communication is possible without using any secret keys. Then, the result of Wyner
was extended to the general wiretap channels by Csiszar and Kérner in [16]. Their
results have uncovered the fact that information-theoretically secure communication
between legitimate users is achievable by employing the inherent randomness of the
wireless medium. Then, in the study [17], Wyner’s result was extended from the dis-
crete memoryless wiretap channel to the Gaussian wiretap channel, where the concept

of secrecy capacity was established. They illustrated that secrecy capacity is equal to



the difference between the channel capacity of the transmission link and that of the
wiretap link. According to these studies in [18, 19], it has been demonstrated that
transmission will become insecure if secrecy capacity drops below zero, which means
that eavesdroppers will be able to intercept the message from the source. Moreover,
the research of PHY security was extended to various wireless channel models such as
multi-antenna channel [20] and relay channel [21], etc. Based on the previous studies
mentioned above, in order to improve the security of wireless communications, di-
verse approaches have been proposed in the literature, which mainly include channel
security-oriented beamforming [22-25], cooperative jamming [26-29], channel coding

[30-32] and cooperative relaying [33-41].

The security-oriented beamforming technology based on multi-antenna signal pro-
cessing allows the source to transmit the decoded signal in a particular direction to the
legitimate receiver. Therefore, the signal received at the eavesdropper will experience
destructive interference because it usually stays another direction that is different from
the legitimate receiver. This phenomenon will weaken the ability of the eavesdropper.
Thus, beamforming technology enhances the security of wireless networks very well.
The authors in [22] demonstrated that the beamforming technique improves the secre-
cy capacity significantly based on the protocol design of orthogonal /non-orthogonal
spectrum allocation in heterogeneous networks. Beamforming applications not only
maximize the secrecy capacity of all users but also guarantee energy efficiency (SEE)
with the energy harvesting constraints [23, 24]. The work in [25] also considered
the PHY security enhancement of wireless networks by combining beamforming tech-
nology and artificial noise to prevent eavesdropping attacks. However, in practical
applications, the beamforming design needs to be adjusted according to the channel
state information (CSI). Actually, CSI of the message channel is usually not perfect.
Moreover, to achieve the transmission strategy, the cooperation of the source node

and the relay node is essential, which often leads to relatively high resource costs in



a wireless network with a large number of nodes.

Cooperative jamming is a very important PHY security technology and is usually
used in wireless networks with untrusted relays. It achieves secure communication by
using artificial jamming signals from helpers nodes to interfere with eavesdroppers.
According to the type of jammer distribution, cooperative jamming is divided into
two categories. The first one is cooperative jamming with independent identically
distributed (i.i.d) Gaussian signals, such as the works in [26, 27]. This method was
originally proposed for a multiple access wiretap channel system, where multiple
legitimate users hoped to conduct secure communication with target receivers in the
presence of eavesdroppers. The second one is based on the potential necessity of
channel prefixing and adopts the structured signals, where the jamming signals can
be nulled out at the intended receiver [28]. We can conclude that the main difference
between cooperative jamming with Gaussian signals and that with structured signals
is that, in the latter, the legitimate user decodes jamming signals, and then receives
pure message signals, while the eavesdropper’s channel still interferes with jamming
signals. However, there are still many issues in practical applications. Cooperative
jamming requires the relays that serve as jammers to send jamming signals unselfishly,
which is a challenge in large wireless networks. This is because the resource at every
node is not unlimited, so each node usually serves itself firstly. In addition, the
jamming signal not only affects the eavesdropper but also reduces the decoding rate

of the receiver.

Channel coding randomly maps each message to one of several codewords to con-
fuse the eavesdropper and improve the security capacity. In [30], the authors showed
that achieving more secrecy capacity with any wiretap channel was feasible by using
codes with low-density parity-check (LDPC). The authors in work [31] designed an
explicit polynomial-time encoding/decoding algorithm and proved that polar codes

can be used to improve the secrecy capacity under binary symmetric and determin-



istic wiretap channels. Recently, channel coding research has been extended to the
design of resilient codes for distributed data and cloud storage systems. The work
[32] studied the problem of securing distributed storage systems (DSS) against eaves-
droppers and malicious adversaries. Then a bound of the secrecy capacity with secure
cooperative regenerating codes was established. Although the channel coding tech-
nology notably improves the security performance, the construction of the codebook
is difficult. In practical applications, each node must be trusted to ensure that the
codebook is not leaked. Furthermore, similar to the other PHY security technologies,
channel coding also requires the CSI of the eavesdropping channel, which is difficult

to achieve.

Cooperative relaying technology aims to improve the security of wireless networks
by selecting the transmission links with strong legitimate channels and weak eaves-
dropping channels. Based on the buffer states of relays, cooperative relaying is divided
into two categories, i.e., forward relaying [33-35], and buffer-aided relaying [36-41].
For forward relaying, the max-min principle is the basic scheme of relay selection,
which means that the transmission link is selected to maximize the minimum instan-
taneous secrecy capacity within the two-hop links. As such, the whole transmission
process is completed in two consecutive time slots, the source transmits the message
to the relay in the first time slot, and the relay forwards the message to the desti-
nation in the second time solt. For the buffer-aided relaying, the system can choose
to store or transmit information when it is beneficial to itself according to the state
of the transmission link, thereby improving the flexibility, throughput, and diversity
of the network. Thus, there are three processes of whole transmission, consisting of
the source-relay transmission process, the queuing process, and the relay-destination
transmission process. Unlike the other PHY security technologies mentioned previ-
ously, cooperative relaying is easy to implement because it does not require complex

transmission technologies or explicit synchronization procedures. In addition, the co-



operative relaying can be flexibly designed according to the CSI of the eavesdropping

channel.

In general, both cryptography and PHY security technologies have greatly im-
proved the security of wireless networks. However, the current works on secure com-
munication mainly focused on protecting the content of communication from being
attacked. Adversaries still can detect the existence of transmissions among users
and even attack them. Therefore, it is not determined as absolute security that the
content of the communication is not attacked. Covert communication is a poten-
tial technology to prevent adversaries from detecting the existence of transmissions
among both sides of the communication. The purpose of covert communication is to
ensure that communications are not detected by the warden. Therefore, the research

of covert communication has attracted much attention in academia and industry [42].

1.3 Objective and Main Works

This thesis focuses on the protocol design and performance analysis for covert
communication in relay-assisted wireless systems. Our objective is to explore the
covert communication performances in such systems. Towards this end, we first
explore the relay selection protocol design for covert communication in a two-hop
wireless communication system with multiple relays and a passive warden. We also
conduct a theoretical analysis to derive the corresponding performance metrics. We
then introduce cooperative jamming technology into such systems to interfere with the
warden and design the related relay/jammer selection protocol. Next, the theoretical
analysis is provided to demonstrate the impact of cooperative jamming on covert
capacity. We further extend our study to the scenario where the warden will actively

attack the communication process as a jammer in such systems.



1.3.1 Covert Communication in Wireless Systems with Multiple Relays

This work focuses on the performance analysis for covert communication in a two-
hop wireless communication system with multiple relays. The existing works on the
performance of covert communication mainly focus on the two scenarios of one hop
or two hops with the help of a single relay (Please refer to Section 2.2 for related
works). The former scenario consists of a transmitter, a receiver, and a warden,
while for the latter one, there is a relay besides the three nodes. These works show
that the relay can significantly improve the covet performance in terms of detection
error probability of warden and covert capacity (Please refer to Section 2.1 for related
works). However, the above works only consider a simple scenario with no relay or a
single relay. Therefore, a challenging issue of relay selection arises in two-hop wireless
systems with multiple relays for improving the covert communication performance.
This work serves as a first step towards the study of covert communication in a
two-hop wireless communication system with multiple relays. We explore the relay
selection protocol design for covert communication with a passive warden and conduct
a theoretical analysis to derive the corresponding achievable covert capacity. The

main contributions of this work can be summarized as follows:

e We first design the relay selection protocol (i.e., random relaying scheme and
superior relaying scheme) in a relay-assisted wireless system, where the source
needs to transmit two types of messages (i.e., legitimate message and covert

message).

e Under the random relaying scheme, we first examine the transmission strategy
design for the source and determine the detection error probability at the warden
according to the probabilities of the false alarm and missed detection. We then
optimize the transmit power of the source to maximize the covert capacity under

a given covertness requirement.



e Under the superior relaying scheme, we first examine the transmission strategy
design for the source and thus define the necessary condition that the source
can transmit the covert message. We then derive the detection error probabil-
ity of the warden according to the probabilities of the false alarm and missed
detection. We further explore covert capacity maximization through efficient

numerical searches under a given covertness requirement.

e Finally, numerical results are provided to illustrate the impact of system param-
eters on the detection error probability and covert capacity, and also to reveal

our findings.

1.3.2 Cooperative Jamming based Covert Communication in Relay-Assisted

Wireless Systems

Extensive research efforts have been devoted to exploring the PHY security perfor-
mance of wireless networks by using the cooperative jamming technology in terms of
the scaling laws of secrecy capacity and secure transmission probability, etc (Please re-
fer to Section 2.2 for related works). The existing works on the performance of covert
communication mainly focus on the two scenarios of one hop or two-hop with the help
of a single relay. Hence, the impact of cooperative jamming on the performance of
covert communication still remains largely unknown in wireless communication sys-
tems with multiple relays. Although we have extended our work to wireless systems
with multiple relays in the first work, the performance analysis of covert commu-
nication with cooperative jamming remains a technique challenge. This is because
such performance analysis usually involves highly cumbersome multi-fold convolu-
tions related to the modeling of the probability density function (PDF)/cumulative
distribution function (CDF) of the aggregate Signal-to-Interference Ratio (SINR) re-
ceived at all the jammers. The main contributions of this work are summarized as

follows:



e We first design a new relay/jammer selection protocol in a wireless communi-
cation system with multiple relays, where the source needs to select a relay to
forward the message and some other relays as jammers to confuse the warden

based on a jam-generating threshold a.

e We further derive the expressions for three performance metrics, i.e., transmis-
sion outage probability, the detection error probability of warden, and covert
capacity. Then we explore covert capacity maximization through efficient nu-

merical searches under given covertness and outage requirements.

e Finally, we present extensive simulation and numerical results to validate our
theoretical results, and to demonstrate that cooperative jamming can confuse

the warden well to improve the performance of covert communication.

1.3.3 Covert Communication in Relay-Assisted Wireless Systems with

an Active Warden

Due to the rapid development of wireless network technology, the malicious means
of attackers have also become diversified. Available works on the security of wireless
networks are no longer limited to propose security recommendations for users. More
and more researchers have focused on how to deal with stronger attackers. Therefore,
in the study of covert communication, we should consider the attack capability of the
warden. This work studies the performance of covert communication in the scenario
where the warden will actively attack the communication process as a jammer in a
relay-assisted wireless system. It is worth noting that due to the jamming signal of
the warden, the transmitter must increase the transmission power to ensure successful
decoding, thus increasing the risk of being detected. Moreover, the warden also
generates self-interference while it sends jamming signals. The main contributions of

this work are summarized as follows:

10



e We extend our study to a relay-assisted wireless system where the warden works
in full-duplex (FD) mode and actively attacks the communication process as a
jammer. We redefine the behavior of the warden that it performs detection and

jamming throughout the covert communication process.

e Then, we analyze the transmission outage probability, the detection error prob-
ability of warden, and covert capacity. Next, we optimize the covert capacity

through power control under given covertness and outage requirements.

e Finally, we present extensive simulation and numerical results to validate our

theoretical results.

1.4 Thesis Outline

The remainder of this thesis is outlined as follows. Chapter II introduces the
related works of this thesis. In Chapter III, we introduce our work regarding covert
communication performance study in wireless communication systems with multiple
relays. Chapter IV presents the work on covert communication performance study in
relay-assisted wireless communication systems with the help of cooperative jamming
and Chapter V introduces the work regarding an active warden in relay-assisted

wireless communication systems. Finally, we conclude this thesis in Chapter VI.

1.5 Notations

The main notations of this dissertation are summarized in Table 1.1.

Table 1.1: Main notations

Symbol Definition

S Source node

11



D
Willie
Ry,

Ry

R,

Destination node

Warden node

The i-th relay

Selected message relay

Selected jamming relay

Number of relays

Number of jamming relays

Number of channel uses

Noise variance of node ¢

Channel gain between nodes ¢ and j
Exponential function

Logarithmic function

Expectation operator

Probability operator
Probability-density-function (PDF)

Gamma distribution

Covert message transmit power of node ¢
Optimal covert message transmit power of node ¢
Signal-to-noise (SNR) at node ¢
Signal-to-interference ratio (SINR) at node 4
Legitimate message transmit power of node ¢
Maximum transmit power constraint
Transmission rate between nodes ¢ and j
Channel capacity

Channel state information

Channel capacity between nodes ¢ and j

Covert capacity
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Ccl

G
G
R
R

Pto
Psto

Erto

Esto

Covert capacity for random relaying scheme
Covert capacity for superior relaying scheme
Maximum covert capacity

Maximum covert capacity for random relaying scheme
Maximum covert capacity for superior relaying scheme
The node isn’t sending covert message

The node is sending covert message

False alarm

Missed detection

Jam-generating threshold

Detection threshold

Total detection error probability (TDP)
The minimum value of TDP

TDP for random relaying scheme

TDP for superior relaying scheme

Jammer set for first hop

Jammer set for second hop

Decoding threshold

Transmission outage probability (TOP)
TOP for superior relaying scheme
Covertness requirement

TOP constraint for random relaying scheme

TOP constraint for superior relaying scheme
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CHAPTER II

Related Works

This chapter introduces the available works related to our study in this thesis,
including the works on the design of cooperative relaying and cooperative jamming
protocols in two-hop wireless networks and the previous researches on covert commu-

nication.

2.1 Secure Wireless Communication

In wireless networks, secure wireless communication means the information is
securely exchanged among authorized users. However, the communication process is
vulnerable to various malicious threats owing to the broadcast nature of the wireless
medium. With this background, the issue of how to ensure the security of wireless
communication has attracted much attention. Then, many protocols and technologies
have been proposed one after another. In this thesis, we focus on cooperative relaying

and cooperative jamming technologies.

2.1.1 Secure Communication with Cooperative Relaying

The cooperative relaying technology aims to improve the security of wireless com-

munication networks by choosing a link/relay with a strong legitimate channel and
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a weak eavesdropping channel meanwhile. The study [33] first proposed an oppor-
tunistic relaying scheme for the scenarios with multiple relays. The work in [34] has
considered a two-hop wireless network with multiple secondary relays and suggested
selecting the ”best” relay for assisting the transmission. Then, the authors in [35]
presented a comprehensive investigation on the secrecy performance of a system with
opportunistic relay selection scheme by employing the decode-and-forward protocol
over Rayleigh fading channels. The works [36-41] studied the relay selection protocol

for buffer-aided relaying.

2.1.2 Secure Communication with Cooperative Jamming

Cooperative jamming serves as an efficient PHY security technology that uses ar-
tificial jamming signals generated by helpers nodes to interfere with eavesdroppers.
Recently, the secure outage probability of the relay-assisted system under coopera-
tive jamming mechanism is studied based on the theory of PHY security in [43]. The
work [44] exploited PHY security to provide secure cooperative communication for
wireless ad hoc networks (WANETS) where involve multiple source-destination pairs
and malicious eavesdroppers. The authors in [45] proposed a novel secure buffer-
aided and decode-and-forward relay selection that amalgamates the benefits of the
buffer-state-based relay selection, the max-ratio criterion, the simultaneous activa-
tion of multiple source-to-relay links, and the cooperative beamforming in dual-hop
networks. Motivated by this work, the authors in [46] studied the important secrecy
outage performance of wireless communications under eavesdropper collusion, where
the PHY security was adopted to counteract such attack. For analysis on the secrecy

outage, both opportunistic relaying scheme and cooperative jamming were used.
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2.2 Covert Wireless Communication

2.2.1 Covert Communication in One Hop Scenario

In the one hop scenario, the authors in [47-49] proved that Oy/n bits of informa-
tion can be transmitted to a legitimate receiver reliably and covertly in n channel uses
when n — oo. Then, the works were extended to different channel models such as
the binary symmetric channel [50], the discrete memoryless channel (DMC) [51, 52],
the multiple-access channels [53], the state-dependent channel [54], the memoryless

broadcast channel [55] and the uncertain channel [56].

Based on these pioneering works on covert communication, much research effort
was dedicated to the study of covert communication in various scenarios [57-64] .
The work in [57] explored the impact of imperfect knowledge of the channel gain
and noise power on the average detection error probability at the eavesdropper and
the covert capacity under the Rayleigh fading channel. The work in [58] proved
that covert communication is achievable by adopting channel inversion power control
with Rayleigh fading channels. The authors in [59] utilized the artificial noise from
full-duplex receiver to confuse a warden and derived a closed-form expression for the
optimal detection performance of the warden. The work [65] analyzed the joint impact
of imperfect knowledge of the channel gain (channel uncertainty) and noise power
(noise uncertainty) on the average probability of detection error at the eavesdropper
and the covert capacity in the Rayleigh fading channel. The authors in [66] studied
covert communication with noise uncertainty. Specifically, a worst-case approach from
the warden’s perspective and new metrics for measuring the covertness, are proposed
to explore the maximum achievable rate for a given covertness requirement under

both bounded and unbounded noise uncertainty models.

The work in [60] considered a Poisson field of interferers in a covert communication

scenario and proved that the density and the transmit power of the interferers have
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no effect on the covert capacity as long as the system stays in the interference-limited
regime, for both the non-fading and the fading channels. The authors in [61] studied
the throughput performance of the covert communication under a stochastic geome-
try framework in a system where multi-antenna-aided covert communications coexist
with randomly located wardens and interferers. The authors in [62] took into account
the effect of delay constraints in covert communication. The covert communication
could be realized from a sequential change-point detection (SCPD) perspective in [63].
The work of [64] proposed two covert schemes based on the numbers of antennas at a
base station which transmitted artificial noise to confuse adversaries in a D2D under-
laying cellular system. The work in [67] derived covert transmit bits in a dense IoT
system with lower frequency Additive white Gaussian noise (AWGN) channels and
demonstrated that covert communication was achievable by utilizing the reflection or

diffuse scattering from a rough surface in a terahertz band IoT system.

2.2.2 Covert Communication in Two-hop Scenario

Regarding a two-hop scenario with a single relay, the authors in [68, 69] studied the
covert communication performance in terms of detection error probability and source’s
limited rate under AWGN channels. The work in [70] proved that channel uncertainty
introducing confusions can degrade the performance of Willie’s detection. In the work
of [71], the authors studied the impact of a greedy relay on covert communication
performance. The work in [72] examined the possibility, performance limits, and
associated costs for a self-sustained relay to transmit its own covert information to
a destination. Recently, the authors in [73] first considered problem of joint covert
communication and secure transmission in untrusted relaying networks when multiple
wardens exist in the network. A system model in which both eavesdroppers (untrusted
relays) and detector exist is considered. The result of [73] was a novel observation of a

fundamental trade-off between covert requirement and secrecy performance. However,
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the authors used cooperative jamming technology when targeting untrusted relays,
but did not explore relay selection protocols. In addition, the idea that multiple relays

and multiple wardens coexist mentioned at the end of this work is very meaningful.
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CHAPTER III

Covert Communication in Wireless Systems with

Multiple Relays

In this chapter, we explore the relay selection protocol design for covert com-
munication in two-hop wireless communication systems with multiple relays and a
passive warden. Then, we conduct a theoretical analysis to derive the corresponding
achievable covert capacity. We first introduce the model and preliminaries, including
the system model, the channel mode, and some key assumptions and definitions. We
then introduce the transmission schedule and design relay selection protocol. Next,
we develop a theoretical framework to analyze the transmission outage probability,
the detection error probability of warden, and the covert capacity. Then we also ex-
plore the covert capacity maximization through efficient numerical searches under a
given covertness requirement. Finally, extensive simulation and numerical results are
provided to illustrate the performance of covert communication in a two-hop wireless

communication system with multiple relays.
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Figure 3.1: Covert communication scenario.

3.1 System Model

3.1.1 System Model

As shown in Fig.(3.1), we consider a two-hop relay wireless system consisting of
a source (S), multiple relays, a destination (D), and a warden (Willie). With the
two-hop relay routing, S first transmits the legitimate message to the relay, and the
relay then forwards the messages to D. In particular, S opportunistically transmits
covert messages to the relay on top of transmitting legitimate messages. Willie tries
to detect whether S is transmitting covert messages or not. S employs power P
to transmit its messages. Once the transmit power P, exceeds its maximum power
constraint P,,q., Willie can detect that S is transmitting covert messages. We assume
that the time is evenly divided into equal-sized time slots, and the independent quasi-
static Rayleigh fading is used to model wireless channels in our work, where each
channel keeps unchanged in a time slot, but randomly and independently from the
current time slot to the next one. The channel coefficients are modeled as complex
Gaussian random variables with zero mean and unit variance. There are in total three
channels in the system, i.e., the channel from S to the relay, the one from the relay
to D, and the one from S to Willie, whose channels coefficients are denoted as hg g,

hrp and hy g, respectively. The |hy|? is the channel gain, where k € {SR, RD, W S}.
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We assume that S knows |hg g|? and |hg p|?,and Willie knows |hy s|?. In addition,
the channel noise is AWGN with variance o%. We assume that the system bandwidth

is W MHZ. Without loss of generality, we assume W = 1 throughout this thesis.

3.1.2 Performance Metrics

To decide whether S is transmitting covet messages to the relay or not, Willie
conducts two hypotheses, i.e., null hypothesis Hy and alternative hypothesis H;. The
former represents that S does not transmit covert messages while the latter represents
that S transmits. Then, we define two performance metrics as follows.

Detection error probability: It is the probability that Willie makes a wrong

decision on whether or not S is transmitting covert messages, which is expressed as

¢ =Ppa+Pup, (3.1)

where ¢ denotes the detection error probability, Pr4 denotes the probability of false
alarm that Willie trusts Hq, while Hy is true, IPy;p denotes the probability of missed
detection that Willie trusts Hy, while H; is true.

Covert capacity: It is defined as the covert rate at which messages from S is
transmitted covertly to D with high detection error probability at Willie. In our
work, we consider that Willie only detects the messages transmission of S, and the
relay can employ high transmit power to forward the messages to D. Therefore, the

covert capacity is equal to that from S to the relay.

3.2 Protocol Design and Detection Schemes

3.2.1 Relay Selection Protocol Design

In this work, we assume that the whole transmission can be conducted in one

slot. For the two-hop scenario where there are multiple relays, we propose two relay
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selection schemes.

Random relaying scheme: S randomly chooses one message relay from all the
relays before the S to D transmission is conducted in two hops with the random
relaying scheme. This message relay is denoted as R, and announces itself as the

message relay before the transmission in the first hop.

Superior relaying scheme: To enhance the covert capacity performance, we
propose a superior relaying scheme to promise there will not occur transmission out-
age. We have made improvements based on the opportunity relaying scheme [33].
The selected message relay is denoted as R;, which should be the maximum value of
min{|hs g, |, |hr, p|’} for all relays (where |hg g, |> and |hg, p|* represent the channel
gain from S to the nth relay, and the one from the nth relay to D, respectively), and
in order to ensure the transmission reliability, the channel gain min{|hg g,|*, |hr,.0|*}
needs ensure no transmission outage occur. Similarly, the message relay R, will an-

nounce itself as the message relay before the transmission in the first hop.

3.2.2 Detection Scheme of Warden

Warden uses two kinds of hypothesis tests to determine whether S has sent a covert
message based on its observation vector y,, of one block. One is H representing that
S does not send a covert message, and the other is H; which represents the opposite
situation. Based on these hypothesis tests, there are two types of errors: false alarm
(FA) and missed detection (MD) [47]. The probabilities of FA and MD are denoted
as Pra and Py/p, respectively. The false alarm which means Willie believes that
covert communication exists, but actually it does not. And missed detection is that
Willie decides on Hy while H; is true. To achieve covert communication, a condition
should be satisfied as follow: for any € > 0, the Willie’s detection error probability

should satisfy Prg + Pyp > 1 — € when n — oo [48].
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3.3 Performance Analysis and Optimization

In this section, we first propose transmission strategies of S, then derive the
detection error probability of Willie and covert capacity under the two relay selection

schemes.

3.3.1 Performance Analysis and Optimization under Random Relaying

Scheme
3.3.1.1 Transmission Strategies

We propose two transmission strategies without/with covert messages under the
random relaying scheme. With the selection scheme, S randomly chooses one R, from
all relays. The selection scheme does not consider the quality of the channel from
S to the relay, which may result in transmission outage once if the received signal
strength at the relay is smaller than its required threshold.

1. S’s transmission without covert message

We consider that S only transmits the legitimate message with power PS/ subject

to maximum power constraint P,,,. Then, the received signal at R} is given by

be = \/P;hS,ber"i_ana (32)

where x, denotes the legitimate message signal transmitted by S, and ng, ~ CN (0, O'%%b)
represents the received noise at Ry.
Accordingly, the signal-to-noise (SNR) at R} is determined as

o Ps/|hS,Rb|2

TR, (3-3)

2

2. S’s transmission with covert message

When S sends covert message on top of transmitting legitimate messages, the
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received signal at Ry is determined as

Yr, = V Ps/hS,Rbmr + v PShS,beC + NR,, (34)

where PS/ and P; represent the transmit power of transmitting the legitimate message

x, and the covert message x., respectively.

To ensure that the legitimate messages from S can be received, the relay R,

first decodes x, and regards z. as interference. Then, the signal-to-interference ratio

(SINR) at R, is determined as

P;|h57Rb|2

B P5|hS’Rb’2 + 0-12%13 '

YRy

3.3.1.2 Detection Error Probability

To determine the detection error probability at Willie, we first introduce the

hypothesis test of Willie to decide on whether S is transmitting or not.
1. Hypothesis test

We consider that Willie only detects whether S sends covert messages. Thus, the

received signal y,, at Willie under the random relaying scheme is given by

V Pihswx, + ny, if Hyis true
V Pihswx, + v/ Pshswt.+ ny, if Hyis true

where n,, ~ CN(0,02) represents the received noise at Willie.

To minimize the detection error probability at Willie, the optimal decision rule

can be expressed as [74]

T2\ (3.7)



where Dy and D; denote that Willie makes a decision in favor of Hy and Hy, respec-
tively, A is a detection threshold, and T = 1/m > ", lyi |” is the received power at
Willie in a time slot. Here, !, is the received signal at Willie in ith channel use, and
n is the number of channel uses. According to the Lebesgue’s dominated convergence

theorem, T' can be determined as

Pllhsw|* + o2, if Hy is true
T = (3.8)
Pllhsw|* + P|hsw|* + o2, if Hyis true
2. Detection error probability of Willie

It can be determined as

C =Ppg+ PMD, (39)
where
’ 2 2 9 )\ — CT%U
PFA:P(PS|hS,W| +0w Z)\)ZP |hS,W’ Z P,
2
exp (JU’P, )\) , ifA > 02
= s (3.10)
1, otherwise
and
Parp = P(Plhsw|? + Pilhswl + 02 < A) = P { |hguw]? < 2 %
MD s|lvsw sihsw w S,W P+ P,
a2 — )\
1—exp(f" ), if\ > o2
- P+ I (3.11)

0. otherwise

To achieve covert communication, it should guarantee that ( > 1 — ¢, for any
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g. > 0, when n tends to infinity [48].
Now, we optimize A to maximize the detection error probability (. To this end,

we rewrite (3.26) as

o2 — \ o — )\
1—exp( - )—i—exp(w, ), if A > o2
= P+ P P (3.12)

1. otherwise

Under the case of A < ¢2, ¢ = 1. This means that Willie cannot detect the trans-
mission from S to relay absolutely. Thus, we only consider the case of A > o2. Take

the derivation of (3.12) with respect to A\, we have

¢ 1 o2 — ) 1 o2 —\
o _ 1 w ——exp (222 Z o, 1
) g+gm(g+g) Pm( P 0 (3:13)

s

Then, we have

P. + P,)P. P+ P,
)\*:(s+ )sln< st >+02 (3.14)

P, P; v

S

Substituting (3.14) into (4.16), we can obtain that % > 0, if A > A* and % <0,
if A < \*. Thus, Willie can know the optimal threshold AT = A\* to achieve the

minimum value of ¢, i.e., (T = ((AT).

3.3.1.3 Covert Capacity

To derive the covert capacity, we first determine the probability that transmission
from S to relay does not occur outage.

1. Transmission outage probability

A signal received at the relay can be successfully decoded if and only if the channel
capacity Cg g from S to relay is greater than the required threshold Qg p at the relay,

and we say that outage happens if Csp < Qs p. When H; is true, the probability of

28



transmission outage P, at the relay is determined as

P, = P(SIRg, <40)

Oo?
=1-—P(|h, | > —T
(|“'—g—ﬂg>

9 2

s

where § = 2fs.k8 — 1. We know that PS' —0P; > 0in (3.15). Since PS' + P, < Pz,
P; < P/ (1+40). Notice that the increasing of Ps leads to the decreasing of PS/ such

that the outage may happen.
2. Expected Covert capacity

Based on the probability P, and channel capacity C from S to relay for covert

message transmission, the expected covert capacity C.; can be determined as
Ocl = C(l - Prto)
Pylhs g, |* ( Oo%, )
=lo 1+ -t exp | ———2— ). 3.16
8 ( Plhsml +ot ) P\ "B = 6P, (316)

3. Covert capacity maximization

The objective of covert capacity maximization is to maximize the covert capacity
C while maintaining a high detection error probability at Willie. It can be formulated

as the following optimization problem.

Maximize Cg (3.17a)
st. (T>1—¢, (3.17b)
0< Ps < Pua/(1+0), (3.17¢)
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where P! denotes optimal covert transmit power, constraint (4.24b) represents that
the minimum detection error probability is greater than some value, €. denotes the
covertness requirement, and constraint (3.17c) denotes the rang of covert transmit
power.

Note that (3.17) is an one dimensional optimization problem, which can be eas-
ily solved by numerical search. By substituting P into (3.16), we then obtain the

maximum capacity denoted as C*.

3.3.2 Performance Analysis and Optimization under Superior Relaying

Scheme

In this section, we first propose the superior relaying scheme, transmission strategy
of S, and then derive the detection error probability at Willie and covert capacity

under the superior relaying scheme.

3.3.2.1 Transmission Strategy

We consider two transmission strategies of S.
1. S’s transmission without covert message

When S transmits the legitimate message, the received signal at the relay is given

by

Yr, = \ Pihs T + Ng,, (3.18)

where P, denotes the power used to transmit the legitimate message of S.

Then, the SNR at the relay is given by

A P;|h57Rb|2

YR, (3.19)

a%b
We know that when the required signal threshold of the relay Qsp < Cg g, the
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outage will not happen. Here, Cgpr denotes the channel capacity from S to relay,
which is determined as Cgp, = logy(1 + vg,). Thus, we obtain |hgpg,|” > 0o3, | P.,

where § = 295> — 1. Then, we have

2 2

g
D Rb27 if |hs g,|” > PRb
P, = skl e (3.20)
. 2 ‘90%5
0. 1f|hS,Rb| < P

2. S’s transmission with covert message

When S transmits the legitimate and covert message, the received signal at the

relay is given by

YR, = V Ps/hS,ber + v Psh&beC + MRy, (3'21)

where P, denotes the power used to transmit the legitimate message of S. In general,
P, < PSI for the purpose of covert communication. The relay first decodes the legit-
imate message and thus regards the covert message as interference. Thus, the SINR

at the relay is given by

__ Plhsg,?
Py|hs,g,|* + 0%,

TR, (3.22)

Notice that when the selected relay should not lead to the outage, Qsp < Cspg,.

Thus, we have |hsg,|* > 00%, /(P — (1 + 6)P;). Then, we have

if |hg g, |* >
s, ) ’ ’

(3.23)
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where the first case represents that S keeps silent, the second one represents that
S only sends the legitimate message, and the third one represents that S sends the
legitimate and covert message simultaneously. With the maximum power constraint,

we can obtain P, < (P — Ha%b/|h513b|2)/(1 +46).

3.3.2.2 Detection Error Probability

To determine the detection error probability at Willie, we first introduce the

hypothesis test of Willie to make a decision on whether S is transmitting or not.
1. Hypothesis test

We consider that Willie only detects whether S sends covert message. Thus, the

received signal y,, at Willie under random relaying scheme is given by

V Pihswx, + Ny, if Hyis true
Yw = (3.24)

V Pihswx, + v/ Pshswt. + ny, if Hyis true

where n,, ~ CN(0,02) represents the received noise at Willie.

According to (3.7), the received power T" at Willie is determined as

Pllhsw|* + o2, if Hy is ture
T = (3.25)
Pllhsw|* + Pi|hsw|* + o2, if Hyis ture

2. Detection error probability of Willie

It is determined as
¢ =Ppa+Pup. (3.26)
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We need to calculate Prpy and Pyp. Based on (3.23) (3.24) and (3.25), we have

o, 2
PFA:P WVLS’VH +0—w2)\
S, Ry

A —02)|hs.g,|”
_ P | e P = w/ |75 B
(hswl” = 00123%
— Nl|hsr, |?
exp [(Uw 7 )2| 5.1, ] , i > 030
= TRy (3.27)
1, otherwise
and
9012% 9 5
Pyp =P T + (14 0)Ps | |hsw|” + 05, <A
SRy
/\_ 2
=P ||hsw]® < Tu
OR
(L) P+ e
4
2
— A
1 —exp Tw = , ifA >0
= (1+0)P, + ﬁ (3.28)
0. otherwise

Now, we optimize A to maximize the detection error probability (. To this end,

we rewrite (3.26) with (3.27) and (3.28) as

2_)\ 2_/\
- 1—exp(aé”+A)+exp<0wA >, if A > o2

1, otherwise

(3.29)

where A = 00% /|hsr,|*, and B = (1 + 0)P,.

When A < 02, ¢ = 1. This indicates that Willie cannot detect the transmission

from S to relay absolutely. Thus, we only need to consider the case of A < ¢2. Take
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the derivation of (33) with respect to A\, we have

¢ 1 o2 — A 1 o2 — A
5X‘B+A“p(B+A)_Z“p( A )_O (3:30)
Then, we obtain

o

B+MAmFB+M]+2

. 31
. e (331)

We further obtain that g—f\ > 0, if A > A" and % < 0, if A < X*. Thus, Willie

can know the optimal threshold AT = \* to achieve the minimum value of ¢, i.e.,

¢h=¢(Ah).

3.3.2.3 Optimal Covert Capacity

1. Expected covert capacity

Based on the channel capacity C from S to relay for covert message transmission,

the covert capacity C. can be determined as

Pihsg,|’
Copo=C=log, |1+ s |- (3.32)
9<P3|hS,Rb‘ + JRb) + OR,

2. Covert capacity maximization
The covert capacity maximization aims to maximize the covert capacity C' while
keeping a high detection error probability at Willie. We can formulate covert capacity

maximization as the following optimization problem.

Maximize Cio (3.33a)

st (F>1—¢, (3.33Db)
Pmax - 00}22 /|h'SR |2

0<P, < AR 3.33

= (1+6) (3.33¢)
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where P! denotes optimal covert transmit power, constraint (3.33b) represents that
the minimum detection error probability is greater than some value, €. denotes the
covertness requirement, and constraint (3.33c) denotes the rang of covert transmit
power.

Unitizing numerical search, we can solve the one dimensional optimization problem
in (3.33). By substituting P into (3.32), we then obtain the maximum capacity

s

denoted as C*.

3.4 Numerical Results

In this section, extensive numerical results are provided to illustrate the impact
of various system parameters on the detection error probability at Willie and covert
capacity performance, and also to reveal our findings under these two relay selection
schemes. Some parameters used in our paper is set as Qsp = 1 Mbit/s/Hz, o2 =
U%b =0 dB and P,,,, = 10 W, unless otherwise specified.

In the following figures, the dashed lines and solid lines are used to show the
results under the random relaying scheme and the superior relaying scheme, respec-

tively.

3.4.1 Validation

To validate our proposed theoretical results, we compare the theoretical results
with the simulation ones under the two relay selection schemes with the setting of
covert transmit power P; = 2 W. We summarize in Fig.(3.2) how the detection error
probability ¢ varies with the detection error threshold A\. We can see from Fig.(3.2)
that for each relay selection scheme, the theoretical ¢ matches well with the simulation
one. This demonstrates that our theoretical results can well capture the performance

of covert communication under these two relay selection schemes.
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Figure 3.2: Detection error probability validation.

3.4.2 Covert Performance Analysis

We first explore the impact of detection threshold A on the detection error prob-
ability ¢ under these two relay selection schemes. We summarize in Fig.(3.3) how (
varies with A under the two schemes with the setting of covert power P; = {0.5,1.5,2.5}
W. We can see from Fig.(3.3) that for each setting of P, as A increases, ¢ first de-
creases and then increases under both the schemes. This can be explained as follows.
We know that ( is the sum of false alarm probability Pr); and missed detection prob-
ability Py p. Prys is a decreasing function of A while Py;p is an increasing function.
As ) is relative small, the former one dominates (, leading to the decreasing of { with
A. On the other hand, as A further increases, the latter one dominates (, leading to
the increasing of . As shown in Fig.(3.3), there exists a minimum ¢, at which Willie
has the strongest detection ability to detect the transmission from S to relay. No-
tice that the decreasing of P not only increases ¢ but also decreases covert capacity.
Thus, P; needs to be carefully set so as to satisfy different application requirements
with detection error probability and covert capacity.

A careful observation of Fig.(3.3) indicates that for each fixed A, ( under random
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Figure 3.3: The impact of detection threshold on detection error probability.

relaying scheme is greater than that under superior relaying scheme. It is due to the
following reasons. In comparison with random relaying scheme, the channel quality
from S to relay is better under superior relaying scheme, such that S under the former
needs to higher power to send its legitimate message. This will extremely confuse the
Willie under the former. Thus, the detection error probability ¢ at Willie under the
former is greater than that the latter. In practical application, we need to consider
a more powerful Willie, so that our research will be more meaningful. In the second
selection strategy, the detection error probability ¢ at Willie is significantly reduced
under superior relaying scheme, which means that the superior relaying scheme is

more adaptable to the more severe scenarios.

To investigate the impact of covert transmit power P, on the detection error
probability ¢, we summarize in Fig.(3.4) how ( varies with the increasing of Ps under
these two relay selection schemes with the setting of A\ = {3,5,7} W. It can be
observed from Fig.(3.4) that as Ps increases, ( decreases under both the schemes.
This is because the increasing of P, leads to the increasing of probability that the

transmission from S to relay is detected by Willie, and thus the detection error
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probability ¢ decreases with P;. We can also see from Fig.(3.4) that for each fixed P,
¢ under the random relaying scheme is greater than that under the superior relaying
scheme. This can be explained as follows. The channel quality from S to relay under
the former is worse than that under the latter one. To reduce the outage probability
under the former, S needs to increase the power to transmit its legitimate message

which confuses Willie. Thus, ¢ under the former one is more than the latter.
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Figure 3.4: The impact of covert transmit power on detection error probability.

We now proceed to explore how the covert transmit power P, affects the covert
capacity C, under these two relay selection schemes. We summarize in Fig.(3.5)
how C, varies with P, for a setting of channel gain |hgz,|> = {0.5,1.0,2.0}. We
observe from Fig.(3.5) that as P; increases, C. first increases and then decreases
under the random relaying scheme, while C, always increases under the superior
relaying scheme. This can be explained as follows. The transmit power of S consists
of covert transmit power P, and the power PS/ used to transmit legitimate power, and
is subject to the constraint of a maximum transmit power P,,,,. Under the former,
we know that C, is related to outage probability and covert transmit power. As P; is

relatively small, the latter power is high. Although P, increases, the relative high PSI
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Figure 3.5: The impact of covert transmit power on covert capacity.

corresponds to a small outage probability. Thus, the positive effect of P, dominates
the negative effect of outage probability, leading to the increasing of covert capacity
C.. As P, further increases, P, becomes relatively small, which leads to a high outage
probability, such that the negative effect of outage probability dominates the positive
effect of P;, leading to the decreasing of C,. Notice that under the superior relaying
scheme, the covert capacity C. is only related to the covert transmit power P,. Thus,
the covert capacity C,. increases with P;. A more careful observation from Fig.(3.5)
indicates that for each fixed P;, the C. under the random relaying scheme is lower
than that under the superior relaying scheme. This is because there does not exist
a negative effect of outage probability on the covert capacity under the superior
relaying scheme, leading to a bigger C.. This also means that S can achieve higher
covert capacity and reduce transmission cost in disguise under the superior relaying

scheme when the transmitting power of covert message is constant.

We further observe from Fig.(3.5) that for each fixed P, the covert capacity C.
increases with the increasing of channel gain |hg, Rb|2 under each selection scheme.

This is because a large |hg Rb|2 leads to a strong received signal at relay under each
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scheme, and also low outage probability under the random relaying scheme, which

results in a large covert capacity C..

3.4.3 Performance Optimization

We explore the impact of covertness requirement €. and maximum power con-
straint P,,,, on the maximum covert capacity C* under the two relay selection
schemes. Fig.(3.6) illustrates that the impact of covertness requirement ¢. on the
maximum covert capacity C* under the two relay selection schemes with the setting
of |hs.r,)” = {0.5,1.0,2.0}. We can see from Fig.(3.6) that as e, increases, the C*
first increases and then decreases under the random relaying scheme while it always
increases under the superior relaying scheme. The phenomenon can be explained as
follows. The optimal covert transmit power P! increases with the decreasing of de-
tection error probability ¢, and (' decreases with e, increases. Thus, the increasing
of €. is equivalent to that of optimal covert transmit power. Similar to the analysis
of Fig.(3.5), as the optimal covert transmit power is relatively small, the power P,

s
is high. The relatively high P, corresponds to a small outage probability. Thus,
the positive effect of optimal covert transmit power dominates the negative effect of
outage probability, leading to the increasing of maximum covert capacity C*. As
the optimal covert transmit power further increases up to a large value, PS' becomes
relatively small, which leads to a high outage probability, such that the negative ef-
fect of outage probability dominates the positive effect of optimal covert transmit,
leading to the decreasing of C*. Notice that under the superior relaying scheme, the
maximum covert capacity C* is only related to the covert transmit power P;. Thus,
the maximum covert capacity C* increases with the optimal covert transmit power.
A careful observation of Fig.(3.6) indicates that for each fixed |hg, Rb’27 as €. in-

creases, the maximum covert capacity C* under the superior relaying scheme is less

than that under the random relaying scheme, and then the former is greater than
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the latter. This can be explained as follows. We know that Willie treats the power
P. as background noise. Due to the worse link under the random relaying scheme, S
employs higher power to transmit its legitimate message. Thus, the background noise
under the random relaying scheme is stronger than that under the superior relaying
scheme for each fixed e., such that the detection error probability under the former
is higher than that under the latter. To achieve the same detection error probability
under both these two schemes, the optimal covert transmit power P! needs to be
increased under the former aiming to reduce the detection error probability, which
leads to the increasing of maximum covert capacity C*. But as €. becomes larger, the

outage probability has a significant effect on C* under the former, thus the maximum

covert capacity under the former is then smaller than that under the latter.

From Fig.(3.6), we can also find that when ¢, is less than a threshold, it can achieve
higher maximum covert capacity under the random relaying scheme, otherwise it is
not. Therefore, S can decide which relay selection scheme to adopt according to the
requirement of €. in practice. However, referring to the previous analysis, we can
know that S has to pay more transmission costs under the random relaying scheme

and the maximum covert capacity is not greatly improved.

Finally, we examine how the maximum power constraint P,,,, affects the maxi-
mum covert capacity C* under two relay selection schemes. Given a setting of covert-
ness requirement €, = {0.1,0.2,0.4}, we summarize in Fig.(3.7) how C* varies with
Praz. We can see from Fig.(3.6) that as P, increases, C* always increases under
the random relaying scheme for each fixed ¢, € {0.1,0.2}. Particularly, C* = 0 when
€. = 0.4 under such a scheme. On the other hand, C"* first increases and then remains
unchanged under the superior relaying scheme. The reasons behind the phenomenon
can be explained as follows. For each fixed ¢, € {0.1,0.2} under the random relaying
scheme, the power P. increases with the increasing of P,,.., which can reduce the

negative effect of outage probability on C*. Meanwhile, the covert transmit pow-
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er also increases to keep an unchanged value of ., leading to the increasing of C™*.

When e, = 0.4, we can obtain a large optimal covert transmit power and a small

PS/, leading to occurring of outage. Thus, C* = 0. Regarding the superior relaying
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scheme without transmission outage, we can determine an optimal covert transmit
power. As P,,,, is relatively small, the covert transmit power is less than the optimal

value. Thus, the covert transmit power increases with the increasing of P,,.., which



leads to the increasing of maximum covert capacity C*. If P,,,, increases more than a
threshold, the covert transmit power achieves the optimal value and keeps unchanged,
which leads to a constant C*.

Similar to the previous analysis, S can decide which relay selection scheme can
achieve greater maximum covert capacity according to its own maximum power con-
straint P,,q,. From Fig.(3.6), we can see that under the random relaying scheme, if the
maximum power is large enough, the maximum covert capacity C* can be increased
all the time, which means that S must always transmit with full power. However,
under the superior relaying scheme, even if the P,,,, is relatively small, it can stably

achieve a better maximum covert capacity C* and reduce the transmission costs.

3.5 Discussion

In this chapter, we analyze the performance of covert communication in wireless
systems with multiple relays by deriving the detection error probability and optimiz-
ing the covert capacity. Numerical results indicate that the covert capacity increases
with the increasing of covert transmit power under the random relaying scheme, while
there exists an optimal covert transmit power to achieve a maximum covert capacity
under the superior relaying scheme.

However, in practical applications, although the superior relaying scheme saves
resources in covert power, it has a higher requirement on the channel state of relay
and requires the cooperation of all relays. If there is no relay that meets the require-
ments, the source will choose to stop transmitting covert information. This leads to
limited slots of covert transmissions that can be completed within a period of time.
Thus, the source will decide which relay selection scheme to use according to different
channel states and its own resource constraints. If the source’s covert demand for
the communication is not extremely high, and the available power is more, then the

random relaying scheme can already satisfy the requirements. If the transmit power
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of the source is limited and there is a relay that meets the requirements of non-outage,
the superior relaying scheme is better.

In addition, if the transmission power of source is limited and there is no relay
that satisfies the superior relaying scheme, we also consider combining two relay
selection schemes (e.g., sort all channel states and randomly select one of the top
three channels). This not only guarantees the transmission quality but also saves
power as much as possible. We will further analyze the covert performance under
this relay selection scheme in future work.

The two relay selection schemes proposed in this chapter show that designing a
flexible relaying protocol will improve the covert capacity. This concept proposes
a new issue for the future research of covert communication in a two-hop wireless

communication system with multiple relays.

3.6 Summary

This chapter investigated the performance of covert communication in multiple
relays assisted wireless systems. To this end, we proposed two relay selection schemes,
i,e., random relaying scheme and superior relaying scheme. We then derived the ex-
pressions for the detection error probability and covert capacity under each selection
scheme. Moreover, we also derived the maximum detection error probability by op-
timizing the detection threshold. We further optimized the covert transmit power to
maximize the covert capacity performance under a given covertness requirement. Fx-
tensive numerical results were presented to illustrate the impact of various parameters
on detection error probability and covert capacity.

In particular, the impact of covertness requirement on the maximum covert capac-
ity exhibits similar behaviors under the proposed two relaying schemes. Furthermore,
the increasing of maximum power constraint can increase the maximum covert capaci-

ty under the random relaying scheme by carefully setting the covertness requirements,
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while the maximum covert capacity converges to be a constant with the increasing
of maximum power constraint under the superior relaying scheme. Remarkably, both
the detection error probability and covert capacity performance under the superior
relaying scheme are better than those under the random relaying scheme as covert

transmit power increases.
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CHAPTER IV

Cooperative Jamming based Covert
Communication in Relay-Assisted Wireless

Systems

In this chapter, we introduce cooperative jamming technology into relay-assisted
wireless systems to interfere with the warden. In order to determine the forward
relay and the jammer, we illustrate a new relay/jammer selection protocol in this
system. In order to explore the impact of cooperative jamming on the performance
of covert communication, we introduce a jam-generating threshold into the theoret-
ical framework and we further derive the expressions for three performance metrics,
i.e., transmission outage probability, the detection error probability of warden and
covert capacity. We also explore covert capacity maximization through efficient nu-
merical searches under given covertness and outage requirements. Finally, we present
extensive simulation and numerical results to validate our theoretical results and to
demonstrate that cooperative jamming can improve the performance of covert com-

munication by confusing the warden.
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Figure 4.1: Covert communication scenario.

4.1 System Model and Performance Metrics

4.1.1 System Model

The two-hop wireless network, where a message is first transmitted from its source
to intermediate relay(s) and then forwarded by the relay(s) to its destination, is a
crucial network model and is widely used in wireless communications. In this work,
we consider a two-hop wireless network (depicted in Fig.(4.1)), consisting of a sensing
source S, a destination D, n legitimate relays Ri,Rs,R3,...,R,, and a warden Willie.
Each node employs a single antenna and operates in a half-duplex mode. The direct
link between S and D is assumed to be unavailable due to deep fading or limited
transmit power. With the two-hop relay routing, S first transmits the message to a
relay, and the relay then forwards the message to D. In particular, S selects a relay
Ry, to forward the message and selects some of the remaining relays helper jammers R;
to send jamming signals to confuse Willie. Willie always observes the environment
passively and silently, and tries to detect whether S and R, are transmitting the
message or not in two hops, respectively. We assume that S and R, employ the same
power to transmit the message, all R; employ the same power to generate artificial

noise, and there is a maximum power constraint P,,.,,. We assume that the time is
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evenly divided into equal-sized time slots, and the independent quasi-static Rayleigh
fading is used to model wireless channels in our work, where each channel keeps
unchanged in a time slot, but randomly and independently from the current time slot
to the next one. The channel coefficient hj; of link & — [ is modeled as complex
Gaussian random variables with zero mean and unit variance. There are in total
five channels in the system, i.e., the channel from S to relay, the one from relay to
D, the one from relay to relay, the one from S to Willie and the one from relay to
Willie whose channels coefficients are denotes as hsr, hrp, hrr, hsw and hrw,
respectively. The |hg|? is the channel gain, where k € {SR, RD, RR, SW, RW}. We
assume that S and relay know |hgg|?, |hrp|? and |hgr|>. We also assume Willie
knows |hgw|? and |hgw|*. In addition, the channel noise is AWGN with variance
o?. We assume that the system bandwidth is W MHZ. Without loss of generality, we

assume W = 1 throughout this work.

4.1.2 Performance Metrics

To decide whether transmitter is transmitting message or not, warden conducts
two hypotheses, i.e., null hypothesis Hy and alternative hypothesis H;. The former
represents that transmitter does not transmit covert message while the latter repre-

sents that it transmits. Then, we define two performance metrics as follows.

Detection error probability: It is the probability that warden makes a wrong
decision on whether or not transmitter is transmitting covert message, which is ex-

pressed as

( =Ppa+Puyp, (4.1)

where ( denotes the detection error probability. Pr4 denotes the probability of false

alarm that warden trusts H,, while Hy is true. IPy;p denotes the probability of missed
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detection that warden trusts Hy, while H; is true.

Covert capacity: It is defined as the covert rate at which message from S is
transmitted covertly to D with high detection error probability at warden. In our
study, we consider that the warden detects S at the first hop and detects R, at the
second hop. According to our previous assumptions about the transmit power, the
detection situation of the second hop is the same as that of the first hop. Therefore,

we give the expected value of the covert capacity under two relay selection schemes.

4.2 Protocol Design with Cooperative Jamming

In this work, we assume that the whole transmission can be conducted in one slot.

We need to design the relay selection and cooperative jamming protocols.

4.2.1 Relay Selection Protocol Design

For the two-hop scenario where there are multiple relays, we propose two relay
selection schemes. The first one is the random relaying scheme which means S ran-
domly chooses one message relay from all the relays before the S to D transmission
is conducted in two hops. Another one is the superior relaying scheme which means

? |hr, p|’} and satisfies the

S selects one message relay with the largest min{|hg g,

no outage requirement.

4.2.2 Cooperative Jamming Protocol Design

To better guarantee covert communication, we consider cooperative jamming, a
typical physical layer security method where helper jammers generate artificial noise
to resist the adversaries.

In the first hop, once S chooses the message relay R,, then S determines the
helper jammers among the remaining relays. In order to use resources reasonably, we

assume that the relays with indices in Ry = {j|j # b,|hg,r,|*> < a} serve as helper
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jammers to confuse warden, where « is the jam-generating threshold to control the
interference received by the receiver. In the second hop, if R, is successful in decoding
the message, relays with indices in Ry = {j|j # b,|hg, p|* < a} serve as helper
jammers to generate artificial noise.

Based on the two message relay selection schemes we mentioned previously, the
transmission situations of the second hop are different. Under the random relaying
scheme, if Ry is successful in decoding the message from 5, it re-encodes the message
and then transmits it to D in the second hop. If R, fails to decode the message, there
will occur a transmission outage and S then decides to suspend the transmission.
Under the superior relaying scheme, according to our requirement for the channel

gain, there will not occur transmission outage.

4.3 Performance Analysis and Optimization

In this section, we first propose the transmission strategy of source and then derive
the detection error probability of the warden. We also explore covert capacity under

the relay /jammer selection protocol.

4.3.1 Performance Analysis and Optimization under Random Relaying
Scheme

4.3.1.1 Transmission Strategy

Based on the relay selection scheme, we assume S randomly chooses one message
relay R, from all relays without considering the quality of channel at the first hop,
which may result in transmission outage once if the signal-to-noise (SNR) at Ry is

smaller than its required threshold 6. The received signal at R, can be formulated as

YR, = \/EhS,RbSES + Z \/ PJhRj7Rb:Uj + Ng,, (4.2)

JjE€ER1
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and the received signal at D can be formulated as

Yp = \/PRthb,Dxr —f- Z \V PJhRj,bej +nD. (43)

JERz2

Accordingly, the SINR at R, is determined as

PS‘hS Ry ’2
’YR = : 5 (44)
" Yier, Pilhr, m|? + 0%,
the SINR at D is determined as
2
Pg,|hg, | (4.5)

YD =
> jery Pilhryry > + 0’

where the P; and Pg, are the transmission power of S and R; subject to maximum
power constraint P, and P; is the jamming power. The z,, x, and z; are the
transmitted symbols of of S, R,, and R4, respectively. The ng, ~ CN(0, 0'2Rb) and

np ~ CN(0,0%) represents the received noise at Ry, and D, respectively.

4.3.1.2 Detection Error Probability

We consider that Willie detects S at the first hop and then detects R, at the
second hop. According to our previous assumptions about the transmit powers of S,
Ry, and P;, the detection situation of the second hop is the same as that of the first
hop. Therefore, we first analyze how Willie performs the hypothesis test in the first

hop and we can deduce the detection error probability of Willie later.
1. Hypothesis test

In the first hop, the received signal y,, of Willie under the random relaying scheme
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is given by

Z VvV PJhRjijj + Ny, lfHo is true
\ Pshs’Wl’s + Z AV PJh;RJ.J}VZEj + Ny, 1fH1 1s true
JER1

where n,, ~ CN(0,02) represents the received noise of Willie. According to the

previous analysis 7= 1/m Y"1, |y %, which is determined as

Z PJ|hRj,W]2 + ai, if Hyis true
T — JER1 (47)
Plhsw|*+ Y Pjlhg,wl’ + oy, if Hyis true
JE€ER1
2. Detection error probability of Willie
It is determined as following under the random relaying scheme,
¢ =Pra+Pup, (4.8)
where
r
] (li)" iftA> 0?2
Prg = ) (49)
1, otherwise
and
P 2 -\
1—( ) exp(gw ),if)\><712u
Pyp = Ps— Py Py (410)
0, otherwise

where [ is the number of relays actually serving as helper jammers in Ry, a = (A —
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02)/P; and gamma function I'(l) is given by

(I P : 2\
1+ 0 —( - >exp<0wp ),ifAZan

1. otherwise

(4.11)

Proof : Z is defined as the event that there are [ relays actually serve as helper

jammers in the first hop.

Ppa=P(Y_ Pilhgwl’+0% >\

JER1

\—o?
=P (Z |hR]-7W|2 > P, w)

JER1

: /(OO”) I e o w2 (2 (4.12)

Py

As we known, the PDF (probability density function) of |fLR].J/I/|2 for any j € Ry is
Jin wip(@) =e 0 <z <oo (4.13)
By using the convolution theorem, we deduce the PDF of > iR, |hR]-,W|2 as

Ve i) < 2 < 00 (4.14)

fzjem |hRj’W|2(x> - (-1
hence, the expression (4.9) can be obtained.
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Next, applying the law of total probability, the expression of Py;p is given by
Pyp = P(Pilhsw!® + Y Pilhg,wl* + 02 < )
JER1

n—1
= P(Phswl*+ > Pilhp,wl* + 05 < MZ)P(Z)
=0

JjeER1

x e, Palba el +.7%
= Flhr;wltieR 1 —exp P,
4 > jer, PJ‘hRj7W|2+O-12U_)\
- 1 o |hRj,W|27j€RleXp PS
o2 — A\ Pylhg,w|®
=1—exp ( P, > jgz[ E‘hRijlzjjenlexp <—P:
1

=1 —exp ( _ A) jg/ (M) P, 2 (%), (4.15)

where E(-) is expectation function.

To achieve covert communication, detection error probability of Willie should
satisfy ¢ > 1 — ¢ for any € > 0, when m tends to infinity [48].

Under the case of A < 02, ¢ = 1. This means that Willie cannot detect the
transmission from S to R, absolutely, we consider this Willie is incompetent. Thus,

we only consider the case of A > 2. Take the derivation of (4.11) with respect to A,

we have
A —o2)=Dex A 1 P ! 2 _
% _ _( ) p( Py ) 4+ — s exp Ow A . (416)
15)) Pyl —1)! P, \P,—P; P,

Let A* denotes the solution of % = 0, then we have the optimal threshold AT = \* to

achieve the minimum value of ¢, i.e., (T = ((AT).

4.3.1.3 Covert Capacity

1. Transmission outage probability
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To derive the covert capacity, we first determine the transmission outage proba-
bility for transmission from S to D. If the received signal strength at the receiver is
smaller than its required threshold #, which means that it fails to decode the message,
we determine that there is a transmission outage. In a two-hop wireless network, en-
suring that the transmission of each hop is reliable can ensure the reliability of the
entire transmission. Therefore, the transmission outage probability (TOP) can be

expressed as

P,, = P(SIRsp, < 0| JSIRR,p < 0)

9<012% + U%)) 1 — e(—a(1+K)) 2n—2
- B b 4.1
exp ( P, ) {(1 + K)(1—e2) ; (4.17)

where K = 0P,/ P;.

Proof : The TOP of a two-hop wireless network is expressed as

P, = P(SIRs g, < 0| ) SIRR,p < 0)

=1— P(SIRsp, > 0( ) SIRg,p > ). (4.18)

Since the first and the second hop are independent of each other, and S and R, use

the same transmit power, we can obtain
P, =1—P(SIRgg, > 0)P(SIRg,p > 0). (4.19)

Next, the probability distribution of |hg, g,|* for any j € Ry is given by

1 —, o<z <«
Sinry 2 () = c (4.20)
0, ifr > a
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then,

P(SIRgp, > 0) = P(y, > 0)

00> cr, Prlhr, g,|* +0%,)
P

( 9(ZjeR1PJ!hRj,Rb!2+012zb))]
exp | —

=P

|hS,Rb|2 >

P

=K
1o (245

=exp (
Jj=1,j#b

0 0P;|hg. & |?
(8 TL [ (2250) ]
J=1,5#b s

,ggRb 1 — e(—a(i+K) 77!
= 4.21
ow (-08) [ e (.21

similarly,

P(SIRg,p > 0)

Oo?, 1 — el-a(i+K) "7
= — . 4.29
eXp( P, ) {<1+K><1—e—a> (4.22)

Substituting (4.21) and (4.22) into (4.19), (4.17) can be obtained.

2. Expected covert capacity

According to the definition of the channel capacity C' of a two-hop wireless net-
work, we can get an expected value of the covert capacity C.; under random relaying

scheme as follows

Ccl - C(l - Pto)

= min{C, Co}(1 — Py), (4.23)

where C and Cy are the channel capacity of the first and second hop, respectively.

3. Covert capacity maximization
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The objective of covert capacity maximization is to maximize the covert capac-

ity C.; while maintaining a high detection error probability of Willie. It can be

formulated as the following optimization problem.

Maximize C..

st (M(P)>1-e,
Pio(n, @) < €40,
. €(0,1),

Eto € (O, ].),

(4.24a)
(4.24b)
(4.24c)
(4.24d)

(4.24e)

where €. is the covertness requirement and &, is the TOP requirement. In order to

achieve a satisfactory covert capacity, we must limit the TOP as (4.24c) by finding

the optimal o with the number of relays in this system.

4.3.2 Performance Analysis and Optimization under Superior Relaying

Scheme

In this section, we also first propose the transmission strategy of S and then derive

detection error probability of the warden. We also explore the covert capacity under

the relay/jammer selection protocol.

4.3.2.1 Transmission Strategy

Based one the superior relaying scheme, we assume S chooses one message relay R,

with the largest min{|hg g, |*, |hr,.p|°} and there will not occur transmission outage.

Furthermore, if no relay can satisfy this condition, S stops transmission.
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The received signal at R, can be formulated as

be = \/ PshS,bes —I— Z \ PJhRj,Rbmj + ana (425)

JER1

and the received signal at D can be formulated as

Yp = \/PRthb,DIT + Z \ PJhRj,RbIj —|—7’LD. (426)

JER2

Accordingly, the SINR at Ry is determined as

Pylhsr,|’
Yo, = ’ , (4.27)
" Yjer, Pilhr, g |? + 0%,
the SINR at D is determined as
Pr |hg ol
AL (4.28)

"D =
ZjeRz PJ|hR]-,Rb‘2 +op’

where the P; and Pg, are the transmission power of S and R, subject to maximum
power constraint Ppqe, and Py is the jamming power. The ng, ~ CN(0,0%,) repre-

sents the received noise at Ry.

Notice our transmission condition STRg g, > 6 and P, = Pg,, we have |hgg,|* >

00> ;cr, Prlhr, r,|” + o%,)/Ps and then we have

0> er, Pillr, m,* + 0%,)

p —
’ |hs, |

(4.29)

4.3.2.2 Detection Error Probability

Similar to the random relaying scheme, we give the hypothesis test and the de-

tection error probability of the Willie.

1. Hypothesis test
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In the first hop, the received signal y,, at the Willie under the random relaying

scheme is given by

Z vV PJhRj7w$j + Ny, lfHo is true
Yo =4 (4.30)
vV Pshswaxs + Z V Pihg, wxj+ ny, if Hyis true
JjER1

where n,, ~ CN(0,02) represents the received noise at the Willie. Based on (3.7),
(4.29) and (4.30), T is determined as

.
Z PJ|hRj7W|2 + 02, if Hyis true
JER1
03 icr, Pilhr, m,|” + o%,)|hsw !’
T = JER1 |hJSI: |2 b (4.31)
yAlp
+ Z PJ|hRj7W|2 + 02, if H, is true
\ JER1

2. Detection error probability of Willie

Based on (4.31), the detection error probability of Willie can be determined as

¢ =Ppa+Pup, (4.32)
where
INQ
l ( i g if A > o2
Ppa—{ ¢! (4.33)
1, otherwise
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and

1\’ 2\
1— (—) exp (M> ,ifA > 02
Pyp = I-v s (4.34)

0, otherwise

where I' is Gamma distribution, [ is the number of relays actually serving as helper
jammers in Ry, b = (A —o2,)/Py and ¢ = (Pylhsg,*)/0(>,cx, PJ|h/Rj7Rb|2 +0%,).
Then the formula (4.32) can be rewritten as
r(l 1 2\
1 ()'_( )exp(m>,if/\zgi

1. otherwise

(4.35)

Proof : The proof of Pr, is similar to the random relaying scheme. Then, we also
define Z as the event that there are [ relays actually serve as helper jammers in the

first hop. By applying the law of total probability, the expression of Py;p is given by

]P)MD = P(Ps|hgjw|2 + Z PJ|hRj7W|2 —f—O’?U < )\)
JjER1

n—1
> P(Plhswl’+ > Pilhpwl’ + 00 < MZ)P(2)

1=0 jeERL
n—1 2 2
0 : PJ hR~,R +o0
B KOS f;’ Rb)|h5,w|2 + > Pylhg,wl’ +0s < X P(Z)
1=0 s, | JER,
(Xser, Prlhr,wl® + 02 = Nlhsg,|”
:EIhR.W\Q,jeRl 1 —exp 5 >
2 00> jer, Prlhr;r|" +0%,)
(0%, — Mg
=1—exp [bT H ]ElhRj’W|27j6RleXp(|h}Rj,W|2¢)
J jE€RL
(0%, — Ny >
=1—exp [RTJ 1T / exp (|, wl*0) 2 (2)de (4.36)
jery V0

where E(+) is expectation function.
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The covert communication can be achieved if ( > 1 — ¢ for any ¢ > 0. Under
the case of A < 02, ¢ = 1. This means that Willie cannot detect the transmission
from S to R, absolutely, we can consider this Willie is incompetent. Thus, we only

consider the case of A > ¢2. Take the derivation of (4.35) with respect to A, we have

9 (A= 0d)Vexp(T2)
oN Py(I—1)!

2
—A
e ooy — A)
Py Py

— ) exp( ). (4.37)

I—o

Let AT denotes the solution of % = 0, then we have the optimal threshold AT = \* to

achieve the minimum value of ¢, i.e., (T = ((\T).

4.3.2.3 Covert Capacity

1. Expected covert capacity

Similarly, we can get an expected value of the covert capacity C.o under the

superior relaying scheme as
ch =(C= min{Cl, Cg}, (438)

where C and () are the channel capacity of the first and second hop, respectively.

In addition, the outage probability under the superior relaying scheme is given by
(4.39), which means that the link of selected message relay still has the possibility of

outage subject to the number of relays n and jam-generating threshold «. Based on
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(5.32), we have

Py, = P(min{S]R&Rb, S]RR;,,D} < 0)

=30 (1) gy | - A e M P o)
—~ \k 2k —1

Py

" 1 0(P . h 2402
3 ()1 g e [—2k o s Pl o)

0 S

" /n 1 —0o7
=> (k) (1) g hex ( PRb> I By e |exp(=2 > |th,Rj|2)]

0 8 JERL JERL

" /n 1 _9‘7123% 2
+ Z i (—1) T 1(k — 1)exp 2 H E|th7RJ_‘2 exp(—2kz Z \hr,.R;|”)

0 s JER1 JE€ER1

" /n 1 —0o%, 1 — e—(+2)a 7!
— -1 k 5 L

2 (L)oo (C50) F o)

n n 1 _90-12% 1— 67(2k:z+1)a !

—1)* b ) (k-1 4.

+20:(k:)( ) 2k—1eXp< 2 )< ){(1—6—0‘)(2162—#1)} (4:39)

where z = 0P, /P;s. In this work, the transmission strategy of S is to select a relay
that satisfies the no outage condition before transmission. Therefore, there is no
effect on the covert capacity in a time slot. However, the n and « affect the number
of times that covert communication occurs over a period of time.

2. Covert capacity maximization

The objective of covert capacity maximization is to maximize the covert capac-
ity C. while maintaining a high detection error probability of Willie. It can be

formulated as the following optimization problem.

Maximize Cgo. (4.40a)
s.t. (NW(P)>1—e,, (4.40Db)
e. € (0,1), (4.40¢)

where ¢, is the covertness requirement and £, is the covert transmission requirement.
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Condition (4.40b) is satisfied, which means that covert communication is achieved.
Unitizing numerical search, we can easily solve the one dimensional optimization
problem in (4.40). By substituting P! into (4.38), the optimal value of n and «, we

then obtain the maximum capacity denoted as C*.

4.4 Numerical Results

In this section, we first validate our theoretical analysis for the transmission outage
probability under the random relaying scheme as well as the detection error proba-
bility of Willie under two relay selection schemes through extensive simulations, and

then explore how the system parameters affect the ¢ and covert capacity.

4.4.1 Validation

For the transmission outage probability under random relaying scheme, the to-
tal number of transmissions is fixed as 100000 with the corresponding random CSI
and the transmission outage probability is measured as the ratio of the number of
transmissions suffering from transmission outage to the total number of transmis-
sions. We conduct extensive simulations with the setting of number of relays n = 50,
jam-generating threshold o = {0.3,0.5,0.7}, transmission power P, = 5 W, threshold
0 = 1 jamming power P; =1 W and received noise 0, = 07, = —5 dB. We can see
from Fig.(4.2) that for each a, the theoretical transmission outage probability P, al-
most matches with the simulation one. The mean of transmission outage probability
P,, with 50 relays are summarized in Table 4.1.

Obviously we can see that for the same «, as the number of relays increases, the
probability of transmission outage continues to increase. This is because the number
of jamming relays that meet the threshold conditions increases, resulting in a decrease

in the SNR. Similarly, if the « is increased, the relays as jammer will also increase.
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We first explore the impact of detection threshold A on the detection error prob-
ability ¢ under these two relay selection schemes is summarized in Fig.(4.4). For
the detection error probability of Willie under two relay selection schemes, CSI is
generated randomly and 17 sample points of detection threshold A\ are set. Willie

performs 100000 detections with the corresponding random CSI and A. Based on
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the total detection error probability, we obtain the average value of ¢ at each sample

point of A.

Table 4.1: Mean of transmission outage probability

a=0.3 a=0.5 a=0.7
Theoretical 0.822 0.914 0.948
Simulation 0.831 0.909 0.953

We compare the theoretical results with the simulation ones under the two relay
selection schemes with the setting of jamming power P; = 1 W and received noise
o2 = —5 dB at Willie. We can observe from Fig.(4.3) that for each relay selection
scheme, the theoretical ¢ almost matches with the simulation one. This demonstrates
that our theoretical results can well capture the performance of covert communication

under these two relay selection schemes.

4.4.2 Covert Performance Analysis

How (¢ varies with A under the random relaying scheme is shown as Fig.(4.4(a))
with the setting of outage requirement &, = {0.3,0.5,0.7}, transmission power Py = 5
W, threshold # = 1, jamming power P; = 1 W, channel gain |hsg,|* = |hg, p|* = 1
and received noise 02 = —5 dB at Willie. According to the &, we set the number
of relays n = 20 and then determine the expected number of jammers [ by the value
of a. The Fig.(4.4(b)) shows how ( varies with A under the superior relaying scheme
with the setting of a = {0.3,0.5,0.7} and the other parameters are same as former
ones. We can observe from Fig.(4.4) that for each setting of ,, and «a, as X increases,
¢ first decreases and then increases under both the schemes. This can be explained
as follows. We know that ( is the sum of false alarm probability Pr4 and missed

detection probability Py;p. It can be determined from our theoretical analysis that
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Figure 4.4: The impact of detection threshold on detection error probability.

P4 is a decreasing function of A while Py;p is an increasing function. As A is relative
small, the former one dominates ¢, leading to the decreasing of ¢ with A\. On the other
hand, as A further increases, the latter one dominates (, leading to the increasing of
(. There exists a minimum ¢ which means Willie has the strongest detection ability
to detect the transmission of two hops, then we can find a corresponding maximum

transmission power limit of S and R,. Fig.(4.4) also shows that for each fixed A,
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the minimum value of { increases with the increase of €. and «. This is because the
increase in the number of jammer increases the noise power received at Willie, then

increases the probability of detection errors.

To investigate the impact of covert transmit power P, on the covert capacity C.,
we summarize in Fig.(4.5) how C, varies with the increasing of Ps; under these two
relay selection schemes with the setting of @ = {0.3,0.5,0.7} and 012%1) = 0% = —5
dB. We also set 20 relays and determine the expected number of jammers [ by the
value of .. In the Figures of showing that covert capacity and max covert capacity,
the dashed lines and solid lines are used to show the results under the random
relaying scheme and the superior relaying scheme, respectively. It can be observed
from Fig.(4.5) that as P; increases, C. increases under both the schemes. This is
because the increasing of P; leads to the increasing of the SNR at the receiver. A
careful observation of Fig.(4.5) indicates that for each fixed P, as o further increases,
the C. will decreases. The reason for this phenomenon is that the number of relays

satisfying the selection conditions of the jammer increases, which leads to an increase

in the total jamming power, then resulting in a decrease in the SNR of the receiver.
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We can also see from that for each fixed P;, C. under the random relaying scheme
is lower than that under the superior relaying scheme. This can be explained as
follows. The channel quality of under the former is unstable and may cause trans-
mission outage, hence the covert capacity will also be affected. However, the superior
relaying scheme does not occur transmission outage, so the covert capacity will be
higher compared to the random relaying scheme with the same covert transmit power
which will reduce transmission cost in disguise when the transmitting power of covert

message is constant.

4.4.3 Performance Optimization

We explore the impact of covertness requirement €. on the maximum covert ca-

pacity C* under the two relay selection schemes. Fig.(4.6) illustrates that the impact
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Figure 4.6: The impact of covertness requirement on maximum covert capacity.

of covertness requirement . on the maximum covert capacity C* under the two re-
lay selection schemes with the setting of a = {0.3,0.5,0.7}, 03 = op = —5 dB.
For the random relaying scheme, regarding the transmission outage maybe occur,

according to the expression of optimization problem, we set n = 20, then we get the
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expected number of the jammers and the ¢4, according to the a. For the superior
relaying scheme, according to the expression of optimization problem, the optimal
transmission power P could be found through efficient numerical search.

We can observe from Fig.(4.6) that as €. increases, the C* increases under the two
relay selection schemes. This is because the increasing of €. leads to the increasing of
the optimal transmission power P, which corresponds to an increase in the probabil-
ity of transmission being detected. A careful observation of Fig.(4.6) indicates that
for each fixed ¢., as « increases, the maximum covert capacity C* decreases, and the
C* under the random relaying scheme is less than that under the superior relaying
scheme. The reason of this phenomenon is that the increase of o not only increases
the jamming power but also increases the probability of transmission outage. Notice
that under the superior relaying scheme, the maximum covert capacity C* is related
to only the optimal transmission power P;. Thus, a higher covert capacity can be
achieved without considering the transmission outage.

According to the previous analysis, it is worth noting that in order to reduce the
transmission outage probability under the former relay selection scheme, S needs to
increase the power to transmit its message within the maximum power constraint
Prax. Unlike the former scheme, P’ can be adjusted according to P; because the
channel gain of the second scheme is excellent. Therefore, it can stably achieve a

better maximum covert capacity and reduce the transmission cost under the superior

relaying scheme in practical application.

4.5 Discussion

In this chapter, we introduce the cooperative jamming technology into relay-
assisted wireless systems to confuse the warden under two relay selection schemes.
We also derive the expressions for three performance metrics, i.e., transmission outage

probability, the detection error probability of warden, and covert capacity. Then we
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explore the covert capacity maximization through efficient numerical searches under
given covertness and outage requirements.

Relay-assisted systems are very common in practical applications and cooperative
jamming technology is very suitable for application in such systems. In fact, the
jamming signal not only has a confusing effect on the warden but also reduces the
decoding rate of the receiver, thereby may damage the covert capacity. To fix this
point, we use a jam-generating threshold « to control the effect of the jamming signal
on the receiver as much as possible. Numerical analysis results prove that as the
number of relays increases, the probability of the occurrence of relays that satisfy the
jam-generating threshold and the conditions for forwarding relay will increase, but
the workload of testing the channel status will also increase.

Therefore, we have discussed how to choose the relay selection scheme in the for-
mer chapter. For systems with a large number of relays, the use of cooperative jam-
ming technology can increase the covert capacity, satisfy a higher covert requirement,
and maximize the use of resources. In this chapter, we put forward a transmission
scheme that joint cooperative jamming and relay selection, which extends the current

researches of covert communication.

4.6 Summary

This chapter investigated the performance of cooperative Jamming based covert
communication in a relay-assisted wireless system. To this end, we illustrate the
relay /jammer selection scheme in this system. In order to explore the impact of
cooperative jamming on the performance of covert communication, we introduce a
jam-generating threshold into the theoretical framework and we then derive the ex-
pressions for three performance metrics, i.e., transmission outage probability, the
detection error probability of warden and covert capacity. We also explore covert ca-

pacity maximization through efficient numerical searches under given covertness and
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outage requirements. Finally, we present extensive simulation and numerical results
to validate our theoretical results, and to illustrate the impact of various parameters
on detection error probability and covert capacity.

Numerical results indicate that the covert capacity increases with the increasing
of covert transmit power under the two selection schemes, while the better maximum
covert capacity is achieved under the superior relaying scheme. In particular, the
impact of the covertness requirement on the maximum covert capacity exhibits similar
behaviors under the proposed two relaying schemes. However, the jam-generating
threshold is on the contrary. Although the increase of jam-generating threshold can
increase the probability of detection error of warden, the maximum covert capacity
is reduced due to excessive jamming power. Therefore, in actual applications, users
should choose the appropriate jam-generating threshold according to the number of
relays and the covertness requirement. Remarkably, the covert capacity performance
under the superior relaying scheme is obviously more excellent in the case of power

limitation.
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CHAPTER V

Covert Communication in Relay-Assisted Wireless

Systems with an Active Warden

In this chapter, we focus on the performance of covert communication in a sce-
nario where the warden actively attacks the communication process as a jammer in
relay-assisted wireless systems. We introduce a new transmission strategy and rede-
fine the behavior of the warden that it performs detection and jamming throughout
the covert communication process. Notice that the transmitter has to increase the
transmission power to ensure successful decoding due to the jamming of the warden,
and thus increases the risk of being detected. To deeply explore such interactions,
based on the related relay selection protocol designed previously, we develop a new
theoretical framework to analyze the transmission outage probability, the detection
error probability of warden, and covert capacity. Then, we optimize the covert capac-
ity through power control under given covertness and outage requirements. Finally,
extensive simulation and numerical results are provided to illustrate our theoretical
findings and the performance of covert communication with an active warden in such

systems.
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5.1 System Model and Performance Metrics

5.1.1 System Model

In this chapter, we still consider a two-hop wireless system with multiple relays,
where a message is first transmitted from its source to intermediate relay(s) and
then forwarded by the relay(s) to its destination. However, the actively attack from
warden was not considered in the previous works. In this work, we consider a two-hop
wireless network (depicted in Fig. 1), consisting of a sensing source S, a destination
D, n legitimate relays Ri,Rs,R3,...,R,, and a warden Willie. Each node employs a
single antenna and operates in a half-duplex mode except for Willie, which works in
full-duplex mode. The direct link between source S and destination D is assumed
to be unavailable due to deep fading or limited transmit power. With the two-hop
relay routing, S first transmits messages to a relay and the relay then forwards the
messages to D. In particular, S will select a relay R; to forward messages. Willie
always observes the environment passively, silently and tries to detect whether the
transmitter is transmitting message or not. Moreover, Willie always actively sends
jamming signals with a fixed power P, to disrupt the transmission. We assume that
S knows the fixed power P, of Willie and achieves the covert communication by

adjusting its own transmission power P.

We assume that the time is evenly divided into equal-sized time slots, and the in-
dependent quasi-static Rayleigh fading is used to model wireless channels in our work,
where each channel keeps unchanged in a time slot, but randomly and independently
from the current time slot to the next one. The channel coefficient hy; of link £ — [
is modeled as complex Gaussian random variables with zero mean and unit variance.
There are in total six channels in the system, i.e., the channel from S to relay, the
one from relay to D, the one from S to Willie, the one from relay to Willie, the

one from D to Willie, and the one from Willie to Willie (self-interference), whose
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Figure 5.1: Covert communication scenario.

channels coefficients are denoted as hg g, hrp, hsw, hrw, hpw, and hyw, respec-
tively. The |hy,|? is the channel gain that includes channel fading and path loss,
where k € {SR, RD, SW, RW, DW,WW}. We assume that S and relay know |hg g|?
and |hg p|*, and Willie knows |hsw|?, |hpw|*, and |hgw|?. In addition, the channel
noise is AWGN with variance 0?. We assume that the system bandwidth is W MHZ.

Without loss of generality, we assume W = 1 throughout this paper.

5.1.2 Performance Metrics

To decide whether transmitter is transmitting message or not, Willie conducts
two hypotheses, i.e., null hypothesis Hy and alternative hypothesis H;. The former
represents that transmitter does not transmit covert message while the latter repre-
sents that it transmits. Then, we define two performance metrics as follows.

Detection error probability: It is the probability that Willie makes a wrong
decision on whether or not transmitter is transmitting covert message, which is ex-

pressed as

¢ =Ppa+Puyp, (5.1)

where ( denotes the detection error probability, Pz, denotes the probability of false
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alarm that Willie trusts Hy, while Hy is true, IP);p denotes the probability of missed

detection that Willie trusts Hy, while H; is true.

Covert capacity: It is defined as the covert rate that message from S is trans-
mitted covertly to D with high detection error probability of Willie. In this work,
we assume that Willie detects the source S at first hop and the forward relay R, at
second hop. According to our previous assumptions about the transmit power, the
detection situation of the second hop is the same as that of the first hop. Therefore,

we give the expected value of the covert capacity under two relay selection schemes.

5.2 Protocol Design with an Active Warden

5.2.1 Relay Selection Protocol Design

In this work, we assume that the whole transmission, including the relay selection,
can be conducted in one slot. For a two-hop scenario where there are multiple relays,

we propose two relay selection schemes.

Random relaying scheme: S randomly chooses one message relay from all the
relays before the S to D transmission is conducted in two hops with the random
relaying scheme. This message relay is denoted as R, and announces itself as the

message relay before the transmission in the first hop.

Superior relaying scheme: To enhance the performance of covert communica-
tion, we propose the superior relaying scheme. The selected message relay is denoted
as Ry, which with the largest min{|hgr,|*, |h&,.0|°} ( |hs.r,|* and |hg, p|* represent
the channel gain from S to the nth relay, and the one from the nth relay to D, re-
spectively). It is worth noting that S does not know the channel gain between itself

and Willie and therefore cannot determine the condition for no outage transmission.
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5.3 Performance Analysis and Optimization

In this section, we first propose the transmission strategy, then derive detection

error probability of Willie and covert capacity under the relay selection protocol.

5.3.1 Performance Analysis and Optimization under Random Relaying

Scheme

5.3.1.1 Transmission Strategy

Based on the selection scheme, we assume S randomly chooses one message relay

Ry, from all relays without considering the quality of channel at the first hop, which

may result in transmission outage once if the received signal strength at R, is smaller

than its required threshold 6. The received signal at R, can be formulated as

Yr, = V Pshsr,@s + \/ Pohrwry + ng,,

and the received signal at D can be formulated as

Yp = \/ PRthb,D'TT + V PwhD,wa + np.

Accordingly, the SINR at R} is determined as

_ Pihsr,|’
Pw‘hR,W|2 + 0'2Rb

Y

YR,

the SINR at D is determined as

__ PrJhg,pl’
Pylhpw|? + 02’

YD

(5.2)

(5.3)

(5.4)

(5.5)

where the P; and Ppg, are the transmission power of S at the first hop and R, at the

second hop subject to maximum power constraint P,,,., and P, is the jamming power.
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The x4, x, and x,, are the transmitted symbols of of S, R, and Willie, respectively.
The ny ~ CN(0,0%,) and np ~ CN(0,03) represents the received noise at R, and

D, respectively.

5.3.1.2 Detection Error Probability

We consider that Willie detects S at the first hop and then detects R, at the
second hop. According to our previous assumptions about the transmit powers of S,
Ry and jamming power P, of Willie, the detection situation of the second hop is the
same as that of the first hop. Therefore, we first analyze how Willie performs the
hypothesis test in the first hop and we can deduce the detection error probability at
Willie later.

1. Hypothesis test

In the first hop, the received signal y,, at Willie under the random relaying scheme
is given by

\/P_whwwxw + Ny if Hyis true
Yo = (5.6)
\/Fshg’wﬂ?s + \/P_whW,wa + Ny, if Hyis true
where n,, ~ CN(0,02) represents the received noise at Willie.
According to the previous analysis T =1/m " | lyi °, so it is determined as

Pylhww|* + o2, if Hyis true
T = (5.7)

Pi|hsw|” + Polhww|” + 02, if Hyis true

2. Detection error probability of Willie

It can be determined as following under the random relaying scheme,

¢ =Ppa+Pup, (5.8)
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where

Pra = P(Py|hww|” + 05 > )

2
exp <0wP A) JifA > o2

w

(5.9)

1, otherwise

and

PMD = P(Ps|h57w|2 + Pw|hW,W|2 +0121) < /\)

m P, o2 — A P, o o2 — A ) > o2
Ps_Pw P Pw PS_P’UJ P Ps ’ : T

0, otherwise

(5.10)

Then the formula (5.8) can be rewritten as

P, a2 — )\ o2 — )
1—|—< 2 )[exp(w )—exp(w )}, if\ > o2
(= Fo= P P Ps (5.11)

1. otherwise

To achieve covert communication, it should guarantee that ¢ > 1—¢ for any € > 0,

when m tends to infinity [48].

Under the case of A\ < ¢2, ¢ = 1. This means that Willie cannot detect the
transmission from S to R, absolutely, we can consider this Willie is incompetent.
Thus, we only consider the case of A > o2. Let A\* denotes the solution of g—f\ =0,

then we have the optimal threshold as

PP, P.
t_ stw Is 2 12
>\ (Ps_Pw)ln(Pw)+o-w7 (5 )
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thus, the minimum value of { can be obtained as

; P\ (7o)
=1-(= . 5.13
i (2) -

5.3.1.3 Covert Capacity

1. Transmission outage probability

To derive the covert capacity, we first determine the transmission outage proba-
bility for transmission from S to D. If the received signal strength at the receiver is
smaller than its required threshold 6, which means that it fails to decode the message.
In a two-hop wireless network, ensuring that the transmission of each hop is reliable
can ensure the reliability of the entire transmission. Therefore, the transmission out-

age probability can be expressed as

P, = P(SIRs, < 6| JSIRg,p < 0)

0(c%, + D) p, 7
1oy (A b)Y R 511

Proof : The transmission outage probability of a two-hop wireless network is as

follows

P,, = P(SIRg, < 0| JSIRR,p < 0)

=1- P(SIRsp, > 0( | SIRg,p > 0). (5.15)

Since the first and the second hop are independent of each other, and S and Ry, use

the same transmit power, we can obtain
P, =1—P(SIRgg, > 0)P(SIRp,p > 0). (5.16)
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Next, the probability distribution of |hg, w|* and |hpw|? is given by

f\th,WP(x) - f|hD,W|2($) = 6—:5’ 0<zr<oo

then,

P(SIRgsp, > 6)

= P(y > 0)

O0(Pylhr,w|* + 0%,)
5 ]

{ <9(Pw|th,w|2+012zb)>]
=FE |exp| — Iz

—fo2 _ 2
= exp (—;R’b) E {exp (—e‘hngl Pw)]

_ 9012% P,
~SP\T P ) lep, £ P.|

= Pllhs,r,|* >

similarly,

Oo? P,
P(SIRg,p > 0) = exp (— PD) [ep +P] :

Substituting (5.19) and (5.20) into (5.16), (5.16) can be obtained.

2. Expected covert capacity

(5.17)

(5.18)

(5.19)

(5.20)

According to the definition of the channel capacity C' of a two-hop wireless net-

work, we can get an expected value of the covert capacity C.; under random relaying

scheme as follows

Ccl — C(l — Pto)

= min{Cy, Co}(1 — P,),
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where C and () are the channel capacity of the first and second hop, respectively.
3. Covert capacity maximization

The objective of covert capacity maximization is to maximize the covert capac-
ity C.; while maintaining a high detection error probability at Willie. It can be

formulated as the following optimization problem.

Maximize C,. (5.22a)
s.t. (N(P)>1-—e,, (5.22b)
e. € (0,1), (5.22¢)

where ¢, is the covertness requirement. Stochastic gradient descent algorithm is used

to solve this optimization problem.

5.3.2 Performance Analysis and Optimization under Superior Relaying

Scheme

In this section, we also first propose the transmission strategy of S, then derive the
detection error probability of Willie and covert capacity under the superior relaying

scheme.

5.3.2.1 Transmission Strategy

Based one the superior relaying scheme, we assume S chooses one message relay
“}

The received signal at R;, can be formulated as

Rb with the largest min{|h57Rn|2, ’hRn,D

YR, = V PshS,Rb:Es + V PshW,bew + NRy, (523)
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and the received signal at D can be formulated as

Yp = \/PRthle'r + \/ PRth,wa + np. (524)

Accordingly, the signal-to-noise (SNR) at R, is determined as

PS’hS Ry, |2
- : , 5.25
the signal-to-noise (SNR) at D is determined as
yp = \/ Pr,hr, pTr + \/ Puhpwow + np, (5.26)

where the P, and Pp, are the transmission power of S and Ry, respectively. The P,
is the jamming power of Willie. The ng, ~ CN(0, O’%b) represents the received noise

at Rb-

5.3.2.2 Detection Error Probability

Similar to the random relaying scheme, we give the hypothesis test and the de-
tection error probability of Willie. In the transmission scenario we consider in this
chapter, there is no interference from other nodes, so the detection error probability
of Willie is the same as that under the random relaying scheme. According to the
previous analysis, the detection error probability of Willie can be determined under

the superior relaying scheme as following

2 _ 2 _
1+ (%) {exp (U“’P A) — exp (pr /\)] , ifA>02
(= s tw w s (5.27)

1. otherwise

Hence, we also obtain the minimum value of { can be obtained the same as (5.13).
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5.3.2.3 Covert Capacity

1. Transmission outage probability

To enhance the covert capacity performance, we propose a superior relaying
scheme to select the message relay. Based on this relay selection scheme, the message
relay with the largest min{|hg g, |°, |hr,.p|°}. However, the channel gains between
Willie and Ry, Willie and D are unknown. Although we have selected the best link,
the transmission outage may still occur. Then, the transmission outage probability

of the superior relaying scheme is determined as

Po=3" (Z) ()5

0
P, —fo? P, —2kfo?
s Y - 2
[k (epw n Ps> exp ( P, ) k-1 (2/<:«9Pw n PS) exp ( P, (5.28)

Proof : For each relay Ry, where k = 1,2, ...,n, let M), = min{|hsr,|", |hr,.p|’},

and D, denote the event that S select the relay. We then have

n

Dy2 () (M < M), (5.29)
1=1,l#£k

where My is an exponential random variable with mean 1/2.

If My = |hsg,|?, then based on the law of total probability, we have

P(lhs,r,|* <) = P(lhsr,|” < Di)

k=1
n

=> P{lhsrl <z, [ (M < M)}
k=1 I=1,l#k

:Z/ Pllhsnl? <, (] (Mi<t), My = t}dt
k=10

1=1,l#k

_ / nP(|hsn|> < 2, My = £)(1 — 2" dt, (5.30)
0
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where

) e (2 —e), f0<t<a
P<|hS,Rk| < J],Mk = t) = (531)
0. otherwise,

Then, we further obtain

P(|hsg,|* < x)
= / ne '(2e7t — e ") (1 — e 2" dt
0

=(1—e )"~ ne_z/ e t(1—e 2t
0

=, (Z) (1) +2(:__11)6_ - (5.32)

0

The transmission outage probability can be expressed as

Psto = P(S]RS,Rb < 0)

i n 0 thbW2 O'%%
=3 (§) v g lenp( - T T,

P

O(Pulhr,w|* + 0%,)
5 )]

5 () e (1) o (B

0

3 (1) gy v (TR g [y (AR

S

" /n 1 —fo? o0 O(Py,|h 2
= (k’) (_1)k2k — 1k:exp ( 2 b) /0 exp (——( |PR"’W| )) Singy ny 12 (2)d
0 S S

+ (k — 1)exp(—2k

S

(5.33)

(5.28) can be obtained.
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2. Expected covert capacity

Similarly, we can get an expected value of the covert capacity C.o under the

superior relaying scheme as

C1c2 - 0(1 - Psto)

= min{C’l, OQ}(]_ - Psto)a (534)

where C and () are the channel capacity of the first and second hop, respectively.

3. Covert capacity maximization

The objective of covert capacity maximization is to maximize the covert capac-
ity C while maintaining a high detection error probability of Willie. It can be

formulated as the following optimization problem.

Maximize Cio. (5.35a)
st. (((Po)>1—e¢,, (5.35b)
Py < €510, (5.35¢)
e. € (0,1), (5.35d)
Est0 € (0,1), (5.35¢)

where €. is the covertness requirement and e, is the TOP constraint. (5.35¢) is
the outage requirement under the superior relaying scheme. Unitizing numerical
search, we can easily solve the one dimensional optimization problem in (5.35). By

substituting PI into (5.34), we then obtain the maximum capacity denoted as C*.
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5.4 Numerical Results and Discussions

In this section, we first validate our theoretical analysis for the transmission outage
probability under superior relaying scheme as well as the detection error probability
of Willie under two relay selection schemes through extensive simulations, and then

explore how the system parameters affect the ( and covert capacity.

5.4.1 Validation

For the transmission outage probability under the superior relaying scheme, the
total number of transmissions is fixed as 100000 with the corresponding random CSI
and the transmission outage probability is measured as the ratio of the number of
transmissions suffering from transmission outage to the total number of transmissions.
We conduct extensive simulations with the setting of number of relays n = {10, 30},
jamming power P, = 1 W, threshold § = 1 and received noise 012%17 = 0% = =5
dB. We can see from Fig.(5.2) that for each P, the theoretical transmission outage
probability Py, almost matches with the simulation one. It is easily observed that
as the P increases, the Py, decreases. As we know, Py, represents the probability
of outage from S to message relay R,. Hence, S can enhance its transmit power to
reduce the negative impact of Py,. However, this will also increase the risk of being
detected.

Fig.(5.2) also shows that as the number of relays n increases, the Py, decreases
with the same P,. This is because the channel gain of the selected message relay
is more likely to meet the no outage condition as the number of relays increases.
Therefore, in a large-scale system with more multiple relays, the performance of
covert communication is better.

For the detection error probability (both two relay selection schemes), the CSI is

generated randomly and the range of detection threshold A varies from 0 to 5. Then
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Figure 5.2: Transmission outage probability validation.

Willie performs 100000 detections for each A with the corresponding CSI. Then we get
the average value of detection error probability. We compare the theoretical results
with the simulation ones under the two relay selection schemes with the setting of
jamming power P, = 1 W, covert transmit power P; = 0.3 W, and received noise
02 = —5 dB at Willie. We can observe from Fig.(5.3) that the theoretical ¢ almost
matches with the simulation one. This demonstrates that our theoretical results can

well capture the performance of covert communication.

5.4.2 Covert Performance Analysis

We first explore the impact of detection threshold A\ on the detection error prob-
ability ¢ with different P; and summarize in Fig.(5.4). How ( varies with A is shown
as Fig.(5.4) with the setting of P, =1 W, §# = 1 and 02 = —5 dB. We can observe
from Fig.(5.4) that for each setting of Ps and «, as A increases, ( first decreases and
then increases. This can be explained as follows. We know that ( is the sum of false
alarm probability Pr4 and missed detection probability Py;p. It can be determined

from our theoretical analysis that Pr, is a decreasing function of A while Py,p is an
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Figure 5.3: Detection error probability validation.

increasing function. As \ is relatively small, the former one dominates (, leading to
the decrease of ( with A. On the other hand, as A further increases, the latter one
dominates (, leading to the increase of (. There exists a minimum ¢ which means
Wiillie has the strongest detection ability to detect the transmission of two hops, then
we can find a corresponding maximum transmission power limit of S and R,. It is
obvious that for each fixed A\, the minimum value of ( increases with the decrease
of P,. This is because the increase of the covert transmit power will enhance the

probability of being detected.

To investigate the impact of covert transmit power Py on the covert capacity C,, we
summarize in Fig.(5.5) how C. varies with the increasing of P under these two relay
selection schemes with the setting of P, = {0.5,1.0,1.5} W, |hsg,|* = |hr, p|* = 1,
n =30 and 0} = 07, = —5 dB. In the figures of showing that covert capacity and max
covert capacity, the dashed lines and solid lines are used to show the results under
the random relaying scheme and the superior relaying scheme, respectively. A careful
observation of Fig.(5.5) indicates that for each fixed P,, as Ps further increases, the

C. will increases. This is due to the enhanced transmit power increases the SINR.

89



1.00 +— ' ' ' ' — e

o
o
s
P
\
\
\

S (=)
o] O
o] [\S)
L
A Y
«,
\.

(=]
[es]
(=]
T
,
.\.

Detection error probability,
(=)
0
g

e
23
>N

/ - - -Ps=0.1W| |
y, = Ps=03 W

Ps=0.5W| |

e
N
¥

0.5 1.0 1.5 20 25 30 35 4.0 45 5.0
Detection threshold, A (W)

Figure 5.4: The impact of detection threshold on detection error probability.

Fig.(5.5) also shows that for each fixed P;, as P, further increases, the C, will
decreases. This is due to the enhanced interference signal reduces the decoding rate
and the covert capacity. This is because the enhancement of the jamming signal leads
to a decrease in the decoding rate, which results in a decrease in the covert capacity.

By comparing the result of the two schemes, we can easily observe that the covert
capacity of the superior relaying scheme is better than the random relaying scheme.
The reason for this phenomenon is that even though there are transmission outages
under both two relay selection schemes, the link status of the latter one is better.
When S uses small covert transmit power, the link state determines the covert ca-

pacity.

5.4.3 Performance Optimization

We explore the impact of covertness requirement €. on the maximum covert ca-
pacity C* under the two relay selection schemes.
Fig.(5.6) illustrates that the impact of covertness requirement ¢. on the maximum

covert capacity C* under the two relay selection schemes with the setting of P, =
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Figure 5.5: The impact of covert transmission power on covert capacity.

{1.0,1.5,2.0}y W, |hsg,|> = |hg,p|* = 1,n = 30, 0, = 0dB, and 0}, =0} = =5 dB.

We can observe from Fig.(5.6) that as €. increases, the C* increases under the
two relay selection schemes. This is because the increasing of €. leads to the in-
creasing of the optimal transmission power P, which corresponds to an increase in
the probability of transmission being detected. A careful observation of Fig.(5.6)
indicates that for each fixed ., as the jamming power P, increases, the maximum
covert capacity C* increases, and the C* under the random relaying scheme is less
than that under the superior relaying scheme with same conditions. The reason of
this phenomenon as follows. When Willie transmits jamming signals, it will also be
affected by self-interference, which leads to a decrease in its detection ability and an
increase in detection error probability. Hence, P; will increase as P, increases due
to the P, is part of the background noise for Willie. Notice that the probability of

transmission outage under superior relaying scheme is more lower than the former

scheme so it can achieve the maximum covert capacity.
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5.5 Discussion

In this chapter, we study the performance of covert communication in a scenario
where the warden will actively attack the communication process as a jammer in a
relay-assisted wireless system. We then introduce the transmission strategy and rede-
fine the behavior of the warden that it will perform detection and jamming throughout
the covert communication process. Notice that the transmitter has to increase the
transmission power to ensure successful decoding due to the jamming of the warden,
and thus increases the risk of being detected. It is worth noting that the CSI be-
tween the warden and the receiver is unknown, the transmitter chooses the relay that
can maximize the covert capacity but the problem of transmission outage cannot be
guaranteed.

Through theoretical analysis, we found that while warden actively attacks covert
communications, it also interferes with itself, leading to an increase in the detection
error probability. Therefore, the warden must control the jamming power according
to its background noise to avoid frequent errors. In practical applications, the warden

may not only perform detection missions but also send jamming signals or even as an
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eavesdropper. The work of this chapter proposes a new research direction for future

study of covert communication.

5.6 Summary

In this chapter, we investigated the performance of cover communications in relay-
assisted wireless systems with an active warden. To this end, we redefine the propose
of the warden that it will perform detection and jamming throughout the covert
communication process. Notice that the transmitter has to increase the transmis-
sion power to ensure successful decoding due to the jamming of warden, and thus
increases the risk of being detected. To deeply understand such interactions, based
on the related relay selection protocol designed previously, we develop a new theo-
retical framework to analyze the transmission outage probability, the detection error
probability of warden, and covert capacity. Then, we optimize the covert capaci-
ty through power control under given covertness and outage requirements. Finally,
extensive simulation and numerical results are provided to illustrate our theoretical
findings and the performance of covert communication with an active warden in such
systems.

Numerical results indicate that the covert capacity increases with the increasing
of covert transmit power under the two selection schemes, while the better maxi-
mum covert capacity is achieved under the superior relaying scheme. Remarkably,
the warden is also affected by self-interference when it transmits jamming signal-
s, which prevents the warden from using higher jamming power. Therefore, covert

communication can still be achieved by a flexible power control.
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CHAPTER VI

Conclusion

In this thesis, we studied the design of relay /jammer selection protocol the analysis
of covert performance for covert communications in relay-assisted wireless systems.
We first explore the relay selection protocol design for covert communication in a
two-hop wireless communication system with multiple relays and a passive warden.
Based on this system, we conduct a theoretical analysis to derive the corresponding
achievable covert capacity. We then introduce cooperative jamming technology into
this system to interfere with the warden and design related relay/jammer selection
protocol. Next, we provide a theoretical analysis to demonstrate the impact of co-
operative jamming on covert capacity. We further extend our study to a scenario
where the warden will actively attack the communication process as a jammer in a
relay-assisted wireless system.

For the covert communication in two-hop wireless systems with multiple relays,
we studied in Chapter III where a message is first transmitted from the source to a
message relay and then forwarded by the relay to the destination under the detection
of a passive warden. We explore in detail the relay selection protocol design issue for
this system. For evaluating the performance of covert communication, we develop a
theoretical framework to analyze the transmission outage probability, the detection

error probability of warden, and covert capacity based on the relay selection protocol.
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We also explore covert capacity maximization through efficient numerical searches
under a given covertness requirement. The main results in Chapter III show that the
superior relaying scheme can achieve a much better covert performance with lower

resource consumption.

For cooperative jamming based covert communication in relay-assisted wireless
systems, we investigated in Chapter IV where the cooperative jamming technique is
adopted to prove covert performance. In order to determine the message relay and
the jammer, we illustrate a new relay/jammer selection protocol in this system. In
order to explore the impact of cooperative jamming on the performance of covert com-
munication, we introduce a jam-generating threshold into the theoretical framework
and we further derive the expressions for three performance metrics, i.e., transmission
outage probability, the detection error probability of warden, and covert capacity. We
also explore covert capacity maximization through efficient numerical searches under
given covertness and outage requirements. The main results in Chapter IV show
that although the increase of jam-generating threshold can increase the probability of
detection error of warden, the maximum covert capacity is reduced due to excessive
jamming power. Therefore, in practical applications, users should choose appropriate

jam-generating threshold according to their covertness and outage requirements.

In Chapter V, we further extend our study to a scenario where the warden will
actively attack the communication process as a jammer in a relay-assisted wireless
system. We redefine the purpose of the warden that it will perform detection and
jamming throughout the covert communication process. Notice that the transmitter
has to increase the transmission power to ensure successful decoding due to the jam-
ming of warden, and thus increases the risk of being detected. To deeply understand
such interactions, based on the related relay selection protocol designed previously,
we develop a new theoretical framework to analyze the transmission outage probabil-

ity, the detection error probability of warden, and covert capacity. The main results
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in Chapter V show that the maximum covert capacity decreases due to the jamming
signals of the warden. However, when the warden transmits jamming signals, it is
also affected by self-interference, resulting in a decrease in detection capability. Re-
markably, both the detection error probability and covert capacity performance under
the superior relaying scheme are better than those under the random relaying scheme
as covert transmit power increases.

It is notable that, the scenarios and transmission modes considered in this thesis
are relatively limited. However, in practical applications, there are many factors that
affect covert communication. Therefore, one of the interesting and important future
works is to study covert performance in more complex transmission models, such as

buffered relays and more variable channels.
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