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ABSTRACT

On Achieving Covertness and Secrecy in Wireless Communications
by
Huihui Wu

Due to the rapid development of information and communication technologies
and widespread proliferation of wireless user equipment, an enormous amount of sen-
sitive and confidential information is transmitted via wireless channels, so wireless
communications have become the most fundamental communication technology in-
dispensable in our daily life. The broadcast nature of wireless medium makes the
exchange of confidential information in such communication vulnerable to various
security attacks, which brings security vulnerabilities and threats in wireless infor-
mation transmission. Therefore, the fundamental research of wireless communication
security is of great importance for the development of secure network communica-
tion, information security and communication privacy. It is notable that in modern
secure wireless communication applications, covertness and secrecy serve as two typ-
ical properties. Covertness concerns with the protection of wireless communication
from detection attacks that attempt to detect the existence of the communication,
while secrecy deals with the protection of wireless communication from eavesdropping

attacks which manage to intercept the information conveyed by the communication.



With the wide applications of secure wireless communication, how to ensure both
the covertness and secrecy of such communication has become an increasingly urgent
demand. Thanks to the rapid progress of information and communication technolo-
gies, physical layer security (PLS) technique is now regarded as a highly promising
approach to counteract the detection and eavesdropping attacks and thus to ensure
the covertness and secrecy properties of wireless communications. This thesis there-
fore focuses on exploring a new secure wireless communication paradigm where the
PLS technology is applied to counteract both the detection and eavesdropping at-
tacks, such that the critical covertness and secrecy properties of the communication

are jointly guaranteed.

We first investigate the covertness guarantee for a two-way two-hop wireless com-
munication system, where two sources wish to covertly exchange information through
a relay against the detection from a detector, i.e., a malicious node that attempts to
detect the existence of communication between the two sources. We consider various
scenarios regarding the detector’s prior knowledge about the relay, the sources/relay’s
prior knowledge about the detector, as well as different relaying patterns, and then
propose the covertness strategy to resist the detector’s detection for each scenario.
To depict the performance limit of the system, we derive the scaling law result for the
covert throughput of the system for each scenario, i.e., the maximum number of bits
that the two sources can exchange subject to a constraint on the detection probabil-
ity of the detector. Our results indicate that the covert throughput of the concerned
system follows the well-known square root scaling law, which is independent of the
relaying patterns, detection schemes, covertness strategies, and prior knowledges of

the sources/relay and detector.

We next consider the covertness and secrecy guarantees in wireless communica-
tions, and explore a new secure wireless communication paradigm where the critical

covertness and secrecy properties are jointly guaranteed under the passive detec-
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tion/eavesdropping attacks by applying the PLS technique. We first provide theo-
retical modeling for covertness outage probability (COP), secrecy outage probabil-
ity (SOP) and transmission probability (TP) to depict the covertness, secrecy and
transmission performances of the paradigm. To understand the fundamental security
performance under the new paradigm, we then define a new metric - covert secrecy
rate (CSR), which characterizes the maximum transmission rate subject to the con-
straints of COP, SOP and TP. We further conduct detailed theoretical analysis to
identify the CSR under various scenarios determined by the detector-eavesdropper
relationships and the secure transmission schemes adopted by transmitters. We also
provide numerical results to illustrate the achievable performances under the new
secure communication paradigm.

Finally, we extend the secure wireless communication paradigm to the active at-
tacker scenario where attackers can perform jamming and detection/eavesdropping
simultaneously. To understand the covertness, secrecy and transmission performances
in the active attacker scenario, we first provide theoretical modeling for covertness
outage probability, secrecy outage probability and transmission probability, respec-
tively. Based on the theoretical model, we further conduct detailed theoretical analy-
sis to identify the CSR in this scenario under power control (PC)-based and artificial
noise (AN)-based transmission schemes adopted at transmitters. Extensive numeri-
cal results are then presented to validate the theoretical analysis, reveal the impact
of active attackers on the CSR under each transmission scheme and illustrate the
achievable performances in the secure wireless communication paradigm under the

active attacker scenario.
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CHAPTER I

Introduction

In this chapter, we first introduce the background of wireless communications
security and physical layer security, and then we present the objective and main

works of this thesis. Finally, we give the outline and main notations of this thesis.

1.1 Security in Wireless Communications

With the rapid development of information and communication technologies and
widespread proliferation of wireless user equipment, an enormous amount of sensitive
and confidential information is transmitted via wireless channels, so wireless commu-
nications have become the most fundamental communication technology indispens-
able in our daily life [1, 2]. However, due to the broadcast nature of wireless medium,
wireless communications suffer from various security attacks, which brings security
vulnerabilities and threats in wireless information transmission. The fundamental
research of wireless communication security, therefore, is of great importance for the
development of secure network communication, information security and communica-
tion privacy [1, 3]. It is notable that in modern secure wireless communication appli-
cations, covertness and secrecy serve as two typical properties. Covertness concerns
with the protection of wireless communication from detection attacks that attempt

to detect the existence of the communication [4, 5], while secrecy deals with the pro-



tection of wireless communication from eavesdropping attacks[6, 7] which manage to
intercept the information conveyed by the communication. With the wide application
of secure wireless communication, how to ensure the covertness and secrecy of such

communication has become an increasingly urgent demand.

(Classical technologies for protecting the covertness property of wireless commu-
nications from the detection attacks are mainly based on steganography [8], which
conceals messages in covertext objects (e.g., image, voice and video files) to achieve
covertness [9]. However, the finite covertext objects limit the amount of concealed
messages, and the messages remain in the covertext objects permanently and will
be eventually recovered by adversaries with high probability. Besides, the messages
cannot be transmitted without the covertext objects, which poses a significant chal-
lenge to the covert messages delivery when the transmissions of covertext objects are
prohibited. In addition, spread spectrum [10] is also a representative technology for
ensuring the covertness of wireless communications. The basic idea of spread spec-
trum is to spread signals over a much wider frequency band, such that the signal power
spectral density (PSD) is much lower than the noise PSD and, consequently, malicious
users are unable to determine whether the signals exist or not [10]. Although spread
spectrum architecture for covertness guarantee in wireless communications has been
well developed, the fundamental proof that how many covert messages can be reliably

transmitted has not been established.

Traditional solution of secrecy guarantee in wireless communications against eaves-
dropping attacks mostly depends on the cryptography technology, which achieves
secrecy by using secret keys and complex encryption algorithms to convert plaintex-
t messages into ciphertexts based on some computationally difficult mathematical
problems such as integer factorization [11]. Secret keys are accessible to only the
transmitter-receiver pair and any other user without the secret keys cannot recover

the messages from the ciphertexts. The management of the secret keys and execution



of the encryption algorithms usually require a large amount of resources (e.g., band-
width and computation power), making the cryptography technology too expensive
for resource-limited wireless networks, such as sensor networks and the Internet of
Things [12, 13]. More importantly, cryptographic methods are based on the premise
that it is computationally infeasible for them to be deciphered without the secret
key, which has not been proven in mathematics. However, ciphers that were consid-
ered virtually unbreakable in the past are continually surmounted due to the potential
growth in computational power, e.g., quantum computing [14]. Recently, the research
trend on achieving covertness and secrecy of wireless communications has been shifted

to the physical layer security technology.

1.2 Physical Layer Security

Thanks to the rapid progress of information and communication technologies,
physical layer security (PLS) technique is now regarded as a highly promising ap-
proach to counteract the detection and eavesdropping attacks and thus to ensure the
covertness and secrecy properties of wireless communications. The basic principle
behind the PLS technology is to exploit the inherent physical layer randomness of
wireless channels (e.g., noise and fading) to implement the secure and covert commu-
nications [15]. For example, transmitters can intentionally inject artificial noise (AN)
into their channels to hide their signals from detectors or to add uncertainty to the
information intercepted by eavesdroppers. The PLS technology realizes secure wire-
less communications from the information-theoretic perspective and thus provides
stronger form of covertness and secrecy guarantees than traditional security tech-
nologies like the cryptography and spread spectrum [10, 16, 17]. Actually, the PLS
technology serves as an effective supplement for the traditional security technologies
to significantly improve the covertness and secrecy of wireless communications [5, 18].

By now, extensive research efforts have been devoted to study of covertness or



secrecy guarantees for wireless communications based on the PLS technology. In
[19-24], the AN technique or cooperative jamming technique was adopted for covert
wireless communication in the typical three-node scenario with a transmitter, a re-
ceiver and a malicious detector. In these works, the AN may be initiated by the
transmitter [19, 20], by the (full-duplex) receiver [21, 22|, or by some external helper
nodes [23, 24] to avoid the communication signal from being detected by the detec-
tor. The works in [20, 25-27] showed that the covert wireless communication can be
implemented by exploiting the detector’s uncertainty about its channel state infor-
mation, like the instantaneous channel coefficient [25], statistical channel coefficient
[20] or background noise [26, 27]. Such uncertainty makes it difficult for the detec-
tor to determine the received signal power or the background noise power, and thus
unable to distinguish between the scenarios with or without wireless communication
by examining the power difference in these scenarios. Some recent works also ex-
plored the possibility of ensuring covertness based on other PLS technologies, such as
multi-antenna technique [28, 29], coding scheme [30, 31], relay selection [32, 33] and

resource (i.e., channel use) allocation [34].

The PLS technology has also been widely adopted for achieving secrecy in various
wireless communication scenarios, such as ad-hoc networks [35, 36], device-to-device
(D2D) communications [37, 38|, cellular networks [39, 40] and the Internet of Things
(IoT) [41, 42]. These works mainly exploited the application of AN technique to
create a relatively better channel to the receiver than that to the eavesdropper with
the aim of achieving a positive secrecy rate. In [43, 44], the beamforming technique
was explored for secure wireless communication in multi-antenna scenarios, where the
transmit power of signals was concentrated toward the direction of intended receiver
such that a much better signal quality at the receiver can be created than that at the
eavesdropper. The work in [45] further combined the beamforming and AN techniques

to achieve a significant signal advantage at the receiver, while the works in [46, 47]



considered the multi-user scenarios and applied relay selection technique to create
a transmitter-receiver channel advantage over the transmitter-eavesdropper channel.
Some other works in [48-50] also studied the secure wireless communication based
on the technique of resource allocation (e.g., power allocation, time slot allocation,

energy allocation).

1.3 Objective and Main Works

This thesis focuses on the fundamental research of wireless communication secu-
rity, which is of great importance for the development of secure network communica-
tion, information security and communication privacy. Our objective is to apply the
physical layer security technology to counteract both the detection and eavesdropping
attacks, such that the critical covertness and secrecy properties of the wireless com-
munication are jointly guaranteed. Towards this end, we first study the covertness
guarantee for a two-way two-hop wireless communication system, and derive the scal-
ing law result for the covert throughput of the system. We then explore a new secure
wireless communication paradigm where the critical covertness and secrecy properties
of communication are jointly guaranteed under the passive detection/eavesdropping
attacks, and conduct detailed theoretical analysis to study the covert secrecy rate (C-
SR) under various scenarios determined by the detector-eavesdropper relationships
and the secure transmission schemes adopted by transmitters. Finally, we extend the
secure wireless communication paradigm to the active attacker scenario where attack-
ers perform detection/eavesdropping and jamming simultaneously. We also provide
extensive numerical results to demonstrate the achievable performances under the
new secure wireless communication paradigm. The main works and contributions of

this thesis are summarized in the following subsections.



1.3.1 Covertness Guarantee in Two-Way Relay Wireless Communication

This work focuses on ensuring the covertness in two-way two-hop relay wireless
communications. Two-hop wireless networks have been a class of fundamental and
important network models, which serve as the building blocks for more complex net-
works like the mobile ad hoc networks and sensor networks [51, 52]. Moreover, it has
been commonly recognized that the performance analysis in two-hop wireless net-
works will lay a solid foundation for that in more complex networks, and also provide
guidelines for the long-distance transmission scheme design [53]. Two-way two-hop
wireless networks are one representative class of two-hop wireless networks, so they
enjoy the benefits of two-hop wireless networks and, at the same time, support a
variety of transmissions, like four-slot, three-slot and two-slot transmissions [54].

While the previous works represent a significant progress in the study of covert
wireless communication, they mainly focus on one-way single-hop communication
scenarios. However, due to the low transmit power feature of covert wireless commu-
nication, single-hop transmissions may not be able to meet the requirement for long-
distance covert information delivery in practical wireless networks [55]. Moreover,
two-way communication has been a common scenario in practice, where two nodes
exchange information simultaneously, so it attracted considerable research attentions
[56]. Thus, investigating the performance of two-way multi-hop covert wireless com-
munication is significantly important for the development of practical covert wireless
communication schemes.

As the first step towards this research direction, this work investigates the per-
formance of a two-way two-hop wireless system with two sources, one relay and one
malicious detector. We consider three relaying patterns used by the transmitters,
where the two-way communication is completed in four, three and two time slots,
respectively. We also consider three cases for the prior knowledge of the detector

about the relay information, i.e., Unknown Relay Information (URI), Partial Relay



Information (PRI), and Full Relay Information (FRI) cases, where the detector does
not know the existence of the relay, knows the existence of the relay but is not sure
about whether the relay is involved in the communication, and exactly knows the
involvement of the relay in the communication, respectively. We assume that the
detector switches between two detection schemes, i.e., a blind detection scheme and
a cautious detection scheme, according to his prior knowledge. In the blind (resp.
cautious) scheme, the detector judges that the detection is successful if it detects the
existence of the communication in either hop (resp. in both hops). In addition, we
also assume two cases regarding the prior knowledge of the legitimate nodes about
the detector (i.e., detection scheme and prior knowledge of the relay), i.e., smart and
ignorant legitimate node cases, where such knowledge is known or unknown, respec-
tively. Thus, to resist the detector’s detection, legitimate nodes employ an adaptive
covertness mechanism (described in the first contribution) proposed in this work. The

main contributions of this work are summarized as follows.

e This work proposes an adaptive covertness mechanism that switches among a
complete covertness strategy guaranteeing the covertness of the communication
in every hop, a partial covertness strategy, and a selective covertness strategy
according to different scenarios of the prior knowledges. More specifically, the
partial (resp. selective) covertness strategy is utilized to hide the transmissions
in either hop instead of both hops (resp. in the hops where the sources transmit)
under the scenario where the legitimate nodes are smart and the detector has
PRI (resp. URI) and uses the cautious (resp. blind) detection scheme, while

the complete covertness strategy is employed in other scenarios.

e For each relaying pattern (i.e., four-slot, three-slot and two-slot) under the
above scenarios, we derive the scaling law results for the covert throughput that

the two sources can covertly exchange information, while satisfying a detection



probability constraint at the detector. The results in this work reveal that the
performance of the considered two-way two-hop wireless system also follow the
well-known square root scaling law (i.e., O(y/n)), which is independent of the
relaying patterns, detection schemes, covertness strategies, and prior knowledges

of the legitimate nodes and detector.

1.3.2 Covertness and Secrecy Guarantees in Wireless Communications

with Passive Attackers

The existing works help us understand the great potentials of the PLS technology
in ensuring the covertness or secrecy of wireless communication. It is notable that
these works mainly focus on the traditional paradigms of secure wireless communi-
cation where only one type of attack may exist, be it detection or eavesdropping,
and concern with either the covertness guarantee or secrecy guarantee for wireless
communications. In practice, however, both detection or eavesdropping attacks may
coexist, especially in some critical communication scenarios consisting of multiple
groups with common or conflicting interests, like military communications and coastal
surveillance. Therefore, in this work we are motivated to explore a new secure wire-
less communication paradigm, where the PLS technology is applied to counteract
both the detection and eavesdropping attacks in which both the detector and eaves-
dropper are passive attackers. To the best of our knowledge, this is the first work
that studies the joint guarantee for the critical covertness and secrecy properties of
wireless communications at the physical layer. The main contributions of this work

are summarized as follows.

e A new secure wireless communication paradigm: In this paradigm, the PLS
technology is applied to counteract both the detection and eavesdropping at-
tacks and thus to jointly guarantee the covertness and secrecy properties of

wireless communications. To demonstrate the new paradigm, we consider four



representative communication scenarios of the paradigm, which are categorized
by the detector-eavesdropper relationships (i.e., independence and friend) and
the secure transmission schemes adopted by the transmitters (i.e., a power con-
trol (PC)-based scheme and an AN-based scheme). In the friend relationship
case, the detector group and eavesdropper group share their signals received
from the target transmitters in the hope of enhancing the attack performance
of both sides, while in the independence relationship case, the two groups inde-

pendently conduct their own attack without such signal sharing.

Theoretical modeling for the new paradigm: To depict the covertness, secre-
cy and transmission performances of the new paradigm, for each concerned
communication scenario we provide the corresponding theoretical modeling of
covertness outage probability (COP) (i.e., the probability that detectors can
detect the transmitted signals), the secrecy outage probability (SOP) (i.e., the
probability that eavesdroppers can recover the conveyed information) and the
transmission probability (TP) (i.e., the probability of successfully conducting a

transmission), respectively.

A novel security metric characterizing the covertness, secrecy and transmission
performances: This work defines a novel security metric-covert secrecy rate
(CSR), which characterizes the maximum transmission rate subject to the con-
straints of COP, SOP and TP, and thus can serve as the fundamental security
criterion for this new communication paradigm. We further conduct detailed
theoretical analysis to identify the CSR for each of the four communication sce-
narios. Finally, extensive numerical results are provided to illustrate the CSR

performances under the new secure communication paradigm.



1.3.3 Covertness and Secrecy Guarantees in Wireless Communications

with Active Attackers

In this work, we study the secure wireless communication paradigm that jointly
ensures the covertness and secrecy in wireless communications under a active attacker
scenario where attackers perform detection/eavesdropping and jamming simultane-
ously. The active attackers, i.e., detector and eavesdropper, send the artificial noises
that can not only impair the covertness, secrecy and transmission performances of
wireless communication between transmitter and receiver but also reduce the covert
secrecy rate in this scenario. Thus, based on the PLS technology, the transmitter
and receiver adopt two secure transmission schemes to counteract both detection and
eavesdropping attacks for achieving the secure wireless communication paradigm in
the active attacker scenario. The main contributions of this work are summarized as

follows.

e For the theoretical modeling in the secure wireless communication paradig-
m scenario with active attackers, we derive the covertness outage probability
(COP) (i.e., the probability that detectors can detect the transmitted signals),
the secrecy outage probability (SOP) (i.e., the probability that eavesdroppers
can recover the conveyed information), and the transmission probability (TP)
(i.e., the probability of successfully conducting a transmission) to illustrate the

covertness, secrecy and transmission performances in this scenario, respectively.

e To guarantee the covertness and secrecy properties of wireless communications
resisting both the detection and eavesdropping attacks, we consider the on-off
transmission model to determine whether the transmission takes place or not
as well as the secure transmission schemes adopted by the transmitters (i.e.,

either power control (PC)-based scheme or AN-based scheme).

e We formulate the optimization problems of the covert secrecy rate (CSR) that

10



represents the maximum transmission rate subject to the requirements of COP,
SOP and TP in this scenario under two secure transmission schemes, respec-
tively. Finally, extensive numerical results are provided to reveal the impact of
the active attackers on the CSR under each transmission scheme, and illustrate
the achievable performances under the active attacker scenario in the secure

wireless communication paradigm.

1.4 Thesis Outline

The remainder of this thesis is outlined as follows. Chapter II introduces the re-
lated works of this thesis. In Chapter III, we introduce our work regarding covertness
guarantee in two-way relay wireless communications. Chapter IV presents the work
on covertness and secrecy guarantees in wireless communications with passive attack-
ers and Chapter V introduces the work regarding covertness and secrecy guarantees

in wireless communications with active attackers. Finally, we conclude this thesis in

Chapter VI.

1.5 Notations

The main notations of this thesis are summarized in Table 1.1.

Table 1.1: Main notations

Symbol Definition

o(+) Asymptotic upper bound

o(+) Upper bound that is not asymptotically tight
n Number of channel uses

p Power allocation factors

X Transmitted signal vector
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111,

€s
€
Peo
pSO
Ptz

PrA

Artificial noise signal vector

Received signal vector

Background noise at i-th sampling location
Power of noise

Gaussian distribution with mean p and variance o>
Probability distribution

Maximum number of bits

Average power

Hypothesis

Transmitted message signal

The sum of detection error probabilities

L1 norm

The function of total variance distance
Relative entropy

The expectation operator over random variable X
Probability operator

Detection threshold

Coefficient of the channel from 7 to j
Covert secrecy rate (CSR)

Covertness requirement

Secrecy requirement

Transmission requirement

Covertness outage probability (COP)
Secrecy outage probability (SOP)
Transmission probability (TP)

False alarm probability
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2
X2n

Missed detection probability

Arbitrarily small value

Principal branch of Lambert’s W function
Non-principle branch of Lambert’s W function
Euler’s number

Signal to interference plus noise ratio (SINR)
SINR threshold

Chi-squared random variable with 2n degrees of freedom
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CHAPTER II

Related Works

This chapter introduces the existing works related to our study in this thesis,
including the works on achieving the secure wireless communication, covert wireless

communication, and other classical technologies, respectively.

2.1 Secure Wireless Communication

Compared to our work, available works focused on traditional paradigms, where
only the detection or eavesdropping attack is counteracted. However, none of them
jointly considered protecting transmissions from both attacks as in our new secure
communication paradigm. This significantly distinguishes our work from the avail-
able ones. In what follows, we introduce the available works related to this thesis
with a particular focus on the three-node scenario consisting of one transmitter, one
receiver, and one attacker (i.e., detector or eavesdropper) in secure/covert wireless
communication.

The study of secure wireless communications against eavesdropping attacks at the
physical layer was pioneered by [57], where the classic wiretap channel model and the
notion of secrecy rate were introduced. The results in [57] reveal that positive secrecy
rates can be achieved when the transmitter-eavesdropper channel is a degraded version

of the transmitter-receiver channel. This work was later extended to other channel
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models, like the Gaussian wiretap channel [58], the BSC [59], and the type-II wiretap
channel [60]. Recent studies in this filed of three-node scenarios mainly focused on
the fading channel model and adopted the SOP [61] as one of the main performance
metrics and the artificial noise (AN)-based scheme as one of the fundamental PLS
techniques.

The authors in [62] adopted an AN-based scheme, where the transmitter splits
its power between message transmission and AN transmission. Different from our
AN-based scheme, the receiver in [62] is assumed to be able to cancel the AN out
from the received signals. The optimal power allocation parameters were determined
to minimize the SOP and maximize the secrecy rate respectively. A similar AN-based
scheme was adopted in [63] for a scenario with an active full-duplex eavesdropper,
which also transmits AN while intercepting messages. Same to our AN-based scheme,
the cancellation of the AN from the transmitter is not available at the receiver side.
The SOP and secrecy rate performances were also optimized over the power allocation
parameter respectively. Helper nodes can also be added to the three-node scenario
to take over the job of AN generation from the transmitter [64, 65]. The secrecy
performance analysis in the three-node scenario can also be extended to other large-
scale scenarios, e.g., ad hoc networks [66, 67], device-to-device (D2D) communications

[37, 68], cellular networks [69, 70], and Internet of Things (IoT) [41].

2.2 Covert Wireless Communication

To achieve covert wireless communication against detection attacks in the three-
node scenario, Bash et al. [71] proposed a power control (PC)-based scheme to make
the detector unable to distinguish between message signals and background noise.
In this scheme, Alice sends message signals at power much lower than that of the
background noise as if hiding the signals in the noise, so that Willie can hardly de-

tect the existence of the message signals. In addition, the authors in [71] explored
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the fundamental performance limits of covert wireless communication, which are the
scaling-law results of the covert rate. The O here represents the asymptotic notation,
which has been widely used in order-sense performance analysis in not only the re-
search field of covert communications but also other fields, like in the physical layer
security [72-74]. The results in this work showed that Alice can send at most O(y/n)
number of bits to Bob in n channel uses, while guaranteeing a negligible detection
probability at Willie. This result was originally obtained for additive Gaussian white
noise (AGWN) channels with a static detector, and was later extended to the sce-
nario with a mobile detector [75] and other channel models such as binary symmetric

channels (BSCs) [76] and discrete memoryless channels (DMCs) [77, 78].

The research of Bash et al. in [71] is the first work which considers information-
theoretical bound on covert wireless communication. The research efforts have also
been devoted to improving the square root limit O(y/n) by considering more pow-
erful covertness schemes. In [79], Bash et al. showed that a performance limit of
O(min{ \/WT(TL) ,n}) can be achieved under a “time-hopping” scheme, where Al-
ice selects one out of T'(n) time slots to send messages while keeping the selected slot
unknown to Willie. Under the same “time-hopping” scheme, the limit was further
improved to O(n) if Willie has no knowledge about his noise statistics [26]. The au-
thors in [23] showed that the O(n) limit can also be achieved when a friendly jammer
is introduced to confuse the detection of Willie by generating artificial noise. For
a scenario with multiple friendly jammers, an improved limit of O(min{n, mz/n})
was shown achievable even if Willie knows his noise statistics [80]. These scaling-law
results show how the covert rate scales up as the number of channel uses tends to
infinity, while they fail to reflect the exact covertness performances of more practical

scenarios under finite channel uses.

Thus, researchers began to devote their efforts to the exact covertness analysis.

A variant three-node scenario was considered in [19], where a greedy relay wishes to
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transmit its own covert messages to the receiver while forwarding the transmitter’s
messages. To avoid being detected by the transmitter, the relay adopts the PC-based
scheme to control its transmit power. For the covertness modeling, the authors derived
the detection error probability of the transmitter and the covert rate. The authors in
[21] considered a full-duplex receiver, which generates AN while receiving signals from
the transmitter in a Rayleigh fading channel, and obtained the maximum detection
error probability of the detector under a given constraint of the minimum required
covert rate. For scenarios with a half-duplex receiver, the covert rate performances
were analyzed under the PC-based scheme and various assumptions. For example,
the detector was assumed to have no knowledge about the time slots in which the
transmitter sends messages to the receiver [81, 82], about the instantaneous channel
coefficient or statistical characteristic of its channel [20, 25], and about the exact
background noise power [26, 27, 83]. The results in these three-node scenarios can
also be extended to other scenarios, like the multiple access channels (MACs) [84],

broadcast channels [85, 86], relay channels [1, 4, 87], and multi-detector scenarios [90].

2.3 Classical Technologies for Secure/Covert Communica-

tions

The classical technologies for achieving secure or covert communications are not
only for the physical layer as mentioned above but also for other upper network layers,
and we briefly introduce some representative technologies here. For example, digi-
tal steganography [8] conceals messages in covertext objects which encompass image,
voice, or video files. The digital steganography can be achieved at the application
layers due to the widespread applications (e.g., Voice over IP (VoIP), video stream-
ing, and online games) of the Internet traffic around the world. Miao et al. in [91]

investigated the least significant bit (LSB) embedding scheme for VoIP, which ad-

18



dressed the speech quality degradation and high detectability issues by factoring the
smoothness of sample blocks. Zhao et al. proposed a technique used over streaming
networks, which stores a steganogram into B frames of Group of Picture (GOP) and
deliberately place it on the receiver side to indicate that there is a steganogram [92].
For digital steganography, however, the given size of covertext objects limit the extent
of information that can be hidden, and the messages remain in the covertext objects
permanently and may be eventually recovered by adversaries with high probability.
Besides, the messages cannot be transmitted without the covertext objects, which
poses a significant challenge to the covert message delivery when the transmissions
of covertext objects are prohibited. The above issues can be mitigated or even elimi-
nated in the network steganography. For network steganography, the TCP/IP layers
are popular as covert channels because steganograms can be easily embedded and
effortlessly retained over multiple hops. Abdullaziz et al. proposed a storage-based
technique by using the length of the User Datagram Protocol (UDP) payload, where
an even length is denoted as 0 and an odd length is denoted as 1 [93]. The available
fields are transparently identified (i.e. header fields of Protocol Data Unit (PDU)),
and thus unless the hiding mechanism is exceptionally exquisite, the header fields

cannot hide messages when steganograms are not allowed to be detected.
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CHAPTER III

Covertness Guarantee in Two-Way Relay Wireless

Communications

This chapter focuses on the performance limit of covert throughput and the covert-
ness guarantee in important two-way relay covert wireless communications. As the
most significant contribution, this work investigates such performance limit in a sys-
tem where two sources wish to covertly exchange information through a relay against
the detection from a detector, i.e., a malicious node that attempts to detect the
existence of communication between the two sources. As the second contribution,
this work considers various scenarios regarding the detector’s prior knowledge about
the relay, the sources/relay’s prior knowledge about the detector, as well as different
relaying patterns, and then proposes a covertness strategy to resist the detector’s
detection for each scenario. As the last contribution, we derive the scaling law result
for the covert throughput of the system for each scenario, i.e., the maximum number
of bits that the two sources can exchange subject to a constraint on the detection
probability of the detector. The results in this work indicate that the covert through-
put of the concerned system follows the well-known square root scaling law, which
is independent of the relaying patterns, detection schemes, covertness strategies, and

prior knowledges of the sources/relay and detector.
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communication communication
Source Cooperative relay Source

Figure 3.1: Ilustration of system model.

3.1 System Model and Transmission Schemes

In this section, we introduce the system model and the transmission schemes

between two sources.

3.1.1 System Model

As depicted in Fig. 3.1, we consider a two-way two-hop relay wireless network
consisting of two source nodes A and B who wish to exchange information through a
Decode-and-Forward (DF) relay R without being detected by an adversarial detector
W. We assume that each node has a single omnidirectional antenna and operates in
the half-duplex mode such that it cannot transmit and receive signals simultaneously.
We also assume that there is no direct link between A and B, so that they can
only exchange information with the assistance of the relay R. Time is assumed to
be divided into successive slots with equal duration, and one and only one single-hop
transmission can be conducted during each time slot. We assume that each single-hop
transmission contains n symbols. We consider a discrete-time AWGN channel model,
where the noise is modeled by a zero-mean complex Gaussian random variable with
variance o2. The noises at all nodes are assumed to be independent and identically
distributed (i.i.d.).

To covertly deliver the message in each transmission, legitimate nodes can use a
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prior shared secret of sufficient length as the encoder, while the secret is unknown to
W, which is consistent with the common assumption in [71, 75]. As to W, without
knowing the codebook of the secret, he cannot detect the existence of transmission
with a low detection error probability. Thus, in each transmission, the legitimate
node who intends to covertly deliver the message will select a codebook randomly
from an ensemble of codebooks and then encode the message into the transmitted
symbols. After transmission through the covert channel, the symbols will be received
and decoded by the other legitimate node(s) using the shared secret.

We consider three cases for the prior knowledge of the detector about the relay
information, i.e., the Unknown Relay Information (URI), Partial Relay Information
(PRI), and Full Relay Information (FRI) cases. In the URI case, we assume that the
detector does not know the existence of the relay and cannot receive signals from R.
In the PRI case, the detector knows the existence of the relay but is not sure about
whether the relay is involved in the communication. In the FRI case, the detector
exactly knows the involvement of the relay in the communication. In addition, we
also assume two cases regarding the prior knowledge of the legitimate nodes (i.e.,
A, B and R) about the detector (i.e., detection scheme and prior knowledge of the
relay), i.e., smart and ignorant legitimate node cases, where such knowledge is known

or unknown, respectively.

3.1.2 Transmission Schemes between Two Sources

The two-way two-hop covert wireless communication is illustrated in Fig. 3.2,
where the communication can be completed in four, three or two time slots, respec-
tively [54]. In the four-slot scenario, A sends messages to B in the first two time slots,

while B sends messages to A in the remaining two time slots. More specifically, in the

first time slot, A randomly chooses an M-bit message w € {1,2,---,2M} and encodes
it into a random vector of n real-valued symbols x4 = [XS), Xf), e 7X1(4n)]7 where
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A Covert wireless — R Covert wireless > B
| communication < Communication |
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(a) Four-slot Transmission Scheme
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(b) Three-slot Transmission Scheme
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Detector
Slot 1 Slot 1
A Covert wireless > R “— Covert wireless B
‘ communication ____communication )
Source Slot 2 Cooperative relay Slot 2 Source

(c) Two-slot Transmission Scheme
Figure 3.2: Transmission schemes of four, three and two time slots.
XX) €eR (i=1,2,--- ,n) are independent and identically distributed according to a

Gaussian distribution N'(0,.S4) with variance S4. A then sends W to R in n channel

uses. Thus, R receives a signal vector

1 2 n
YAaRrR = [Yf(} ])%a Y/(L])Ip T 7Yf(l,])?]7 (31)



where Y{), = X + 2} and Zj}) ~ N'(0,0%) (i = 1,2,--- ,n) is the AWGN at R.

Meanwhile, W receives a signal vector
1 2 n
yaw = Y Yo Yawl, (3.2)

where YX%,V = XV 4+ Z0 and z{) ~ N(0,0%) is the AWGN at W. After re-
ceiving the signals, R decodes them by employing a maximum-likelihood (ML) de-
coder and then transmits the decoded signals to B in the second time slot. Thus,
B receives a signal vector yg = [Y]él),Y]ég) g ,YE(;n)] and W receives ygra)w =
Yt Yoo+ - Yok wl from R Here, Vi) = X + 28 with Z§ ~ N/(0,0%)
being the AWGN at B, and YR(A)W = 1 urr -XX) +Z‘(,f,) where 1,ygr = 1 for the PRI
and FRI cases and 0 for the URI case. Similarly, in the remaining two time slots, B
transmits a vector of symbols xp = [Xg), Xg), e ,Xgl)] to A through R, and the

received signals at R and A are
1 2 n
yor = Vg Yir - Yag) (3.3)

andy, = [ngl), Yf), e ,ngn)] respectively, where YE(;;}% = XU )—i—Z](;) Y( )= Xg)—l—ZX)
with ZX) ~ N(0,0%) being the AWGN at A. The received signals at W from B and

R are
1 2 n
yew = Vi Vi Y] (3.4)

and yrp),w = [Y&B W Y&}BLW, . Yé(B w| respectively, where Yg)w = Xg) + ZI(;,)

and Y}(ZZ(B = ]-;EURI . X(B) + Z‘(/‘l/)

In the three-slot scenario, A and B transmit to R in the first two time slots
respectively and the received signal vectors at R and W are given by (3.1), (3.3) and

(3.2), (3.4), respectively. In the third time slot, R combines the received signals from
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A and B into a signal vector xp = [Xg), Xg), e ,X}(%")] and broadcasts it to A and B

simultaneously. Here, Xg) = pAXX) —{—pBXg), and pa € [0,1] and pg = 1 —p4 denote

the power allocation factors for transmitting XX) and Xg), respectively. Thus, A and
B receive signal vectors y4 = [f@gl),}}f), e ,Yfgn)} and yp = [17];1)’}715(32)’ e ,?]gn)],
where EN/X) = X}(%i) + ZX) and f/g) = XI(;) + Zg), respectively. Meanwhile, W' receives
a signal vector yrw = [Ylg‘,,ﬁ%‘,, - ,?}%V], where ?éf%,v = 1 urs Xg) + Zé‘i,).
Since each source node knows its transmitted signals, it has the capability to cancel

the self-interference and recover the original messages from the received signals by

employing a ML decoder.

Finally, in the two-slot transmission scenario, regarding the first time slot, A
transmits x4 to R and at the same time B transmits xg to R, such that the received
signal vectors at R and W are given by yu p.r = [Y(S?BLR,Y((E?B)’R, e ,Y(EZ)BLR]
and y(a,5)w = [Y(S’)B%W, Y((j,)B),W’ e ,Y(EZ)B%W], where Y(E?,B),R = XX) + Xg) + Zg)
and Y(Efx) BW = X) + Xg) + Z‘(,f/). The relay R decodes the received signal vectors
and broadcasts a combined vector x4 + xp to both sources in the second time slot.
The received signals at A and B from R are 34 = [VA", V... V"] and y5 =
[}A/]_gl), Ylg)’ e ,Ylgn)], where fff) = XX) + Xg) + ZS) and Yg) = XX) + Xg) + Zg), re-
spectively. Meanwhile, T receives a vector of signals ¥y = [ 1;71%,, ?1;2%,, e ,Y}%V],
where f/]g%,v = 1 uRr- (XX) + Xg)) + Zg/) . Similar to the three-slot transmission sce-
nario, A and B can cancel the self-interference and recover their intended messages

from the received signals.

3.2 Detection Schemes and Covertness Strategies

In this section, we first detail two detection schemes of the detector, and then

illustrate how the legitimate nodes choose their most suitable covertness strategy.
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Table 3.1: Detection schemes and covertness strategies.

Prior Detection Covertness Strategy of Legitimate Nodes
Knowledge | Scheme
of Detector | of Detector
Ignorant Legitimate Nodes | Smart Legitimate Nodes
case case
URI case blind complete covertness strategy | selective covertness strategy
detection
blind complete covertness strategy | complete covertness strategy
PRI case detection
cautious complete covertness strategy | partial covertness strategy
detection
FRI case blind complete covertness strategy | complete covertness strategy
detection

3.2.1 Detection Schemes of the Detector

We assume that the detection of the detector W is independent in each hop, which
means that he will not combine the signals received from all hops to perform the
detection. The detector adopts the method of hypothesis test for detection, where he
proposes two hypotheses Hy and H;, which represent that the transmission does not
exist and exists, respectively. W asserts that if H is true, the received signal should
contain only the background noise, i.e., the distribution of the received signal is very
close to that of his background noise. On the other hand, if H; is true, the distribution
of the received signal differs significantly from that of his background noise. We take a
single hop as an example to show how the detection works. Using the hypothesis test,
W randomly chooses one sample from the received signal vector and compares the
distribution of the sample with A/(0, 03,). If the difference of the distributions exceeds
a predefined threshold, W asserts that transmission exists; otherwise, W asserts that

the transmission does not exist. The hypothesis test introduces two types of detection
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errors. One is called false alarm where W reports a detected transmission while the
transmission does not exist in fact, and the other is called missed detection where W
reports no detected transmissions while the transmission exists indeed. We use pga
and py;p to denote the probabilities of false alarm and missed detection, respectively,
and use the sum £ = ppa + pup to characterize the detection performance of W.
Obviously, the smaller the £ is, the better detection performance W will have.

In this work, we consider two detection schemes for W, i.e., the blind scheme and
the cautious scheme. In the blind (resp. cautious) scheme, W asserts that he detects
the existence of the transmission between A and B if he does so in either hop (resp.
in both hops). We denote D; (i € {1,2}) as the event that W detects the existence
of transmission in the i-th hop. Thus, the blind (resp. cautious) scheme corresponds
to Dy U Dy (resp. Dy NDy). The blind scheme is proper for a blind detector, who
prefers to detecting the existence of transmissions as much as possible without caring
about making wrong detections. On the other hand, the cautious scheme is more
appropriate for a cautious detector, who also cares about making wrong decisions,
since some punishment may be imposed for wrong detections. As shown in Table 3.1,
we assume that W uses the blind scheme in all cases (i.e., the URI, PRI and FRI
cases) about his prior knowledge of the relay information, while he uses the cautious
detection scheme in the PRI case only. Notice that when W uses the blind scheme
in the URI case, he performs detection only when A and B transmits, since he does

not know the existence of the relay.

3.2.2 Covertness Strategies of the Legitimate Nodes

To resist the detector’s detection, the legitimate nodes will adopt different covert-
ness strategies based on their prior knowledge about the detector’s prior knowledge
and detection schemes. We assume that the legitimate nodes can be ignorant or s-

mart, which means that they do not know or know the detector’s prior knowledge
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and detection schemes. For ignorant legitimate nodes, they use the complete covert-
ness strategy as shown in Table 3.1, where they try to hide the transmissions in
each hop against the detector. For smart legitimate nodes, the choice of covertness
strategies depends on the detector’s prior knowledge and detection schemes. In the
URI case, the legitimate nodes employ the selective covertness strategy, where they
hide the transmissions only when A and B transmit. In the PRI case, when the de-
tector W uses the blind scheme, the legitimate nodes adopt the complete covertness
strategy, whereas when W uses the cautious scheme, the legitimate nodes adopt the
partial covertness strategy to hide the transmission in either hop. In the FRI case,
the legitimate nodes apply the complete covertness strategy, as W is interested in all

hops.

To illustrate the overall scheme for the covert communication of legitimate nodes,
we take the four-slot transmission scenario as an example case. In the four-slot
scenario, the legitimate nodes will employ the complete covertness strategy if they
are ignorant or they are smart and the detector uses the blind detection scheme in
the PRI and FRI case. This means that A needs to hide its transmission to the relay
R in the first slot and R needs to hide its transmission to B in the second slot as
well. Similarly, during the transmission from B to A in the remaining two slots, both
B and R needs to hide their transmissions. If the legitimate nodes are smart and
the detector is in the URI case, they will employ the selective covertness strategy.
Based on the strategy, A needs to hide its transmission to R in the first slot, while
R does not need to hide its transmission to B in the second slot. Similarly, B needs
to hide its transmission to R in the third slot while R does not need to do so in
the last slot. If the legitimate nodes are smart and know that the detector uses the
cautious detection scheme, they will apply the partial covertness strategy in two ways.
The first way is that A and R hide their transmissions in the first and fourth slots

respectively, leaving the transmissions in other slots unhidden. The second is that R

29



and B hide their transmissions in the second and third slots respectively, leaving the

other transmissions unhidden.

3.3 Covert Throughput Performance Analysis in Four-Slot

Scenario

In this section, we theoretically analyze the covert throughput of the considered
system in four-slot scenario for the cases of ignorant and smart legitimate nodes,

respectively.

3.3.1 Ignorant Legitimate Nodes Case

For the ignorant legitimate nodes case, the prior knowledge and the detection
schemes of detector are not available at the legitimate nodes. To reduce the detection
probability of detector and ensure the covert wireless communication between the
two sources, A, B and R will adopt the complete covertness strategy to hide the
transmission in every hop, as can be seen in Table 3.1. The detector W, however,
will employ the blind detection scheme to detect the existence of transmissions as
much as possible. As assumed in Section 3.2.1, the detector independently detects
the transmission in each time slot. Thus, it is sufficient to ensure covert transmission
in each time slot so as to guarantee the covertness of the overall communication.
Here, we take the transmission in the first time slot as an example to show how the
covert throughput can be theoretically analyzed.

Using the blind scheme, W will observe the signal vector y 4 i in the first time slot,
as introduced in Section 3.1.2. After receiving the vector y 4 v, W will randomly select
a sample with index ¢ =1,2,--- ,n from y4 w to detect whether the transmission in

this time slot occurs by applying the hypothesis test. Thus, the signals correspond
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to the hypothesis H; and H, are

Hy Yy = X0+ 28
(3.5)
Ho: Vi = 28,

where XX) ~ N(0,S4) is the transmitted message signal and ZI(,Ii,) ~ N(0,0%,) is
AWGN at W. We use Fy and P; to denote the probability distributions of the
sampled signals YX%,V in Ho and H1, respectively. Thus, we have Py = N(0,03,) and

Pl :N(O,O‘IQ/V—FSA)

To ensure covert wireless communication, two conditions must be satisfied: 1) the
detection probability of detector must be lower than an arbitrarily small constraint;
2) the transmitted symbols must be recovered successfully at the receiver. To satisfy

Condition 1), the detection error probability at the detector £ should follow [71]
§=pra+pup >1—c¢, forany e > 0, (3.6)

where pra and py/p are probabilities of false alarm and missed detection, respectively.
It’s notable that in (3.6) a larger 1 — ¢ means a stricter constraint on the detection
performance at detector, what is more difficult to satisfy. Given F, and P;, we can
determine the detection probability regarding the vector of n real-valued symbols at

W in the first time slot as [94]
fzpFA +pMD:1_VT(POnaP1n)> (37)

where Vr(Pg, Pl') = L || Py — P}||, is the function of total variance distance between
two probability measures, Fj and P;* denote the probability measures related to the
vector yaw, and ||-||; is the £; norm. As mentioned in Section 3.2.1, a smaller &

means a better detection performance at W. Therefore, to improve the detection
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performance, W will attempt to reduce the value of £, while the legitimate nodes will

try to increase the detection probability of W.
To determine the total variation metric, we adopt in this work the relative entropy
by Pinsker’s inequality as in [95] and calculate the total variance distance as

n n 1 mn n
Ve(By, PY) <[5 DIPRIPY), (38)

where D(Py||Pl') denotes the relative entropy (also known as Kullback-Leibler (KL)
divergence [95]) to measure how probability distribution PJ* is different from P}, and

thus

n S+ o S
prplen) = [ (257 ) - B ). 39

To calculate the approximate value in (3.9), based on the Taylor’s Theorem [96]
and the Lagrange Remainder [97], if Sy < &i(") for any € > 0 and function f(n) =

o
O(1), the Vp(P}', P') in the first time slot can be given as

A\

Vi(Fy PP) <[5 (3.10)

From (3.10) we can observe that, if A knows o3, he can set f(n) = 63, (63 < o)
such that

Vi (PP, P < e. (3.11)

In fact, however, the constant o%, is not available at A. In this case, A can set
f(n) = o(1) [98], and the same result can be obtained. By doing this limitation,
the detection performance of W is limited and the transmission between A and R

is unperceivable, which satisfies the requirement of covert wireless communication in

(3.6).
To satisfy Condition 2), the average decoding error probability P(®) at the receiver
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should follow
P© — 0. (3.12)

With help of the theoretical analysis in [71, 99], we can obtain that the P(®) at
R over all 2Y possible codewords is P = E, P(Uffl#kEz(ck)) , where Ex/[] is
the expectation operator over random variable X, and P(-) denotes the probability
function. It’s notable that the decoding error probabilities are represented as the
sum of the error probabilities of every decoding event. As for one error event, E;(cx)
represents the error event when the received codeword ¢, at W is similar to another
codeword ¢; (i # k). Moreover, it has been proved in [71, 99] that, if the variable
2v/2¢f(n)

S equals BVt i.e., the upper bound of the power of the transmitted signal, a

decoding error probability approaching 0, as in (3.12), can be guaranteed.

Following the theoretical analysis in [4, 71] , the maximum number of bits in the

first time slot is obtained as M; = % when the channel uses n is large enough
R

[4, 71], which ensuring constraints on the detection probability and decoding error

probability in (3.6) and (3.12), respectively. With the help of result in the first time

slot, we can similarly derive the maximum number of bits in the second time slot

as My = %, and in last two time slots as Mz = M; and M, = %
9B 9A

by replacing XX) with Xg) in (3.5) and replacing S4 with Sp in (3.9) and (3.10),

respectively.

Based on the analysis above we can see that if complete covertness strategy is
employed at A, B and R, the covert throughput for the four-slot relaying system is
[100]

My p = min (M, My, M3, My) . (3.13)

Applying the covert throughput M, 5, A and B can covertly communicate to each
other when the total detection error at W satisfies & > 1 — € and the detection

probability is thus less than e. Moreover, when the constant € > 0, M4 g = o(y/n) as
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n — oo. If f(n) = 63,, M p can be improved to O(y/n) as n — oo [101].

3.3.2 Smart Legitimate Nodes Case

For smart legitimate nodes case, the legitimate nodes know the prior knowledge
of the detector W. As assumed in Section 3.1.1, the prior knowledge of W includes
both its detection schemes (i.e., blind detection or cautious detection) and his prior
knowledge about the relay node R (i.e., unknown relay information (URI), partial

relay information (PRI) and full relay information (FRI)).

3.3.2.1 URI Case

In URI case, the detector W does not know the existence of the relay R due to that
W cannot receive signals from R. To improve the detection probability, W will adopt
the blind detection scheme to detect the existence of transmission at either A or B as
much as possible without caring about making wrong detections. Based on the prior
knowledge of W, the legitimate nodes, however, will employ the selective covertness
strategy to hide the transmission when A and B transmit, making it difficult for W

to detect the transmission in either hop.

By applying the blind detection scheme, W will receive signal vectors yaw,
Yr(4),w> YBw and ygr(p)w in four time slots, respectively. According to the assump-
tions of four-slot transmission scheme (as described in Section 3.1.2) and the URI
case, W observes the symbols from A or B and his background noise when A and B
transmit, while receiving only his background noise when R transmits as W is not
within the transmission range of R. With all these information, in the first and third
time slots, the received signals at W when two hypotheses are true are given similar

as in (3.5). However, in the second time slot, the received signals corresponding to

34



W’s two hypotheses are

.y () _ ()
Hi YR(A),W - ZW (3 14)

Ho: Ylow = 2.
The received signals Ylgf()B),W in the fourth time slot is same as (3.14). Thus, legitimate
nodes only need to ensure that the transmission in the first and third time slots are
hidden.

Based on the hypothesis Hy and H; of W in the first (resp. third) time slot,
we can then give the probability distributions Py and P, as Py = N(0,0%,) and
Py = N(0,0%, + Sa) (resp. P, = N(0,0% + Sg)). Combining the assumptions of
the four-slot transmission scheme and the similar theoretical analysis in Section 3.3.1,
A and B can covertly transmit information as the transmission bits in the first and
third time slots are limited as M; = M3 = %. Thus, we can finally conclude
that, when legitimate nodes employ the selective covertness strategy over four-slot

transmission scheme for a blind detector, the covert wireless communication can be

achieved as the covert throughput between the legitimate nodes is
MA,B = min (Ml,Mg), (315)
which meets the scaling law of O(y/n).

3.3.2.2 PRI Case

Different from URI case where selective covertness strategy is always selected by
legitimate nodes, legitimate nodes in PRI case can choose the complete covertness
strategy or partial covertness strategy when the blind detection or cautious detection
is employed at the detector W, respectively. For blind detection at W, legitimate
nodes employ complete covertness strategy against the detection of W to achieve the

covert wireless communication, and the covert throughput in this case is the same as
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that in ignorant legitimate nodes case as in (3.13).

If cautions detection scheme is selected by W who knows the existence of relay
R but is not sure whether R is involved in the communication or not, legitimate
nodes employ the partial covertness strategy to hide transmission in either link A-R
or link R-B. Thus, the number of bits transmitted over the A-R or R-B link should
satisfy the requirement of covert wireless communication. Moreover, the detector W
observes the signal in each time slot and detects existence of transmission between A
and B. W will observe signals yaw, Yr),w, Yaw and yg)w in four time slots,
respectively. Applying the partial covertness strategy, legitimate nodes will hide the
transmission in either the first and fourth or the second and third time slots to achieve
covert wireless communication between A and B. Thus, the received signals in the
first two time slots at W when hypothesis H, and H; are true are similar as in (3.5),
while replacing XX) in (3.5) with Xg) in the last two time slots.

The probability distribution metrics Py and P; as above are denoted as P, =
N(0,0%,) and P, = N(0, 03,4+ S4) in the first two time slots, while replacing S4 with
Sp in the last two time slots. Applying the partial covertness strategy, legitimate
nodes will limit the maximum number of bits either in the first and fourth time slots
or in the second and third time slots to decrease the detection probability of W. In
each time slot, the analysis of maximum number of bits is same as that for ignorant
legitimate nodes case in this section. Therefore, A and B can covertly transmit
information with Vr(PJ, P') < € as either the first and fourth time slots or the
second and third time slots are subject to the maximum number of bits limitation,

2v2nfe f(n)

which is M, = =757 (denoted 7 = 1,2, 3,4 as the sequence of time slots), where

v =0%, 0%, 0% and o3 for My, My, Mz and My, respectively. Finally, we can conclude

that, if the partial covertness strategy is employed at legitimate nodes over four-slot

transmission scheme, the legitimate nodes only need to hide the transmission either
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in link A-R or R-B, and the covert throughput is

My p = max (min (M, My) , min (Ms, Ms)) . (3.16)

Similarly, by using asymptotically notation, covert wireless communication over four-
slot transmission scheme for the partial covertness strategy can be achieved between

legitimate nodes as the scaling law of the covert throughput is O(y/n).

3.3.2.3 FRI Case

Since the detector W knows the involvement of relay R in FRI case exactly,
legitimate nodes will employ complete covertness strategy to hide their transmission.
Based on the complete covertness strategy in FRI case, the analysis of the maximum
number of bits for FRI case is same as that for ignorant legitimate nodes case (Section
3.3.1). According to the similar result of the covert throughput in (3.13), the total
detection error at W will satisfy & > 1 — ¢, and the detection probability of W is less
than e. With this result, an arbitrarily small detection probability at detector means
that he detects the existence of transmission with a low probability, and thus covert

wireless communication over four-slot transmission can be achieved.

3.4 Covert Throughput Performance Analysis in Three-Slot

Scenario

In this section, we will investigate the covert throughput of two-hop two-way
covert wireless communication with three-slot relaying for both ignorant and smart

legitimate nodes.
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3.4.1 Ignorant Legitimate Nodes Case

Same as the assumptions for network with four-slot transmission in Section 3.3,
ignorant legitimate nodes in network with three-slot transmission scheme do not have
the prior knowledge about the detector W, and they employ complete covertness
strategy to hide the transmission as much as possible. From Fig. 3.2 (b) we can
observe that, the transmission processes of three-slot transmission scheme in the first
two time slots are the same as that in the first and third time slots of the four-slot
transmission scheme but differs in the third time slot. For wireless network adopting
the three-slot transmission scheme, the relay R combines the received signals and
broadcasts them to A and B simultaneously instead of transmitting them separately

to A and B.

The detector W will receive signal vectors yaw, ypw and ygpw in three time
slots, respectively. According to the observed signals and his background noise, W
will distinguish and find out the existence of the transmission between A and B by
applying the hypothesis test. Noting that the analysis for the first two slots are
the same as that in four-slot transmission scenario, thus, the received signals at W
corresponding to two hypotheses in the first two slots of three-slot transmission are
similar as (3.5). Moreover, the received signals of W in the third time slot regarding
his two hypotheses are

Hy ~1§%/V Xg) + ZI(,‘Z)
(3.17)
Ho: Vil = 24,

where Xg) =p AXX) + pBXg) denotes symbols transmitted from the relay R, and
Z‘(,f,) denotes the background noise at W. Based on the results of Hy and H; in
(3.17), the probability distributions Py and P, can be given as Py, = N(0,0%,) and

P = N(0, Uav + paSa + ppSg), respectively.

To decrease the sum of detection errors &, legitimate nodes limit the upper-bound
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of transmission bits in each time slot to weaken the detection probability of W, such
that covert wireless communication can be achieved between A and B. From (3.6)
we can know that, A and B can covertly transmit as Vp (P}, P*) < €, which can be

achieved by the maximum number of bits at A and B as

2v/2nbef(n)
Mi=My="2"">“2+"7 1
! 2 40%1n2 (3.18)

and at the relay R as
2v/2nbef(n)

57 4 2(pac? + ppo?)’

(3.19)
Thus, the covert throughput in the three-slot scenario to ensure covert wireless com-
munication between A and B is

MA,B = min (Ml,Mg,Mg). (320)

Based on the covert throughput in (3.20), legitimate nodes can hide the existence of
transmission where total detection errors of W is € > 1 — ¢, and detection probability
of W less than e. Similar to the results in Section 3.3.1, the covert throughput can

also be asymptotically obtained as a scaling law of O(y/n).

3.4.2 Smart Legitimate Nodes Case

Same as the assumptions in Section 3.1.1, smart legitimate nodes know the prior
knowledge of the detector, including his detection scheme and his prior knowledge of

the relay (i.e., URI, PRI and FRI cases).

3.4.2.1 URI Case

Since blind detection scheme is adopted by the detector W in URI case and

legitimate nodes employ the selective covertness strategy, the signals from the relay
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R will not been considered because W is without the transmission range of R. Thus,
the transmission bits are only limited in the first and second time slots. Noting that
the theoretical analysis for the selective covertness strategy in the first and second
time slots are the same as that in the four-slot scenario, the transmission bits for A
and B are M; and M, respectively, where M; and M, are same as (3.18). Therefore,
legitimate nodes can covertly communicate with each other as the covert throughput
is given as

MA,B = min (Ml,MQ) 5 (321)

which meets the scaling law of O(y/n).

3.4.2.2 PRI Case

In PRI case, the detector W can choose between blind detection scheme and cau-
tious detection scheme. If blind detection scheme is adopted by W, legitimate nodes
will employ the complete covertness strategy as in PRI case for four-slot transmission
scheme. In this case, the theoretical analysis and result of the covert throughput
follow the same result as that in Section 3.3.

If cautious detection scheme is applied at W, the legitimate nodes will employ
partial covertness strategy as they know the detection scheme of W in advance. To
achieve covert wireless communication between A and B, the transmission need to
be hidden either in link A-R and B-R or R-A,B. By applying the cautious detection
scheme, W will receive signal vectors y 4 w, yp,w and yr w in three time slots, respec-
tively. The received signals corresponding to the null hypothesis Hy and alternative
7, hypothesis in the first two time slots as (3.5) where replace XX) with Xg) in the
second time slot, while in the third time slot as (3.17).

Based on the similar theoretical analysis in Section 3.3.1, A and B can achieve
covert wireless communication as Vi (Py', Pi*) < € in either the first and second time

slots or the third time slot. Therefore, legitimate nodes can covertly communicate
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with each other if the covert throughput is

My p = max (min (M, Ms) , Ms), (3.22)

where M; and M, are given in (3.18), as well as M3 is given in (3.19). Similar to the
results in Section 3.3, the covert throughput in PRI case is asymptotically given as

the scaling law of O(y/n).

3.4.2.3 FRI Case

In FRI case, legitimate nodes employ complete covertness strategy as they know
that the blind detection is used by detector. The covert throughput M4 p for FRI
case is the same as that for the ignorant legitimate nodes case in this section as
(3.20). The same as the asymptotically notation, we can finally find that the covert
throughput of the considered two-way two-hop system with three-slot transmission

scheme also follows the well-known square root scaling law as O(y/n).

3.5 Covert Throughput Performance Analysis in Two-Slot
Scenario

In this section, we aim to conduct performance analysis for two-hop two-way

covert wireless communication with two-slot relaying and derive the covert throughput

for different legitimate nodes cases (i.e., ignorant legitimate node case and smart

legitimate node case).

3.5.1 Ignorant Legitimate Nodes Case

For ignorant legitimate nodes, they do not know the prior knowledge about the
detector W. To ensure covert wireless communication achieved between A and B,

they choose complete covertness strategy to hide the transmission in the wireless
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network. Different from the transmission in four-slot and three-slot scenarios, the
two sources A and B transmit information to the relay R simultaneously in the first
time slot. After receiving the signals, R decodes and broadcasts a combined vector

of the signals from A and B to both sources in the second time slot.

W will receive signal vectors y(4,p)w and yrw in two time slots, respectively.
The received signals at W corresponding to the null hypothesis Hy and alternative
hypothesis H; in the first time slot are

Hl . Y(Z)

(A,B),W — X9+ X5+ ZI(/IZ/)

(3.23)
H .Y(i) _ Z(i)
0-4twuaBw — “wW>

where the received signal ?}gﬁy in the second time slot is same as (3.23). XX) and Xg)
are transmitted symbols from A and B respectively, and Zéf) denotes the background
noise at . Based on the definition of hypothesis test, we can give the probability
distributions Py and P; in each time slot as Py = N(0,0%,) and P, = N(0, 0%, +Sa +

Sg), respectively.

According to the theoretical analysis in Section 3.3.1, two sources A and B can
covertly transmit as Vp (P}, P]') < ¢, and the maximum number of bits for each time
slot can be obtained, where M in the first time slot is same as (3.18) and the second

time slot Ms is given by

2v/2nfe f (n)

M, = .
27 4In2(0% +02)

(3.24)

Therefore, the covert throughput for covert wireless communication with two-slot
relaying is

MA,B = min (Ml, MQ) s (325)
which is asymptotically equal to the scaling law of O(y/n).
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3.5.2 Smart Legitimate Nodes Case

3.5.2.1 URI Case

As selective covertness strategy is adopted by legitimate nodes in URI case, the
transmission is hidden only in the first time slot when the sources A and B transmit
information to the relay R. Therefore, the detector W can receive signals either his
background noise (when A and B does not transmit) or his background noise and
symbols from both A and B (when A and B transmit). During two time slots, W will
receive the signal vectors y 4 g)w and yrw, and the received signals corresponding
to two hypotheses in the first time slot are same as (3.23), while in the second time

slot are given by

Hy ngw = Zt(/li/) (3.26)

~

Ho: Vi = 23,
where ZI(,‘Z) is the background noise at W.

Because W cannot receive the signals from R in the second time slot, legiti-
mate nodes just need to ensure that the transmission is hidden in the first time slot.
Therefore, we can give the probability distributions Py and Py as Py = N(0,0%,)
and P, = N(0,0% + Sa + Sp), respectively. Then, based on the requirements
of covert wireless communication, A and B can covertly transmit information as
Vr (P}, Pl') < ¢, and the maximum number of bits M; in the first time slot as (3.18).
Thus, the covert wireless communication between A and B can be achieved as the

covert throughput is

Myp = M, (3.27)
which meets the well-known scaling law as O(y/n).
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3.5.2.2 PRI Case

As illustrated in Table 3.1, the detector W knows the existence of the relay R
but is not sure whether it is involved in the communication or not in PRI case.
To increase the detection performance, W may employ the blind detection scheme
to observe signals from all possible transmitter. The legitimate nodes will choose
the complete covertness strategy to hide every transmission to ensure covert wireless
communication between two sources A and B. The analysis of the covert throughput

in this case is the same as that in ignorant legitimate nodes case in this section.

Notice that the blind detection may increase the probability of making wrong
detections at W as he asserts the existence of the transmission if he does in either hop
of the transmission, W may employ cautious detection scheme to assert the existence
of the transmission if he does in both hops of the transmission. To ensure covert
wireless communication in this case, legitimate nodes will adopt partial covertness
strategy to hide their transmissions either in link A-R and B-R or R-A and R-B.
By employing the blind detection scheme, W will receive the signal vectors y 4 p)w
and ypw respectively, and the received signals regarding two hypotheses in each
time slot are same as (3.23). Based on the definition of hypothesis test, we can
give the probability distributions Py and P; in each time slot as Py = N(0,0%,) and

P, = N(0,0% + Sa + SB).

According to the same theoretical analysis in Section 3.3.1, A and B can covertly
transmit information as Vp(Py, P") < € in each time slot, which can be satisfied
as the transmission bits for the first and second time slots are set as M; and M,
respectively, where M; is given in (3.18) and M, is given in (3.24). Therefore, when
considering the cautious detection scheme of W and the partial covertness strategy

of legitimate nodes, covert wireless communication between two sources A and B can
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be achieved as the covert throughput between legitimate nodes is

MA,B = Imax (Ml, MQ) s (328)

which can be asymptotically given as the scaling law of O(y/n).

3.5.2.3 FRI Case

In FRI case, legitimate nodes employ complete covertness strategy as they know
that blind detection is used by detector. The theoretical analysis and result for FRI
case are the same as that in ignorant legitimate nodes case in this section. Thus, we
can obtain a similar covert throughput M, g as the scaling law of O(y/n), with which

covert wireless communication between two sources A and B can be achieved.

3.6 Discussion

In this chapter, our work mainly focuses on analyzing the asymptotic performance
limits when the number of channel uses n tends to infinity. However, the results
cannot be used to quantitatively evaluate the system performances via simulation-
s. Thus, as one of our future works, we will consider some other system scenarios
with parameters of finite values, like the background noise power of detector in [27],
and derive exact closed-form results to enable the quantitative evaluation of system
performances via simulations.

Regarding the comparison with previous methods, please notice that this is the
first work that proposes covertness schemes for two-way two-hop relay systems. Thus,
there are few previous methods in this regard. Due to this reason, the goal of this
work is to investigate the performance limits for the two-way two-hop relay systems
rather than compare our scheme with others or improve the performances of existing

methods. Although there exist previous methods for other systems, like adding an
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uninformed jammer node in a single-hop wireless network and employing a full-duplex
receiver over fading channels, comparing them with our method may tell us little
about which outperforms the others. We have shown that our schemes can achieve
the result of O(y/n), which is the same as the well-known limit of the square root law in
the literature. This shows that our schemes work as well as most existing methods. Of
course, we can introduce some new ideas (e.g., increasing the uncertainty of detector
about background noise and transmission time) into our schemes to improve this
limit, but this requires a new and dedicated work, which is regarded as one of the

future works.

3.7 Summary

This chapter investigated the performance of covert communication in a two-way
two-hop wireless system. Covertness strategies were proposed and scaling law results
for the covert throughput were derived for various scenarios with different relaying
patterns (i.e., four-slot, three-slot and two-slot), and prior knowledge of the legitimate
nodes and detector. The results in this work showed that the covert throughput of
the concerned two-way two-hop wireless system follows the O(y/n) scaling law and
is independent of the relaying patterns, detection schemes, covertness strategies, and
prior knowledge of the sources and detector. In addition, most related works mainly
focus on assuming static detectors, while an active detector can dynamically adjust
his location to detect better [75]. Thus, a possible future research is to consider

two-way two-hop wireless systems with the active detector.
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CHAPTER IV

Covertness and Secrecy Guarantees in Wireless

Communications with Passive Attackers

This chapter explores a new secure wireless communication paradigm where the
physical layer security technology is applied to counteract both the detection and
eavesdropping attacks, such that the critical covertness and secrecy properties of
the communication are jointly guaranteed. We first provide theoretical modeling for
covertness outage probability (COP), secrecy outage probability (SOP) and transmis-
sion probability (TP) to depict the covertness, secrecy and transmission performances
of the paradigm. To understand the fundamental security performance under the new
paradigm, we then define a new metric - covert secrecy rate (CSR), which charac-
terizes the maximum transmission rate subject to the constraints of COP, SOP and
TP. We further conduct detailed theoretical analysis to identify the CSR under var-
ious scenarios determined by the detector-eavesdropper relationships and the secure
transmission schemes adopted by transmitters. Finally, numerical results are pro-
vided to illustrate the achievable performances under the new secure communication

paradigm.
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Figure 4.1: Two relationships between Willie and Eve.

4.1 New Paradigm and Security Metric

In this section, we first introduce the system model, the secure transmission
schemes and the attacking model of the new secure wireless communication paradigm,

and then define the covert secrecy rate as a novel metric in the proposed paradigm.

4.1.1 System Model

To demonstrate the new secure wireless communication paradigm, we consider
a system (as illustrated in Fig. 4.1) where a transmitter Alice sends messages to a
receiver Bob in the presence of a detector Willie and an eavesdropper Eve. Willie
attempts to detect the existence of the signals transmitted from Alice, while Eve
targets the messages contained in the signals. Alice and Bob operate in the half-

duplex mode, while Willie and Eve can operate in the full-duplex mode. All nodes
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are assumed to be equipped with a single omnidirectional antenna. For notation
simplicity, we use a, b, e and w to represent Alice, Bob, Eve and Willie, respectively,
throughout this chapter.

Time is divided into successive slots with the same duration that is long enough
for Alice to transmit multiple symbols. To characterize the channels, we adopt the
quasi-static Rayleigh fading channel model, where the channel coefficients remain
constant in one slot and change independently from one slot to another at random.
We use h;; to denote the coefficient of the channel from ¢ to j, where i € {a,b, e, w}
and j € {a,b,e,w}. As assumed in [19], the corresponding channel gain |h;;]? follows
the exponential distribution with unit mean. We assume that Alice and Bob know the
instantaneous and statistical channel coefficient h,;, but only the statistical coefficients
of other channels including those to Eve and Willie, such that the analysis of the covert
secrecy rate provides meaningful theoretical performance results. We also assume that
Eve knows the instantaneous channel coefficient h,., while Willie knows only the

statistical channel coefficient of h,, and he,. These assumptions are widely used in

previous research related to physical layer security (PLS) and covert communication.

4.1.2 Secure Transmission Schemes

Alice employs two transmission schemes based on power control (PC) and artificial
noise (AN), respectively. In the PC-based scheme, Alice controls her transmit power
P, in order to hide the message signals into the background noise to achieve covertness
and secrecy. In the AN-based scheme, Alice intentionally injects AN into the message
signals to confuse Willie and Eve so as to reduce their attack effects. Different from the
PC-based scheme, in the AN-based scheme, Alice uses a constant transmit power (also
denoted by P,) and splits the power between message and noise transmissions. We use
p € (0,1] to denote the fraction of transmit power used for the message transmission.

In addition to the strategies of transmit power, Alice also adopts the Wyner encoding
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scheme [57] to resist the eavesdropping of Eve. To transmit a message, Alice chooses a
target secrecy rate R, for this message and another rate R, for the whole transmitted
symbol. The difference R, — R, represents the rate sacrificed to confuse Eve.

The goal of Alice is to ensure a positive and constant secrecy rate R,. Thus, Alice
will send messages to Bob only when the instantaneous capacity Cj, of the Alice-Bob
channel can support the secrecy rate R, (i.e., C, > Ry). In this situation, Alice
will set R; arbitrarily close to C} to cause as much confusion to Eve as possible,
while ensuring reliable message transmission to Bob. Thus, the probability of Alice

transmitting messages in a certain time slot can be defined as

pew = P(Cy > Ry). (4.1)

Note that the transmission probability (TP) p,, can be interpreted as a metric

to measure the transmission performance.

4.1.3 Attacking Model

In practice, Willie and Eve can belong to different organizations with unrelated
or common goals, resulting in various relationships between them. In this work, we
consider two representative relationships, i.e., independence and friend. As shown in
Fig. 4.1, in the independence relationship, Eve and Willie care only about their own
attack without helping or hindering the other. In the friend relationship, Willie and
Eve will share their signals received from Alice to help improve the attack power of
the other.

To detect the existence of signals transmitted from Alice in each slot, Willie adopts
the commonly-used likelihood ratio test [23], in which he first determines a threshold
6 and then measures the average power P, of the symbols received from Alice in this

slot. If P, > 6, Willie accepts a hypothesis #; that Alice transmitted messages to
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Bob in this slot. If P,, < 6, Willie accepts a hypothesis H, that Alice did not transmit
messages. Formally, the likelihood ratio test can be given by

P20 (4.2)

Ho

In general, the likelihood test introduces two types of detection errors. One is called
false alarm, which means that Willie reports a detected transmission whilst the trans-
mission does not exist in fact. The other is called missed detection, which means that
Willie reports no detected transmission whilst the transmission exists indeed. We
use pra and ppp to denote the probabilities of false alarm and missed detection, re-
spectively. If neither false alarm nor missed detection occurs, the transmission from

Alice to Bob is said to suffer from covertness outage. Thus, the covertness outage

probability (COP) is given by
Peo = 1- (pFA +pMD) (43)

The smaller the COP is, the higher the covertness of the transmission is. Note that

1 — peo can be interpreted as the detection error probability of Willie.

Compared with the detection of Willie, the eavesdropping attack of Eve is rela-
tively simpler. To intercept the transmitted messages, Eve tries to decode the signals
received from Alice. If Eve is able to recover the messages (i.e., the instantaneous se-
crecy capacity Cy [95] of the Alice-Bob channel falls below the target secrecy rate Ry),
the transmission from Alice to Bob is said to suffer from secrecy outage. Note that
secrecy outage occurs only when Alice actually transmits a message (i.e., C, > Ry).
Thus, we can define the secrecy outage probability (SOP) as the following con-
ditional probability:

pso =P(Cs < Ry | Cp > Ry). (4.4)
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Similarly, the smaller the SOP is, the stronger the secrecy of the transmission is.

4.1.4 Covert Secrecy Rate

To understand the fundamental security performance under the new paradigm, we
propose a novel metric, called covert secrecy rate (CSR), by jointly considering
the covertness, secrecy and transmission performances. The CSR is defined as the
maximum transmission rate under which the constraints of COP, SOP and TP can
be ensured. To obtain the CSR, we formulate two optimization problems for the

PC-based and AN-based transmission schemes, respectively, which are given by

P1 (PC-based): Re; = max Ropu(Fa, Rs), (4.5)
s.t. Peo(F) < €, (4.5b)
Pso(L2s) < €5, (4.5¢)
Pia(Pa, Rs) > 1 — ¢, (4.5d)
and
P2 (AN-based): R. = per[g?i(RsRsptx(p, Ry), (4.6a)
5.t Peo(p) < o, (4.6b)
Pso(p, Rs) < ¢, (4.6¢)
Pi(p, Rs) > 1 — ¢, (4.6d)

where R., denotes the CSR, €., €, and ¢, denote the constraints of COP, SOP and
TP. Note that Problem P1 optimizes the transmission rate over the transmit power
P, and the secrecy rate Ry, while Problem P2 conducts the optimization over the

power allocation parameter p and the secrecy rate R;.
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4.2 CSR Analysis: Independence Relationship Case

In this section, we investigate the CSR performance under the independence rela-
tionship case, for which we focus on the PC-based and AN-based transmission schemes

in Subsections 4.2.1 and 4.2.2, respectively.

4.2.1 PC-Based Transmission Scheme

As mentioned in Section 4.1.2, Alice decides to transmit in a certain time slot only
when the instantaneous capacity C, of Alice-Bob channel can support the secrecy
rate R,. To do this, Alice measures the instantaneous channel coefficient |hq|* and
determines the Alice-Bob channel capacity C based on the well-known Shannon

Capacity formula [95], i.e.,

Pa ha 2
| has| >, (4.7)

Cy = log (1 + 3
T

where log is to the base of 2. Since |h|? is exponentially distributed, the transmission
probability ps, of Alice under the PC-based transmission scheme is

Rs _ 2
pg)(Pa; Rs) = IP>(C’b 2 Rs) = exXp <_(2P%)O-b) . (48)

When Alice chooses to transmit, she sends n symbols to Bob, represented by a
complex vector x, where each symbol x[i] (i = 1,2,--- n) is subject to the unit power
constraint, i.e., E[[x[i]|?] = 1. Thus, the signal vectors received at Bob, Willie and

Eve are given by

Y =V Pahanx + n,, (49)

where the subscript k € {b, w, e} stands for Bob, Willie or Eve, a represents Alice,
and n, denotes the noise at x with the i-th element n,[i] being the complex additive

Gaussian noise with zero mean and variance o2, i.e., n.[i| ~ CN(0,02).
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According to the detection scheme in Subsection 4.1.3, Willie makes a decision on
the existence of transmitted signals based on the average power P, of the received
symbols y,,. In this case, P, is given by

n 112
Py = 2==VlIE iy (P 2 4 o2 pdun = Palbaol? 403, (110)
n n—00

where X2, is a chi-squared random variable with 2n degrees of freedom. By the Strong
Law of Large Numbers [102], % converges in probability to 1 as n tends to infinity.
If P, < 6, Willie accepts the hypothesis H, that Alice did not transmit messages,
leading to a missed detection. Thus, the probability of missed detection py;p can be

given by

. l—exp(—%>, 0> 02,
pMD:]P)(Pa|haw| +0w§0):

0, 0<o:.

The eavesdropping result of Eve depends on the instantaneous secrecy capacity
C; of the Alice-Bob channel, which is the difference between the channel capacity of
the Alice-Bob channel and that of the Alice-Eve channel [95]. Thus, C; is formulated

Pylhap|? Palhael?
C’Szlog(l—i- ‘2b|>—log<1+ |2|) (4.12)
o o

b e

as

Note that |hep|* and |hee|* are random variables here. Based on the definition of the

SOP in Subsection 4.1.3, the SOP under the PC-based scheme can be given by

PP(R.) = PR, <Cy <Cet+Ry) _ - P(Cs > Ry)
50 P (Cb > Rs) P (Ob > RS)
(2Bs _1)52 P 2 2RSP 2
—1—¢ 7 P ( “'h;”’ - “Lh‘”‘ > ofts _ 1)
Ub O¢
2852

(4.13)

T QReg2 1 2
2Ms0y + o0f
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When Alice does not transmit, security performance is not a concern and thus we
only focus on the covertness performance. In this case, Willie receives only noise, i.e.,
Yw = 1, and thus the average power P, of the received symbols y,, is P, = 2. If

P, > 6, Willie accepts the hypothesis #; that Alice transmitted messages, leading

to a false alarm. Thus, the probability of false alarm pg4 is given by

B ) B 0, 0>02,
pra=P (0, >0) = (4.14)

1, 0<o

2
— w”*

Combining the pyp in (4.11) and the ppa in (4.14), we obtain the COP under

the PC-based scheme as

(4.15)

Note that the COP is identical for Alice and Willie, since they have the same knowl-
edge about |hg,|?, i.e., the statistical |hqy|*. To maximize the COP pI¥', Willie will
choose the optimal detection threshold 6, denoted by ;. We can see from (4.15) that
P is a decreasing function of § and is larger than or equal to 0 for § > ¢2. Thus,
the optimal 0} exists in (02, 00) and is thus given by 0 = v + 02, where v > 0 is

w?

an arbitrarily small value.

Under the condition that Willie chooses the optimal detection threshold 0y, Al-
ice solves the optimization problem in (4.5) to obtain the CSR. The main result is

summarized in the following theorem.

Theorem IV.1 Under the scenario where Willie and Eve are in the independence

relationship and Alice adopts the PC-based secure transmission scheme, the CSR of
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the system can be given by

(

o2lne,. * .
ﬁWO <_<7§ fnee)exp - L - bi} ) s,IP:RS,IPSmln{RiIOFJ’D’ RS IP
W v
0( aglnec)
Rg;: o2es 02es—(1—€s)o? ) Inec
log ((1_;§a§> oXp (( (1—63)Ub) )’ sip=RIY <min{RYp, RIT
\(1 — &) log (1 + %) sip =1, IP<mln{Rs P> 259105D g
(4.16)
where
e
RIY =log | —5— 4.17
s,IP 0g (1 — 65)0'13 ) ( )
R =log (1 - — = > , (4.18)
b
1 Prip
Rlp = —Wy| —= 4.19
= (7). (4.19)
Wo(+) is the principal branch of Lambert’s W function, and Pyp = —p= is the

optimal transmit power.

Proof 1 As can be seen from (4.5a), the optimal transmit power P, and optimal
target secrecy rate Ry are required to solve the optimization problem P1. We first
derive the optimal P,. It is easy to see from (4.8) and (4.15) that both p¥ and p'¥
monotonically increase as P, increases. Thus, the covertness constraint in (4.5b)

results in an upper bound on P,, which is

max U
Plp = e (4.20)

and the TP constraint in (4.5d) leads to a lower bound on P,, which is

min __ (QRS B ]‘>O-I?

= -7 4.21
a,IP 111(1 . Et) ( )
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Note that the inequality Pmln < PJ¥ must hold, which gives the following condition
on R,:
In(1—
R, < log (1 + M) . (4.22)

oplne.

Since the objective function in (4.5a) is an increasing function of P,, the optimal P,
is the upper bound, i.e., Pyp = PP

Next, we derive the optimal Ry by analyzing the feasible region of Ry and the mono-
tonicity of the objective function with respect to Rs. We can see that as Ry increas-
es, piv in (4.8) monotonically decreases while p't in (4.13) monotonically increases.
Thus, based on the constraints (4.5¢) and (4.5d), the regions of R, for ensuring secrecy
and transmission performances are [0, RS9Y] and [0, RI] with REGY and R, given
by (4.17) and (4.18), respectively. Note that R]{ is obtained at Py = P} p = — o
and thus the region [0, R ] is equivalent to (4.22). Hence, the feasible region of R
is [0, min{ RIGY, RI{L}Y]. Taking the first derivative of the objective function in (4.5a)

in terms of Ry gives

OR R2%:521n 2 (28 —1)o?
e [ P ) 4.23
OR, ( P, ) P ( P, ) (4.23)
Solving 8R°S = 0, we can obtain the stationary point RS’IP in (4.19). We can see that

the objective function is increasing over [0, R)1p) and decreasing over [R]1p, 00). This
implies that if R 1p falls inside the feasible region of Ry, i.e., RO p < min{R5%Y, RT{L},
the optimal Ry is R ;p = R) p. Otherwise, the optimal Ry is R}p = min{Ri%D ,RIip}.
Finally, substituting the optimal P, and Ry into the objective function in (4.5a) com-

pletes the proof.

4.2.2 AN-Based Transmission Scheme

Suppose Alice transmits, in addition to the message symbols, she will also inject

AN;, represented by a complex vector z, where each symbol z[i] (i = 1,2,--- ,n) is
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subject to the unit power constraint, i.e., E[|z[i]|?] = 1. Alice will use a fraction p
of her transmit power P, for message transmission and the remaining power for AN

radiation. Thus, the signal vectors received at Bob will be given by

Vo = V/ pPohapx + /(1 — p) Pahapz + 1. (4.24)

Based on (4.24), Alice measures the instantaneous Alice-Bob channel capacity Cj,

as

(4.25)

Palhas|”
Cbzlog(1+ pPalhap| )’

(1= p)Palhay]? + of
and decides to transmit when Cj, > R,. Thus, the transmission probability under the

AN-based scheme can be given by

TA pPa’habF Rs >
JR) =P(C,>R,) =P > 2% — 1
DPix (p ) ( b ) ((1 _p)Pa’habP"i_o_b

(2f — D)o?
= exp (_pPa — (28 — 1)(1b— P)Pa) '

(4.26)

Next, we analyze the secrecy and covertness performances when Alice transmits
messages. In this situation, the signal vectors received at Willie and Eve have the

same form of that received at Bob, which are given by

Vi =V pPihax + /(1 — p)Pihewz + 1y, (4.27)

where the subscript k € {w, e} stands for Willie or Eve. From (4.27), we can see that
the average power P, of the received symbols y, at Willie is the same as that given
in (4.10). Thus, the probability of missed detection py;p under the AN-based scheme

can also be given by (4.11).

According to (4.27), the secrecy capacity Cs under the AN-based scheme can be
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formulated as

pljayhaby2 ) ( pPa|hfae‘2 )
C,=1 1+ —1 1+ . 4.28
Og( T=phhal+2) BT TR raz) 4%

Thus, following the definition of SOP in (4.4), we derive the SOP under the AN-based

scheme as
R 2
. (2% = 1)y
— 4.29
Pso (p7 ) xp (pPa - (2R5 - 1)(1 - 'O)Pa> ( )
Paha2 2RS Paha€2
XP( oP,| 6’2 - PP 2! 2>QRS_1)
(L= p)Palhal? + 07 (1= p)Palhacl? + 0
=1—exp (QRS - 1)‘713 _ <2RS i 1)05
pPa_<2RS_1)(1_IO)Pa (1—2RS)(1_p)Pa
’ e — (2 — oo
x/ exp 1 S
o P\ T2 A= p)P2y+ (1- (- )2 Puc?
_ (1-2Rs(1-p))o?
where ¢ = m'

Finally, we analyze the covertness performance when Alice does not transmit mes-
sages. In this situation, Alice still generates AN to confuse Willie, which is different
from the PC-based scheme. Thus, the signal vector y,, received by Willie consists of

both the AN z and background noise, i.e.,

Yo =V (1 = p)Pahawz + ny. (4.30)

In this case, the average power of the received symbols of Willie is P, = (1 —

p)Pulhaw|? + 02, and thus the probability of false alarm is given by

—o2
exp (—%) , 0>02,

pra =P ((1 = p)Pulhau|® + 0o, > 0) = (4.31)

1, 6 <o2.

Combining the pr4 in (4.31) and the pyp in (4.11), we obtain the COP p under
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the AN-based scheme as

0—oc2 0—o2
exp <——( Paw)> — exp (—é_pﬁ%) , 0>02,

0, 0 <o2.

Ph(p,0) =

We can see from (4.32) that the optimal detection threshold 6f, for Willie exists

when 6 > 02 and can be obtained by solving =5 O, CO = 0. Thus, 6;, is given by

- 1P,
Oy = 02 + (p=DF In(1 — p). (4.33)
p
By solving the optimization problem in (4.6) with § = 6;,, we can obtain the

CSR, which is given in the following theorem.

Theorem IV.2 Under the scenario where Willie and Eve are in the independence
relationship and Alice adopts the AN-based secure transmission scheme, the CSR of

the system is

RS = Ripalpia) exp | — (2%nli) — 1o (4.34)
s = HaxalPia piaPu — (20 —1)(1 = py )P, )

where piy is the optimal power allocation parameter and Rgy, is the optimal secrecy
rate. Here, pix can be obtained by solving pa(p,0iy) = €. with 0fy given by (4.33).

R 1A ts given by

(
RS,IA(ﬁfA)? Z,IA = RS,IA < min {Rf,lOzf ) Rs IA
R:JA(pfA) - RSSIO/f(PIA) SIA = Rs a4 < min {Rs A SIA} (4.35)
Rs IA(pIA) :,IA = Rs 1A < min {Rs TA> Rf,IOA]J

where the stationary point Ry, can be obtained by solving 5 83” = 0, RJPY is the
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solution of pt(Rs) = €5 and RI{, is given by

P,In(1 —¢) — o}
Talpia) =1 . 2 : 4.
RS,IA(pIA) og ((1 N pikA)Pa 11’1(1 _ 67:) IR O_g ( 36)

Proof 2 The proof follows the same idea as the one for Theorem IV.1. The only
difference is to derive the optimal power allocation parameter p instead of optimal
transmit power P,. Here, we focus on the derivation of the optimal p and omit the
analysis of the optimal Rs. We can see that the objective function in (4.6a) is an

increasing function of p, implying that the upper bound on p is needed. Substituting

0 = 0f into (4.32) yields

1=p

Py =p(1—=p) 7. (4.37)
Taking the first derivative of (4.37) in terms of p, we have

opr  — In(1 — p) 1-p
o 1—p) 7 >0, 4.38
o p (1-p) (4.38)

which shows that p is an increasing function of p. We can see from (4.26) and
(4.29) that pi is also an increasing function of p, while piPf is a decreasing function.
Thus, only the covertness constraint (4.6b) gives an upper bound pjX™ on p, while the

TP and SOP constraints in (4.6d) and (4.6¢) give two lower bounds plL and p{P"

respectively. Hence, the optimal p is pjy = pix*. Note that pji** > max {pﬂf, PISEP}
must hold, which imposes a constraint (or region) on Rs. However, this region is

equivalent to the one obtained from the TP and SOP constraints in (4.6d) and (4.6¢),

and thus can be neglected in the analysis of optimal R,.

4.3 CSR Analysis: Friend Relationship Case

The CSR performance of the friend relationship case is investigated in this section,

for which the CSR analyses for the PC-based and AN-based transmission schemes are

61



provided in Subsections 4.3.1 and 4.3.2, respectively. To depict the friend relationship,
we interpret Willie and Eve as two antennas of a super attacker. This model is widely

used to characterize the collusion among eavesdroppers [103].

4.3.1 PC-Based Transmission Scheme

Alice follows the same decision process as introduced in Section 4.2.1 to decide
whether to transmit messages or not. Note that the instantaneous Alice-Bob channel
capacity Cj, in this case is identical to that in (4.7), which means that the transmission
probability is also the same. Thus, the transmission probability pff in the friend
relationship scenario under the PC-based scheme is given by (4.8).

Next, we analyze the covertness and secrecy performances when Alice transmits
messages. When Alice chooses to transmit a signal vector x, Willie and Eve receive
the same signal vectors y,, and y. as that given in (4.9). Since Willie and Eve share
their received signals in this case, the signal vectors received at Willie and Eve contain
the one from the other side. Thus, based on the signal vector y, in (4.9), the average
’2

power of the received symbols at Willie can be given by P, = Yo (we) Mg
Pyl haw|? + Palhae|* + 02 + 2. Note that |he,|* and |he|? are random variables for

Willie. Thus, the probability of missed detection py,p is given by

pup =P (Pulhaw|” + Palhee” + 02 + 02, < 6) (4.39)

P,+0—02—02 0—02—02 2 2
1—%6)@ _f ) 0>06+0w7

0, 0 <o?+a2.

According to [41], the signal sharing results in an improved Signal-to-Noise Ratio

(SNR) for Eve, which is Palhael?+Polhaw® | Thus, the secrecy capacity C is

2 2
og+of,

Pa h(l 2 Pa hae 2 Pa haw 2
Cy = log (1 + #) — log (1 1 Lolftael” + Palhou] ) . (4.40)
g

2 2
b Oe +0w
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Since |hap|?, [hae|* and |ha,|* are independent, the SOP under the PC-based scheme

is given by

28 _ 1)g2 P, ha|? P haw|? + Pylhae|?
pgf(Rs>:1—eXp(( 2 >O-b)IP)< |2b| _QRS | | + | | >2RS—1>

o3 0% + 02
_ 2Rsg7 (2R 0} 4 202 + 207)

(2502 + 02 4 02)?

(4.41)

Finally, we focus on the covertness performance when Alice suspends her trans-
mission. Since the decision of suspending transmission is unknown to Willie and Eve,
they still share their signals, which contain only background noises. Thus, the re-
ceived signal at Willie is given by y,, = n. + n,, and the average received power is

P, = 0* + 0%. Hence, the probability of false alarm pr4 can be given by

2 2
B , B 0, 0>o0.+0;,
pra =P (0 + 05 >0) = (4.42)

1, 6<o?+02.
Combining the pr4 in (4.42) and the pyp in (4.39), we obtain the COP as

P, 0— 2_ 2 0— 2_ 2
o099 oxp (——"; Tw) 0 >o0+02,
a

pEOP(Paa 0) = (443)
0, 0 <o?+a2.

Taking the derivative of the ptf in (4.43) gives

OpEP 0 —o?— o2 0—o02—0o?
o= e (). (4.44)

This shows that pl} is a decreasing function of  when 6 > 02402 Thus, the optimal

detection threshold is

p = U+ O'z + 0120, (4.45)
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where v > 0 is an arbitrarily small value.

Given the 0fp, the py in (4.8), the SOP in (4.41) and the COP in (4.43), the
problem in (4.5) can now be solved to obtain the CSR. The result is given in the

following theorem.

Theorem IV.3 Under the scenario where Willie and Eve are in the friend rela-
tionship and Alice adopts the PC-based secure transmission scheme, the CSR of the

system 1s given by

1 (14W (- 5)) o

3z Wo <_(1+w1(—€;))o§) eXp _WO( v ) o v ’

(Wi (=)}

. x  _ o . SOP pTP
if Rs,FP = Rs,FP < min {RS,FP> Rs,FP )

log ((U=EBekaet) e (<<1m><ai+az>mU§>(l+W-l<:f )) 7

RESP — o2/1—es ov/1—ecs
if R:,FP = Rf,gg < min {Rg,Fpa Rggp )
o v in(l—¢)
(= tog (14 s )
\ if R:,FP = RsT,EEP < min {RB,FPa R;g,ho“]; .
(4.46)
Here,
1 —+1—¢,)(0? 2
RS9 = log (( &)+ Ue)) , (4.47)
’ oy 1 — €

RITp and R)pp are the same as those given in (4.18) and (4.19), respectively, with

the optimal transmit power P, pp given by

v

Plpp=— .
G T+ W (—9)

(4.48)

Wo(-) and W_1(+) are the principal branch and the non-principle branch of Lambert’s

W function, respectively, and e is Fuler’s number.
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Proof 3 The proof is similar to that of Theorem IV.1 and thus omitted here.

4.3.2 AN-Based Transmission Scheme

We first derive the transmission probability to characterize the transmission per-
formance of the transmission. Suppose Alice transmits under the AN-based scheme,
Bob will receive the same signal as that given in (4.27), yielding the same instanta-
neous Alice-Bob channel capacity C} as that given in (4.25). This means that the
transmission probability pf* under the AN-based scheme in the friend relationship

scenario is identical to that in the independence scenario, which is given in (4.26).

We proceed to analyze the miss detection probability and SOP when Alice trans-
mits messages. When Alice transmits a signal vector x, the signal vectors at Willie
and Eve are the same as that given in (4.27). After receiving the shared signal-
s from Eve, the average power P, of the received symbols at Willie is given by
Py = Yctwey V5> = Palhael® + Palhaw|? + 02 + o7, which is identical to (4.10),
i.e., the average power in the independence case. Thus, the probability of missed

detection pyrp can be given by (4.39).

After Eve receives the signals from Willie, the Signal-to-Noise-plus-Interference

Ratio (SINR) is

pPa|hae|2 + pPa|haw|2

. 4.49
(T ) Palhucl? + (L= ) PalaP + 72 5 7% 9
Thus, the secrecy capacity Cs under the AN-based scheme is
PPa’hab‘2
Cs=1 1 4.50
o ( * (1= p)Palhay|* + 0 ( )
Po|hael? + pPy|haw|?
—10g(1+ pPalhac|” + pPalhaw| )
(1 = p)Palhae|* + (1 = p) Palhaw|?* + 02 + 07,
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According to the definition in (4.4), the SOP is given by

R 2 2
FA (2% —1)o, ) pFalha|
Deo (P, Rs) =1 —exp ( P 4.51
(b Rs) 01— pF) TPk ror 4V
. 2Rs (ppa‘h‘aep + IOPa|haw|2) > 2Rs _ 1>
(1 = p)Falhae* + (1 = p) Palhaw|* + 02 + 0,
=1—exp (2" — 1)aj (@™ +p—1)a}
pPo— (2% = 1)(1 = p)Fa (1 =2%)(1=p)F,
a—2"s0-p)(ef+ed)  (-—250p)(of+ed)
(2Rs —1)(1—p) Pq (2Fs —1)(1—p)Pq
X / / exp| —y—2=2
0 0

(28 — 1)02(02 + 02) — (28s +p—1)(1-(1—p)2"s)o} (07, +02)

B (12F)(1p) dy dz.
(L =28)(1 = p) Py + 2) + (1 — (1 = p)25) Py(07, + 02)

When Alice does not transmit messages, we consider only the covertness of the
transmission by analyzing the probability of false alarm. In this case, Alice still
sends AN to confuse Willie. Thus, based on (4.30), the signal vector y, contains
both the signals (i.e., AN and background noise) shared by Eve, AN and background
noise. In this case, the average power of the received symbols at Willie is P, =
(1 = p)Pulhaw|? + (1 = p) Pa|hae|® + 02 + 02 . Thus, the probability of false alarm ppa

is given by

pra =P ((1 - P)Pa|haw’2 + (1= p) Palhael” + 03 + Uzzu = 9)

0—02—02 0—02—c2 2 2
(1 + =P, ) exp <— AP ) , O0>0.+05,

(4.52)
17 0 S 0’2+O'12U.

Combining the pr4 in (4.52) and the pyp in (4.39), the COP can be given by

—0'2—0'2 —0'2—0'2
(252 oo (52)

PE?(Pa 0) = — <1 + %) exp <—%) , 0>02+02, (4.53)

(

0, 0 <o?+a2.

\
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We can see from (4.53) that the optimal detection threshold 60}, can be obtained

by solving %% i “’ = 0, which is

P,
Opy = 02 + 02, + In(1 - p). (4.54)
Given the 05, in (4.54), we solve the optimization problem in (4.6) to obtain the

CSR, which is given in the following theorem.

Theorem IV.4 Under the scenario where Willie and FEve are in the friend rela-
tionship and Alice adopts the AN-based secure transmission scheme, the CSR of the

system 1s

2R:,FA(p}<*‘A) _ 1)02
REY = R o (pfa) exp | — ( — b : 4.55
cs s,FA(pFA) p < p%APa . (QRS,FA(pFA) . 1)<1 _ pik?A)P ( )

Here, the optimal power allocation parameter ph, solves pio(p,05y) = €. with Of,

given by (4.54). The optimal secrecy rate R} py is given in (4.35), where RO py can be

8RC.§ p—

obtained by solving G =0, RIQL is the solution of p, A(R,) = €, and RTE FA 1S given

n (4.36).

Proof 4 The proof is similar to that of Theorem IV.2 and thus omitted here.

4.4 Numerical Results

In this section, we provide extensive numerical results to illustrate the CSR per-
formances of the four representative scenarios under the new secure communication
paradigm. We also show the impacts of various system parameters (e.g., COP con-
straint €., SOP constraint e, TP constraint ¢, and transmit power P,) on the CSR
performance. Unless otherwise stated, we set the parameter v to v = 0.01 and the

noise powers at Bob, Willie and Eve to o = —20 dB and ¢2 = 02 = 0 dB.
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Figure 4.2: CSR R.s vs. COP constraint ¢, (PC-based transmission scheme).

To explore the impact of the COP constraint €. on the CSR performance, we show
in Fig. 4.2 R., vs. €. in the independence relationship case under the PC-based and
AN-based transmission schemes, respectively. The results for the friend relationship
case under both transmission schemes are presented in Fig. 4.3. We set the transmit

power of Alice to P, = —20 dB in Fig. 4.3. In each subfigure of Fig. 4.2 and Fig.
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Figure 4.3:

4.3, we also plot the CSR curves under different settings of SOP constraint ¢, and TP
constraint €,. We can see from Fig. 4.2 and Fig. 4.3 that the CSRs achieved under
different SOP and TP constraints always increase as €. increases. This is because a
looser COP constraint results in a larger optimal transmit power in the PC-based

scheme (resp. a larger optimal power allocation parameter in the AN-based scheme)
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Figure 4.4: CSR R.s vs. SOP constraint ¢, (PC-based transmission scheme).

and thus a larger CSR.

We can also observe from Fig. 4.2 and Fig. 4.3 that the shape of the CSR
curve varies as the values of the SOP constraint ¢, and TP constraint ¢, change. For
example, the CSR curve under the setting of ¢, = 0.03 and ¢; = 0.5 (dashed line) in

Fig. 4.2 exhibits an exponential growth and that under the setting of ¢, = 0.02 and
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Figure 4.5: CSR R.s vs. SOP constraint ¢, (AN-based transmission scheme).

¢ = 0.1 (dotted line) grows in a piecewise fashion. This is because different values of
€5, € and the COP constraint €, result in different RSP, R]{p and RY b in (4.17-4.19)

(resp. RE%;, REEP, RE,FP in (4.47,4.18,4.19), Rf,%f, R;FEA, Rg’IA in (4.35) and Ri%}{,

Ritas Ripy in (4.35)), which further lead to different optimal target secrecy rates (as

S

labeled in Fig. 4.2 and Fig. 4.3) and thus different CSR curves.
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Next, we investigate the impact of the SOP constraint €5 on the CSR performance,
for which we show R., vs. €, in the independence and friend relationship cases
under the PC-based transmission scheme in Fig. 4.4 and those under the AN-based
transmission scheme in Fig. 4.5. We set the noise power at Bob to ¢ = —30 dB in
Fig. 4.4 and that to o} = —31 dB in Fig. 4.5. We set the transmit power of Alice
to P, = —20 dB in Fig. 4.5. For both figures, we consider three different settings of
COP constraint €. and TP constraint ¢;, respectively. We can see from Fig. 4.4 and
Fig. 4.5 that, when both €, and ¢, are relatively small (e.g., e, = 0.01 and ¢ = 0.01
in Fig. 4.4(a)), the CSR stays unchanged as the SOP constraint €4 increases, which
implies that the SOP constraint ¢, has no impacts on the CSR performance. This
is because, in this situation, the CSR is achieved at only the optimal target secrecy
rate Rip = R]pp (as labeled in Fig. 4.4(a)), which is independent of ¢, as can be
seen from (4.18). On the other hand, when either €. or ¢ is large, the CSR first
increases sharply and then remains constant as the SOP constraint €, increases. This
is because the optimal target secrecy rate is R ;p = Ri‘ﬁi for small €,, which increases
as €, increases, and then changes to R% p = RYp or R%p = R for large e, which is
independent of ¢,. Such phenomenon indicates that, when either €. or ¢, is large, the
CSR is sensitive to the change of the SOP constraint €, in an extremely small region,
e.g., from 0 to about 0.00115 in Fig. 4.4(a). Similar phenomena can be observed from

Fig. 4.4(b), Fig. 4.5(a) and Fig. 4.5(b).

We now show the impact of the TP constraint ¢; on the CSR performance in Fig.
4.6 and Fig. 4.7, where we plot R.s vs. ¢ for the two relationship cases under the
PC-based and AN-based transmission schemes, respectively. Three different settings
of COP constraint ¢, and SOP constraint ¢, are adopted for each subfigure in Fig.
4.6 and Fig. 4.7. We set the transmit power of Alice to P, = —20 dB in Fig. 4.7.
We can see from Fig. 4.6(a) that, if the COP constraint €, is much larger than the

SOP constraint €, the CSR stays constant as the constraint €, increases, i.e., the
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Figure 4.6: CSR R.s vs. TP constraint ¢, (PC-based transmission scheme).

CSR is independent of ¢,. Otherwise, the CSR first increases and then stays constant
as € increases. This is because, for the former case, the CSR is achieved at only
the optimal target secrecy rate R:;p = R% (as labeled in Fig. 4.6(a)), which is
independent of ¢, as can be seen from (4.17). For the latter case, the optimal target

secrecy rate is R*;p = R, for small ¢, which increases as ¢ increases, and then
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Figure 4.7: CSR R.s vs. TP constraint ¢, (AN-based transmission scheme).

We proceed to compare the CSR performance achieved in the independence re-

TP constraint €

(b) Friend relationship scenario.

* _ 1o * _ SOP
changes to Rs,IP = RS’IP or RSJP = RSJP
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for large ¢;, which is independent of ¢;. We

can observe similar phenomena from Fig. 4.6(b), Fig. 4.7(a) and Fig. 4.7(b).

lationship scenario and that achieved in the friend relationship scenario, for which

we show R vs. €. for both relationship scenarios under the PC-based transmission



Figure 4.8:

scheme in Fig. 4.8(a) and those under the AN-based transmission scheme in Fig.
4.8(b), respectively. We set the SOP constraint and TP constraint to ¢, = ¢ = 0.1
in both figures. In addition, we set the parameter v to v = 0.01 and 0.001 in Fig.
4.8(a) and the transmit power of Alice P, to P, = —5 dB and —20 dB in Fig. 4.8(b).
We can observe from both subfigures that the CSRs in the independence relation-

ship case are always larger than those in the friend relationship case under all the
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Figure 4.9: Comparisons of the CSR performances in the PC-based and AN-based
transmission schemes (R.s vs. €.).

parameter settings and both transmission schemes. This is intuitive since Willie and
Eve can improve their attacking abilities by sharing their signals. The above observa-
tions indicate that being friends is the better choice than being independent for the

eavesdropper group and detector group.

Finally, we compare the PC-based transmission scheme and the AN-based trans-
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transmission schemes (R vs. €;).

mission scheme in terms of the CSR performance. To do so, we show R, vs. €. in Fig.
4.9 (resp. Res vs. €5 in Fig. 4.10 and R vs. ¢ in Fig. 4.11) under both transmission
schemes in the independence and friend relationship scenarios, respectively. We set
€s = ¢ = 0.11in Fig. 4.9, ¢, = ¢ = 0.1 in Fig. 4.10 and ¢, = ¢, = 0.1 in Fig. 4.11.

For each figure, we consider two different settings of the transmit power of Alice P,
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for the AN-based scheme. We can observe from Fig. 4.9 that, in both relationship
scenarios, the PC-based scheme achieves better CSR performance than the AN-based
scheme, when a small transmit power (e.g., P, = —20 dB) is adopted in the AN-based
scheme. However, when the transmit power of AN-based scheme is relatively larger

(e.g., P, = —15 dB), the PC-based scheme achieves better CSR performance than

78

0.1



the AN-based scheme under stringent COP constraints (e.g., less than about 0.055 in
Fig. 4.9(a)), while the AN-based scheme achieves better CSR performance than the
PC-based scheme under less strict COP constraints.

Similar results can be obtained from Fig. 4.10, which shows that the PC-based
scheme outperforms the AN-based scheme if either the transmit power of the AN-
based scheme or the SOP constraint is small. Otherwise, the AN-based scheme out-
performs the PC-based scheme. However, the results obtained from Fig. 4.11 are
different. We can see from Fig. 4.11 that the AN-based scheme outperforms the
PC-based scheme when adopting a large transmit power (i.e., P, = —15 dB), while
it achieves worse CSR performance than the PC-based scheme when adopting a s-
mall transmit power (i.e., P, = —20 dB). Based on the above observations from Fig.
4.9, Fig. 4.10 and 4.11, we can conclude that when the transmit power is not a big
concern, transmitters may prefer the AN-based transmission scheme to achieve bet-
ter CSR performance, especially for less strict covertness, secrecy and transmission
performance constraints. On the other hand, when the transmit power is constrained
(e.g., in IoT and sensor networks), the PC-based scheme is more preferable for trans-

mitters.

4.5 Discussion

In this chapter, our work represents a significant research progress in the joint
guarantees of covertness and secrecy for wireless communications, and contributes
a basic understanding on the covertness-secrecy interplay. To understand the more
fundamental interplay between the covertness and secrecy, this work examines a gen-
eral secure wireless communication paradigm where the detection and eavesdropping
attacks co-exist in wireless communications. Regarding the comparison with latest
works in 2020 [104, 105], in particular, this paradigm carefully takes into consider-

ation the relationship between the eavesdropper and detector (like the independent
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relationship or friend relationship), and adopts a general assumption on channel s-
tate information (CSI) of the attackers (i.e., unknown instantaneous CSI). We also
explore both the artificial noise (AN)-based technique and power control (PC)-based
technique in the paradigm for covertness and secrecy guarantees.

Although we have completed this work, there are still some parts that can be im-
proved. We consider a common assumption that the instantaneous CSI is unknown to
the detector, which is not practical, and thus, in our future work, we can assume that
the instantaneous CSI is known to the detector due to his more powerful capabilities.
Regarding the results of the performance comparison between two secure transmission
schemes in the numerical results section, the better scheme can be observed because
of the transmit power of the transmitter and the constraints of covertness, secrecy
and transmission performances. In future work, we can consider a self-adaptive secure
transmission mode, where the transmitter always adopts the best scheme according
to some conditions, such as transmit power, location, and performance constraints. In
addition, we achieve one-hop secure wireless communication paradigm in this work,
while the results cannot extend to a long distance transmission because of the signal
fading. Thus, we can investigate the secure paradigm in the multi-hop and more

complex wireless communications.

4.6 Summary

This chapter explores a new secure wireless communication paradigm, where the
physical layer security technology is applied to ensure both the covertness and secre-
cy of the communication. We define a novel metric of covert secrecy rate (CSR) to
depict the security performance of the new paradigm, and also provide solid theoreti-
cal analysis on CSR under two transmission schemes (i.e., artificial noise (AN)-based
one and power control (PC)-based one) and two detector-eavesdropper relationship-

s (i.e., independence and friend). The results in this work indicate that in general
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the CSR performance can be improved when the constraints on covertness, secrecy
and transmission performance become less strict. In particular, the PC-based trans-
mission scheme outperforms the AN-based transmission scheme in terms of the CSR
performance when strict constraints are applied to the covertness, secrecy and trans-
mission performance. On the other hand, when these constraints become less strict,
the AN-based scheme may achieve better CSR performance than the PC-based one
by properly adjusting the message transmit power. We expect that this work can

shed light on the future studies of new secure wireless communication paradigms.
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CHAPTER V

Covertness and Secrecy Guarantees in Wireless

Communications with Active Attackers

This chapter extends the secure wireless communication paradigm proposed in
Chapter IV to the active attacker scenario where attackers perform jamming and
detection/eavesdropping simultaneously. Both detection and eavesdropping attacks
need to be counteracted in the wireless communication, such that the covertness and
secrecy guarantees in wireless communication can be achieved. To understand the
covertness, secrecy and transmission performances in the active attacker scenario,
we first provide theoretical modeling for covertness outage probability, secrecy out-
age probability and transmission probability, respectively. Based on the theoretical
model, we further conduct detailed theoretical analysis to identify the covert secre-
cy rate (CSR) in this scenario under two secure transmission schemes adopted by
transmitters. Finally, extensive numerical results are provided to reveal the impact
of the active attackers on the CSR under each transmission scheme, and illustrate
the achievable performances under the active attacker scenario in the secure wireless

communication paradigm.
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Figure 5.1: System model regarding covertness and secrecy guarantees in wireless
communication with active attackers.

5.1 System Model

In this section, we introduce the channel model, the secure transmission schemes
and the attacking model of the secure wireless communication paradigm scenario with

active attackers, and then give the signal transmission case in this scenario.

5.1.1 Channel Model

This work considers a secure wireless communication paradigm scenario with ac-
tive attackers, where the attackers (i.e., detector and eavesdropper) perform detec-
tion/eavesdropping and jamming simultaneously. As illustrated in Fig. 5.1, a trans-
mitter Alice sends messages to a receiver Bob in the presence of an active detector
Willie and an active eavesdropper Eve. In addition to continuously transmitting ar-

tificial noise (AN) signals for jamming, Willie attempts to detect the existence of
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the signals transmitted from Alice, while Eve targets the messages contained in the
signals. Alice and Bob operate in the half-duplex mode, while Willie and Eve can
operate in the full-duplex mode. The self-interference caused by the full-duplex mode
can be canceled by adopting the perfect self-interference cancellation technique [106].
Alice and Bob are assumed to be equipped with a single omnidirectional antenna,
while besides the single receiving antenna, both Willie and Eve use an additional an-
tenna for transmission of AN in order to deliberately interfere with the secure wireless
communication between Alice and Bob. For notation simplicity, we use a, b, ¢ and w
to represent Alice, Bob, Eve and Willie, respectively, throughout this chapter.

Time is divided into successive slots with equal duration that is long enough for Al-
ice to transmit multiple symbols. We assume that the wireless channels are subject to
the quasi-static Rayleigh fading channel model, where the channel coefficients remain
constant in one slot and change independently from one slot to another at random.
We use h;; to denote the coefficient of the channel from ¢ to j, where i € {a,b, e, w}
and j € {a,b,e,w}. As assumed in [19], the corresponding channel gain |h;;|? follows
the exponential distribution with unit mean. We assume that Alice and Bob know
the statistical characterizations of each channel coefficient including those of the at-
tackers. In addition, Bob also knows the instantaneous channel coefficient h;,, which
makes the covert secrecy rate easy to analyze and also ensures a meaningful theoret-
ical performance results. We also assume that Eve knows the instantaneous channel
coefficient h,. and the statistical channel coefficient h,,., while Willie knows only the
statistical characterizations of hg, and h.,. These assumptions are widely used in

previous research related to physical layer security (PLS) and covert communication.

5.1.2 Secure Transmission Schemes

Alice considers two transmission schemes according to power control (PC) and

artificial noise (AN) injection, respectively. In the PC-based scheme, Alice controls
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her transmit power P, so as to hide the message signals into the background noise for
the covertness and secrecy guarantees. In the AN-based scheme, Alice intentionally
injects AN into the message signals to confuse Willie and Eve in order to weaken their
attack effects. Unlike the PC-based scheme, in the AN-based scheme, Alice utilizes
a constant transmit power (also denoted by P,) and allocates the power between
message and noise transmissions. We use pP, to denote the transmission power of
message, where the parameter p € (0, 1], and the remaining power is used for the
AN transmission. In addition to the above strategies on transmit power, Alice also
adopts the well-known Wyner’s encoding scheme [57] to resist the eavesdropping of
Eve. To transmit a message, Alice chooses a target secrecy rate R for this message
and another rate R; for the whole transmitted codewords. The rate difference R, — R,

reflects the cost of securing the message transmission to confuse Eve.

Alice decides whether the transmission takes place according to an on-off transmis-
sion model, which only requires one-bit feedback transmitted from Bob to Alice. The
condition of transmission in the model holds when the value of signal to interference
plus noise ratio (SINR) at Bob =, exceeds a specific threshold p [107, 108]. The SINR
threshold p is a function of different parameters in the communication system, in-
cluding application, data rate, signal processing applied at transmitter/receiver sides,
error correction coding, etc [109]. Note that Alice will set R; arbitrarily close to Cj,
to ensure largest possible rate without incurring any decoding error at Bob, while
causing as much confusion to Eve as possible. Thus, when Alice adopts the on-off

transmission model, the transmission probability (TP) in a certain time slot can be

defined as

Pre = Py > ). (5.1)

Note that the TP p;, can be interpreted as a metric to measure the transmission

performance.
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5.1.3 Attacking Model

In this chapter, we consider the active attackers (i.e., detector Willie and eaves-
dropper Eve) scenario, where the attackers intentionally radiate AN to interfere with
the achieving of covertness and secrecy of wireless communication between Alice and
Bob. In addition to radiating the AN, the main objective of Willie and Eve in each
slot is to detect the existence of signals transmitted from Alice and eavesdrop the

messages contained in the signals, respectively.

The detection scheme at the detector is to adopt the commonly-used likelihood
ratio test [23], where Willie first decides a threshold € and then measures the average
power P, of the symbols received from Alice in one slot. If P, > 6, Willie accepts
a hypothesis H; that Alice transmitted messages to Bob in this slot. If P, < 0,
Willie accepts a hypothesis Hy that Alice did not transmit messages. Formally, the

likelihood ratio test can be given by
Ha
P, z0. (5.2)

In general, the likelihood ratio test exists two types of detection errors. One is called
false alarm, which means that Willie makes a decision in favor of H; whilst the trans-
mission does not exist in fact. The other is called missed detection, which means
that Willie makes a decision in favor of H, whilst the transmission exists indeed.
We denote the probabilities of false alarm and missed detection by pra and pap,
respectively. Note that pra + pyp can be interpreted as the total detection error
probability of Willie. If neither false alarm nor missed detection occurs, the trans-
mission from Alice to Bob will suffer from covertness outage. Thus, the covertness

outage probability (COP) is given by

Peo=1— (pFA +pMD)- (53)
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The covertness performance of transmission can be measured by COP. The smaller

the COP is, the higher the covertness of the transmission is.

To intercept the transmitted messages, Eve tries to decode the signals received
from Alice. When the perfect secrecy fails (i.e., Eve can recover the messages), the
instantaneous secrecy capacity Cs [95] of the Alice-Bob channel cannot support the
target secrecy rate Ry, such that the transmission between Alice and Bob suffers from
secrecy outage. The secrecy outage considered in this chapter only occurs when Alice
actually transmits a message (i.e., v, > ) [108]. Thus, the secrecy outage probability

(SOP) as the conditional probability can be given by

Pso = ]P)(CS < Rs | Yo > ,u) (54)

Similarly, the secrecy performance of transmission can be measured by SOP, where

the smaller the SOP, the stronger the secrecy of the transmission.

5.1.4 Signal Transmission Case

In the active attacker scenario, Willie and Eve not only conduct the detection and
the eavesdropping attack, but also generate AN to interfere with the secure trans-
mission between Alice and Bob. Thus, under the PC-based transmission scheme,
when Alice transmits, she sends n symbols to Bob, represented by a complex vector
x, where each symbol x[i] (i = 1,2,--- n) is subject to the unit power constraint,
ie., E[|x[7]]*] = 1. In addition to the information signals x, Bob also receives AN-
s vy, and v, from both Willie and Eve, respectively. Each AN symbol v, [i]/v.][i]
(i = 1,2,---,n) is subject to the unit power constraint, i.e., E[|v,[i]|*] = 1 and

E[|ve[i][?] = 1. Thus, the received signal vector at Bob under the PC-based transmis-
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sion scheme is given by

Yo.rc = \/Fahabx + V Pwhwbvw + \/Fehebve + ny, (55)

where P, and P, denote the transmit powers of Willie and Eve, respectively, and
n;, denotes the noise at Bob with the i-th element n,[i] being the complex additive
Gaussian noise with zero mean and variance o7, i.e., my[i] ~ CN(0,0%). We assume
that both Willie and Eve can eliminate the AN from itself. Thus, the received signal

vectors at Willie and Eve under the PC-based transmission scheme are given by

yllu,PC' =V Paha’wx + V Pehewve + 1, (56)
and
YE,PC == \/ Pahaex + \/ Pwhwevw + Ile. (57)

Here, n,, and n, represent the noise at Willie and Eve, where the i-th element n,,[i]
and n.[i] being the complex additive Gaussian noise with zero mean and variance o2
and o2, respectively, i.e., n,[i] ~ CN(0,02) and n.[i] ~ CN(0,02). When Alice does
not transmit, Willie receives the AN from Eve together with his background noise,

and thus the received signal vector at Willie under the PC-based scheme is given by

Y?U,PC =V P.heyve + 1. (58)

Based on the AN-based transmission scheme, when Alice transmits, in addition
to the message symbols, she will also inject AN, represented by a complex vector
z, where each symbol z[i] (i = 1,2,--- ,n) is subject to the unit power constraint,
i.e., E[|z[7]]*] = 1. Alice will use a fraction p of her transmit power P, for message

transmission and the remaining power for AN radiation. Thus, the received signal
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vectors at Bob, Willie and Eve under the AN-based scheme are respectively given by
YoanN = V/ pPahabX + V (]- - p)PahabZ + V Pwhwbvw + V Pehebve + 1y, (59)

y}U’AN =/ pPohawx + /(1 — p)Pohowz + \/ PehewVe + 1y, (5.10)

and

Vean = V/ pPihaex + /(1 — p)Pahaez + / Pyhye vy + ne. (5.11)

When Alice does not transmit, Willie receives Alice and Eve’s AN and his background
noise, and thus the received signal vector at Willie under the AN-based transmission

scheme is given by
Yo an = V(L= p)Pahawz + \/PehewVe + . (5.12)

5.2 CSR Analysis under PC-Based Transmission Scheme

This section focuses on the covert secrecy rate (CSR) analysis when Alice and
Bob adopt the PC-based transmission scheme to ensure the covertness and secrecy of

wireless communication in the active attacker scenario.

5.2.1 Performance Analysis

As the secure transmission scheme mentioned in Section 5.1.2, Alice decides to
transmit in a certain time slot based on the on-off transmission model. In this model,
if the value of SINR at Bob ~, is greater than a specific threshold p, Bob will send
Alice one-bit feedback representing transmission. To do this, based on (5.5), the

SINR at Bob 7, under PC-based scheme can be formulated by

o Pa’hab|2
B Pw|hwb|2 + Pe|h6b|2 + O—g’

Yo (5.13)
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where |hap|?, |hws|? and |he|?* are exponentially distributed. According to the defi-
nition in (5.1), to measure the transmission performance of wireless communication,

the transmission probability p;,. of Alice can be given by

Pa|has|”
PC al|lta R
P, R,) =P > =P D |
Pro (Fo, Bs) =P (% 2 1) (Pw\hwbP + PoJhel? + 0
P2 2R5 _ 1 2
- “ exp (— 22 ZH0Y 51
(Po+ (2% —1)Py)(Ps + (28 — 1)P,) P,

Note that u > 2% — 1 always holds, since the transmission only happen when the

instantaneous capacity Cj, of Alice-Bob channel can support the secrecy rate R,.

Next, we analyze the covertness and secrecy performances of wireless communica-
tion in the active attacker scenario, respectively. We first analyze a significant metric
COP in the covertness guarantee. When Alice chooses to transmit, according to the
detection scheme in Section 5.1.3, Willie makes a decision on the transmission of
message signals based on the average power P, of the received symbols y,, in (5.6).

In this case, P, is given by

n 112
P, = —Z"—lgww = lim (Palhow|* + Polheu|® + 00)x50/0
:Pa’haw’2+Pe|hew’2+0—12m (515)

where 2, represents a chi-squared random variable with 2n degrees of freedom. By
the Strong Law of Large Numbers [102], % converges in probability to 1 as n tends
to infinity. If P, < #, Willie accepts the hypothesis H, that Alice did not transmit

messages, leading to a missed detection. Thus, based on (5.15), the probability of
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missed detection py;p under the PC-based scheme can be given by

PmD P(Pa|haw|2+Pe|hew|2+o-§u S@)

0, 0 < o?

w*

Pe 9_0-731 Py 9_0-31 2
1+ 555 exp (— P, ) — 5 p €XD (— B ) , 0>o0;,

(5.16)

In the covertness analysis, when Alice does not transmit, due to the received

symbols y,, at Willie in (5.8), the average power P, is given by

Py = P|hew|* +02.

(5.17)

If P, > 6, Willie accepts the hypothesis #; that Alice transmitted messages, leading

to a false alarm. Thus, based on (5.17), the probability of false alarm pg4 is given by

PraA = P (Pelhew|2 + 030 > 9) =

Combining the pyrp in (5.16) and the pr4 in (5.18) gives the COP pEC under the

PC-based scheme, which is

P, 0—o2, 0—c2 2
Po—Fe [exp (_ 7 ) - &Xp (_T:ﬂ , 0> 0y,

0, 0 <o2.

pcPoC(PUH 8) =

(5.19)

Note that Willie will set a decision threshold greater than the variance of the received

noise, to ensure that the covertness outage occurs with a certain probability. We can

see from (5.19) that the optimal detection threshold 6% exists when 6 > 02 and can
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be obtained by solving dpt /060 = 0. Thus, 05 is given by

. P,P, P, 2.

Substituting the optimal detection threshold 6 as # = #* in (5.20) into the COP in
(5.19), the maximum COP caused by setting the optimal detection threshold at Willie
can be rewritten as

Pe
P\ P
o= ()" (5.21)

As for the secrecy analysis, the eavesdropping effect of Eve, which only exists
when Alice choose to transmit, depends on the instantaneous secrecy capacity Cy of
the Alice-Bob channel. According to [95], C; is the difference between the channel
capacity of the Alice-Bob channel and that of the Alice-Eve channel. Thus, based on

(5.5) and (5.7), we can formulate the secrecy capacity Cy as

Pa’hab’2 pa‘hae‘2
C,=1log (1 —log (14 ——alteel ) 5.22
Og( T BT+ Pl +02) 8 T Bl + 02 (5.22)

where log is to the base of 2. Note that |ha|?, |hws|? and |he|? are random variables
here. Based on the definition of the SOP in Section 5.1.3, the SOP under the PC-

based scheme can be given by

Pp<m<2f(1+7)—1) _1_P(%>2RS(1+%)_1)

PC
pso RS = o
(£:) (o > 1) B (% > 4)
(Put (2™ —DP)(Pa+ 2% —DP) (2% —1)o}
-1- P TR
Plh.|2 28 P | hoel?
P a| ab| S — a|a| >2Rs_1
Polhupl? + Pelhes|* + 03 Polhwel® + 02
1 / / (Pyx + 0?)?
p— —_— RS RS
P T+ O'2 1+(22R5Pw1y) )(wa + 0—3 + 1+(22Rs}}glj)ue)
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where 7, is the SINR at Eve, v, = ];—1: and v, =

Pe
P,

5.2.2 CSR Optimization Problem

In order to understand the fundamental security performance under the covertness
and secrecy guarantees in wireless communication, we consider the covert secrecy
rate (CSR) defined as the maximum transmission rate under which both covertness,
secrecy and transmission performances can be ensured. To obtain the CSR R.,, we

formulate an optimization problem for the PC-based transmission scheme, which is

given by
P1 (PC'based): Rfsc = ma}izx Rs pfxc(Paa RS)7 (524&)
5.t Doy (Pa) < €, (5.24b)
Pid(R) < e, (5.24c)
pic(Po, Re) > 1— ¢, (5.24d)

where €., €5, and ¢, denote the requirements of covertness, secrecy and transmission
performances. Note that Problem P1 optimizes the transmission rate constrained by

the transmit power P, and the secrecy rate Rj.

By solving the optimization problem P1, we obtain the CSR under the PC-based

transmission scheme, and the result is summarized in the following theorem.

Theorem V.1 Under the scenario where Willie and Eve are active attackers and

Alice adopts the PC-based secure transmission scheme, the CSR of the system is

RPC = 2PC exp ——(QR;PC — 1o (5.25)
< (14 (2%re — D) (1 + (28sre — 1)1,) Plog ’
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where v, = Pf“’ and v, = P*i. The optimal secrecy rate R} p is given by
a,PC a,PC )
(
0 * 0 : SOP pTP
RS,PC(PGL,PC)7 RS,PC S min {RS,PC7 RS,PC ’
* — SOP sop : 0 TP 2
s,PC RS’PC, R&PC < min {R&PC, R&PC , (5.26)
TP (px TP : 0 SoP
\RS,PC( a,PC)7 RS,PC S min {RS,PC7 RS,PC} )

where the stationary point R) pg can be obtained by solving a;%)sc =0, RIS and R

are the solutions of pvC(R,) = €, and pL°(Rs) = 1—¢;, respectively. Here, the optimal
transmit power Py p is given by

. P.Wy(eclne,)

a,PC —

(5.27)

Ine,

where Wy () is the principal branch of Lambert’s W function.

Proof 5 As can be seen from (5.24a), the optimal transmit power P, and optimal
target secrecy rate Rg are required to solve the optimization problem P1. We first
derive the optimal P,. It is easy to see from (5.14) that pb'C monotonically increases
as P, increases. As for the monotonicity of pt©, we take the first derivative of the

co

function in (5.21) in terms of P, gives

P P, P
aPC 1+—Z<—1+1n—‘:) Pa PooP,
Po _ ~ * " ( ) . (5.28)

opP, &< &>2 P,
Pe

- &
Due to the logarithmic inequality 1 — % <lInz,Vr > 0, the result in (5.28) indicates
that % > 0, and thus p~C is always an increasing function of P,. Based on the COP
constraint in (5.24b) and the TP constraint in (5.24d), an upper bound P& and a
lower bound P;?Pi,nc on P, can be obtained, respectively. Since the objective function
in (5.24a) is an increasing function of P,, the optimal P, is the upper bound, i.e.,

oo = PMEE and Prpe is given in (5.27).
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Figure 5.2: The feasible region of R, for CSR in Case 1.

Nezxt, we derive the optimal Ry by analyzing the feasible region of Rs and the
monotonicity of the objective function with respect to Rs. We can see that as R
increases, pre in (5.14) monotonically decreases while ptC in (5.23) monotonically
increases. Thus, based on the constraints (5.24c) and (5.24d), the regions of Rs for
ensuring secrecy and transmission performances are [0, RS9C] and [0, RI5o], where
RESE and RIPo can be obtained by solving piy (Rs) = € and pic(Rs) = 1 — ¢,
respectively. Hence, the feasible region of Ry is [0, min{ RIG8, RIE}]. Taking the first

derivative of the objective function in (5.24a) in terms of Rs and then letting 6(55:0 =

0, we can obtain the stationary point RY. We note that the objective function is
increasing over [0, RY) and decreasing over [RY, 00). This implies that if R® falls inside
the feasible region of Ry, i.e., R) < min{ RIS, RIL.}, the optimal Ry is R p = RY,
as shown in Fig. 5.2. Otherwise, the optimal Ry is R;pc = min{ RIGE, RIT}. Fig.
5.3 and Fig. 5.4 show the optimal R in this situation under different cases of Rigé

and Rg:f;c. Finally, substituting the optimal P, and R into the objective function in

(5.24a) completes the proof.

5.3 CSR Analysis under AN-Based Transmission Scheme

In this section, we analyze the CSR performance based on the AN-based transmis-
sion scheme, in which Alice injects AN into the message signals to protect the wireless

communication from the detection/eavesdropping in the active attacker scenario.
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5.3.1 Performance Analysis

Under the AN-based transmission scheme, according to the decision condition
in the on-off transmission model mentioned in Section 5.1.2 and the received signal

vectors at Bob yy in (5.9), the SINR at Bob can be given by

= /)Pa|hab|2
’ (1_p)Pa‘hab‘2+Pw|hwb’2+Pe‘heb’2+al?’

(5.29)

and thus Alice’s transmission probability py, defined in (5.1) under AN-based scheme

is given by

pAN(p R ):]P)( pPa|hab’2 >2Rs _1)
m e (1_p)Pa|hab|2+Pw‘hwb’2+Pe|h6b’2+0b N

(pPa — (2% = 1)1 = p)P)?
(pFa+ (27 = 1)(Py — (1 = p) o)) (pPa + (27 = 1)(Fe — (1 = p)Fa))

L
<o (~ om0 ) (530
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When Alice chooses to transmit with the probability pAY in (5.30), the covertness

and secrecy guarantees of wireless communication between Alice and Bob need to be

considered. First, we analyze the metric COP in the covertness guarantee. Based on

the detection scheme in Section 5.1.3, we can see from (5.10) that the average power

P,, of the received symbols y,, at Willie is the same as that given in (5.15). Thus, the

probability of missed detection py;p under the AN-based transmission scheme can be

given by (5.16).

In the covertness analysis, when Alice does not transmit, based on the signal

vector y,, received at Willie as in (5.12), the average power P, is given by
Py = (1= p)Pulhawl* + P.lhew|* + 02,
Based on (5.31), we can derive the probability of false alarm pgy4 as

pra =P ((1 = p)Palhaw|? + Pelhewl + 02 > 0)

(1—p) Pa 9—012” P. 9—0121, 2
U—p)ﬁ exXp (_(1—p)Pa> T (-p kP, XP <_Te> , 0>0y,

1, 0<o

Combining the pyp in (5.16) and pr4 in (5.32), we obtain the COP pAN

the AN-based transmission scheme as

P, 0—a2, (1—p) Py 0—a2
P,—P. eXp <_ P, ) B (1_p)ppa_Pe eXp <_(1_P)Pa>
AN _ P,P. 0—0o2, 2
pCO (p? 0) +(Pafpe)/()(17p)Pa7Pe) eXp (_ Pe ) 9 0 > O-’LU7
0, 0 < 012”.
\

(5.31)

(5.32)

under

Note that the optimal detection threshold 6 is difficult to obtain from (5.33).
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Figure 5.5: The COP and an approximation of COP with the approximation of op-
timal 0 in (5.34).

Thus, we resort to an approximation, which can be given by

-1)P, PP, | P,

We can see from Fig. 5.5 that the COPs achieved at the optimal # under different
settings of P, and P, are close to those achieved at the approximation of optimal 6 in
(5.34). This implies that the approximation is accurate enough, and thus the optimal
COP caused by setting the optimal detection threshold in Willie can be obtained by

substituting 0 = 63 in (5.34) into the COP in (5.33).

As for the secrecy analysis, according to (5.9) and (5.11), the secrecy capacity Cj

can be given by

ppa‘hab‘z
Cy=1 1
o8 ( * (1 = p)Palha|* + Pulhwp|? + Pelhep|* + Ul2;
pPalha6|2
—1 1 . 5.35
Og( " (1_p)Palha6|2+Pw|hw6|2+Ug ( )
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Thus, the SOP under the AN-based scheme can be derived as

AN R =1 — (pPa + (2% =1)(Py—(1=p)Pa))(pPu + (2% = 1)(P.—(1—p) Pu))
o (pPa_(2RS_1)(1_p)Pa)2
(2ft —1)0? 28 p P | hge |2
X exp -
pP,—(28s—1)(1—p)P, (1=p)Pulhae|? + Pylhwe|? + 02
pPa|hab|2 R >
+ > 2 —1
(1= p)Palhap|* + Puy|hwp|* 4 Pe|hey|* + UZ

(pPu+ (2™ =1)(Py — (1=p) P, ))(PP + (2% —1)(P. — (1—p)F,))

=1- (0 — (2% — 1)(1— )2
(2% —1)ap
ep (m % —1)(1—p)P. ) / /
(p—(1—=p)B(

(IOPa + (Pw - (1 - p)Pa>B( €,y ))(IOPa + (Pe (1 - p)Pa)ﬁ(m7y))

ol orB(x,y) B ) dzd = 36
Xep( - - pBwynk ) (5.36)

where a(y) = (20000 and f(a,y) = 2ol 4ol -1,

5.3.2 CSR Optimization Problem

To analyze the fundamental security performance in the new paradigm that en-
sures the covertness, secrecy and transmission performances jointly, we propose an
optimization problem to derive the CSR under AN-based transmission scheme as

follow.

P2 (AN-based): RN = I[loléli]X 5 R, p™N(p, Ry), (5.37a)
st. paN(p) < e, (5.37b)

Pao (s Rs) < €, (5.37¢)

pN(p, Ry > 1 — ¢, (5.37d)

where €., €5 and ¢, denote the requirements of covertness, secrecy and transmission

performances. Note that Problem P2 conducts the optimization over the power allo-
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cation parameter p and the secrecy rate R;.
After solving the optimization problem P2, we obtain the CSR under the AN-

based transmission scheme, which is given in the following theorem.

Theorem V.2 Under the scenario where Willie and Eve are active attackers and

Alice adopts the AN-based secure transmission scheme, the CSR of the system is

* * 2
. RS (i) (P Pa = (243038 — 1)(1 = i) P,)
T (P Pt QA1) (P (1) P) (Pt @) 1) (P (1) P)

(QR:,AN(PZN) _ 1)0-13
X exp [ —— P _ (QR;AN(p*AN) —1)(1 - pin) P, ’
PaNta Pan)Ta

(5.38)

where the optimal power allocation parameter phy solves pAN(p, Oixn) = €. with Oy
given by (5.34). Here, the optimal secrecy rate R} y\ can be obtained under three

cases respectively and is given by

p
RS,AN(PRN% R(s),AN < min {Rf,%\)h Rg/I:N} )

san(Pan) = RIR(pan),  REQR <min {R? .\, RTAx} . (5.39)

Rs AN(pAN) Rs AN < min {Rs AN igﬁ} )

where the stationary point R) \y can be obtained by solving 2 3 = 0, R;QK and

Ry are the solutions of pa (Rs) = €5 and piy (Rs) =1 — ¢, respectz’vely.

Proof 6 As can be seen from (5.37a), the power allocation parameter p and the target
secrecy rate Ry are required to solve the optimization problem P2. We first derive the
optimal p. We can see that as p increases, both the objective function in (5.37a) and
the COP piN in (5.33) increase, while SOP pAN in (5.36) and TP p2N in (5.30)
decrease. Thus, based on the covertness constraint in (5.37b), the optimal power

allocation parameter piy can be obtained by solving pAXN (p, 0in) = €.
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Nezxt, we derive the optimal Ry by analyzing the feasible region of Rs and the
monotonicity of the objective function with respect to Rs. We can see that as Ry
increases, pN in (5.30) monotonically decreases while pN in (5.36) monotonically
increases. Thus, based on the constraints (5.37d) and (5.37c), the regions of Rs for
ensuring secrecy and transmission performances are [0, RT\] and [0, RIQK], where
RITN and REQK are the solutions of ppN(Rs) = 1 — €& and piN(R,) = €, respectively.
Hence, the feasible region of Ry is [0, min{ RI\\, RSQK}]. In addition, we can obtain
the stationary point Rg an by solving % = 0, and thus the objective function first
increases over [0, R] yx) and then decreases over (R sy, 00).

The analyses regarding the feasible region of Rs and the optimal Ry is similar to
that in Theorem V.1 and thus omitted here. Substituting the optimal power allocation

parameter pjy and the target secrecy rate R yy into the objective function in (5.37a)

completes the proof.

5.4 Numerical Results

In this section, we provide extensive numerical results to illustrate the CSR perfor-
mances based on two transmission schemes in the new secure communication paradig-
m with active attackers. We also show the impacts of various system parameters
(e.g., covertness requirement €., secrecy requirement €4, transmission requirement €;
and transmit power P,) on the CSR performances. Unless otherwise stated, we set
the noise powers at Bob, Willie and Eve to 07 = —20 (dB) and 02 = 02 = 0 (dB).

To explore the impact of the covertness requirement €., secrecy requirement e,
and transmission requirement ¢; on the CSR performance, we show in Fig. 5.6 R,
vs. €. under the PC-based and AN-based transmission schemes, respectively. We set
the transmit power of ANs from Willie and Eve to P, = P, = 5 dB in Fig. 5.6(a) and
that to P, = P, = —15 dB in Fig. 5.6(b). We also set the transmit power of Alice to

P, = —20 dB in Fig. 5.6(b). In each subfigure of Fig. 5.6(a) and Fig. 5.6(b), we plot
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Figure 5.6: Impacts of covertness requirement €., secrecy requirement €, and trans-
mission requirement ¢, on CSR R.;.

the CSR curves under different settings of secrecy requirement e, and transmission
requirement €¢;. We can see from Fig. 5.6(a) and Fig. 5.6(b) that the CSRs achieved
under different secrecy and transmission requirements always increase as €. increases.
This is because a looser covertness requirement results in a larger optimal transmit

power in the PC-based scheme (resp. a larger optimal power allocation parameter in
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Figure 5.7: Comparisons of the CSR performances in the PC-based and AN-based
transmission schemes.

the AN-based scheme) and thus a larger CSR. We can also see from the Fig. 5.6 that,
under the same secrecy requirement e,, CSR is larger when transmission requirement
€ 1s larger. This is because the optimal target secrecy rate is R{pq = REEC for e,
which increases as ¢; increases. In addition, the similar phenomena can be observed
for the impact of secrecy requirement ¢, to CSR in Fig. 5.6. The above observations
indicate that when any one of €., €, or ¢ is looser, the CSR performance can always
be improved.

We next explore the impacts of the PC-based and AN-based transmission schemes
on the CSR performance with various values of transmit power of Alice P, under the
active attacker scenario in Fig. 5.7. We set the secrecy requirement and transmission
requirement to ¢, = ¢ = 0.1 and the transmit power of Willie and Eve to P, =
P. = —15 (dB) in Fig. 5.7. Comparing the curves of AN-based cases in Fig. 5.7,
we can see that, as P, increases, the CSRs for both AN-based schemes in the active
attacker scenario increase. We can also observe that, under the different setting of
P,, the CSRs in AN-based always larger than that in PC-based at any ¢.. The above

observations indicate that the AN-based scheme outperforms the PC-based scheme
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Figure 5.8: Comparisons of the CSR performances under the passive and active at-
tacker scenarios.

by adjusting the message transmit power.

Finally, we compare the CSR performances under the passive attacker scenario
studied in Chapter IV and the active attacker scenario considered in this chapter.
We set the transmit power of ANs from Willie and Eve to P, = P. = 5 dB in Fig.
5.8(a) and that to P, = P, = —15 dB in Fig. 5.8(b). We set the transmit power
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of Alice to P, = —20 dB in Fig. 5.8(b). We also set the secrecy requirement and
transmission requirement to €, = ¢, = 0.1 in Fig. 5.8. From each subfigure, we can
see that the CSR in the active attacker scenario is always smaller than that in the
passive attacker scenario. The observation indicates that sending jamming signals
and attacking simultaneously can reduce the CSR and thus impair the performance

of new secure communication paradigm.

5.5 Discussion

This work represents a significant research progress in the joint guarantees of
covertness and secrecy for wireless communications, and contributes an in-depth
research on the proposed secure paradigm in Chapter IV. We, for the first time,
consider the active attackers in the secure wireless communication paradigm sce-
nario, where two attackers (i.e., detector and eavesdropper) perform ANs and de-
tection/eavesdropping simultaneously. In addition to a motivation that ANs from
attackers can degrade decoding performance of the receiver, the ANs can also be
jamming signals to weaken the attack performance of another attacker. This is moti-
vated by the fact that competitive or hostile relationships may exist between detectors
and eavesdroppers as the members of different alliances.

Based on the work in this chapter, in the future we can consider that the active
detector /eavesdropper performs ANs to destroy the training phase of the pilot-based
channel estimation design in wireless communications. More specifically, before trans-
mitting information signals, when the transmitter sends a pilot signal to the receiver,
the active detector/eavesdropper performs ANs to interfere with the channel estima-
tion at the receiver, resulting in an incorrect design of the transmitter’s pre-coder,
so that the detection/eavesdropping performance can be improved. In addition, we
consider a common assumption that the instantaneous channel state information (C-

SI) is unknown to the detector, which is not practical, and thus in future work we
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can assume that the instantaneous CSI is known to the detector because of its more
powerful capabilities. We also assume that the transmit power of AN from detec-
tor /eavesdropper is fixed, while in future work we can further consider the case of
randomly varying transmit power from detector /eavesdropper so as to implement the

new secure paradigm in a more complex wireless communication scenario.

5.6 Summary

In this chapter, we considered a secure wireless communication paradigm with ac-
tive attacker scenario, where attackers perform detection/eavesdropping and jamming
simultaneously. In the scenario, we applied physical layer security technology to coun-
teract both detection and eavesdropping attacks, such that the covertness and secrecy
guarantee in wireless communication can be achieved. To understand the covertness,
secrecy and transmission performances in the active attacker scenario, we conducted
theoretical analyses to identify the covert secrecy rate (CSR) under power control
(PC)-based and artificial noise (AN)-based transmission schemes, respectively. The
results in this chapter showed that relaxing the covertness, secrecy and transmission
requirements can improve the CSR performances, and utilizing AN-based scheme is
a better choice than using the PC-based scheme by adjusting the message transmit
power. In addition, the comparisons of CSR performance in passive and active at-
tacker scenarios indicated that the active detection/eavesdropping attacks can impair

the CSR performance in the new secure communication paradigm.
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CHAPTER VI

Conclusion

In this thesis, we explored the joint guarantee of covertness and secrecy properties
in wireless communications and thus proposed a new secure wireless communication
paradigm in which the physical layer security technology is applied to counteract both
detection and eavesdropping attacks. We first studied the covertness guarantee and
the performance limit of covert throughput in two-way two-hop wireless communica-
tion systems. We then explored a new secure wireless communication paradigm where
the critical covertness and secrecy properties of communication are jointly guaranteed
under passive detection/eavesdropping attacks. Finally, we extended the secure wire-
less communication paradigm to the active attacker scenario, where attackers perform
detection/eavesdropping and jamming simultaneously.

For the covertness guarantee in two-way two-hop wireless communication systems,
we studied in Chapter III the performance of two-way relay communication systems,
where two sources wish to covertly exchange information through a relay without
being detected from a detector. We first propose covertness strategies for the systems,
and then derive scaling law results of the covert throughput for various scenarios with
different relaying patterns (i.e., four-slot, three-slot and two-slot), and prior knowledge
of the legitimate nodes and detector. The main results in Chapter III showed that

covert throughput of the concerned two-way two-hop wireless systems follows the
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O(y/n) scaling law, which is independent of the relaying patterns, detection schemes,

covertness strategies, and prior knowledge of the sources and detector.

For the joint guarantee of covertness and secrecy in wireless communications, we
explored in Chapter IV a new secure wireless communication paradigm, where the
physical layer security technology is applied to ensure both covertness and secrecy of
the communication. We define a novel metric of covert secrecy rate (CSR) to depict
the security performance of the new paradigm, and also provide solid theoretical
analysis on CSR under two transmission schemes (i.e., artificial noise (AN)-based
one and power control (PC)-based one) and two detector-eavesdropper relationships
(i.e., independence and friend). The main results in Chapter IV indicated that in
general, the CSR performance can be improved when the constraints on covertness,
secrecy, and transmission performance become less strict. In particular, the PC-based
transmission scheme outperforms the AN-based transmission scheme in terms of the
CSR performance when strict constraints are applied to the covertness, secrecy, and
transmission performance. While these constraints become less strict, the AN-based
scheme may achieve better CSR performance than the PC-based one by properly

adjusting the message transmit power.

In Chapter V, we extended the secure wireless communication paradigm in Chap-
ter IV to the active attacker scenario where attackers perform detection/eavesdropping
and jamming simultaneously. In this active attacker scenario, we apply physical layer
security technology to counteract both detection and eavesdropping attacks, such that
the covertness and secrecy guarantees in wireless communication can be achieved. To
understand the covertness, secrecy, and transmission performances in the active at-
tacker scenario, we conduct theoretical analyses to identify the CSR under PC-based
and AN-based transmission schemes, respectively. The main results in Chapter V
demonstrated that relaxing the covertness, secrecy, and transmission requirements

can improve the CSR, performances, and utilizing AN-based scheme is a better choice
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than using the PC-based scheme by adjusting the message transmit power. In addi-
tion, the comparisons of CSR performances in passive and active attacker scenarios
indicated that active detection/eavesdropping attacks can impair the CSR, perfor-
mance in the new secure communication paradigm.

It is notable that, this thesis considers relatively simple communication scenarios,
while practical communication scenarios are more complex and changeable. There-
fore, one of the interesting and important future work is to achieve covertness and
secrecy guarantees and study the new secure communication paradigm in large-scale
wireless networks. In the end, we still expect that the work of this thesis can shed

light on the future studies of new secure wireless communication paradigms.
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